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2. Hardware Requirements

The table below details the minimum recommended hardware sets for CBC AMERICAS, Corp. software. Please note that these
specific processor models are given only as examples and are not compulsory. A different CPU may be used, provided that it
has the same number of threads and its performance is analogous.

Calculations are given for two major configuration examples: all video streams in D1 or Full HD resolution. Of course,
intermediate and mixed cases may also exist. Please contact CBC AMERICAS, Corp. representatives if you require help with
choosing hardware.

HARDWARE RECOMMENDATION TABLE

Installation specifications Recommended hardware per usage scenario
Video Stream IS Gl Motion Detector Server only Monitor only Server + Monitor
cameras
None or camera side CPU: Intel G1840 | CPU: Intel i3-6300
CPU: Intel G4500
Ram 4GB Ram 8GB
UptoS Ram 4GB
Software HP
Software HA
D1 30fps
None or camera side G0 UG e
Ram 4GB
CPU: Intel i3-6300
Up to 16 Software HP Ram 4GB
CPU: Intel i3-6300 CPU: Intel i5-6600
Software HA Ram 8GB Ram 8GB
None or camera side Al CIeREEl
Ram 4GB
CPU: Intel G4500 CPU: Intel i5-6600
Upto9 Software HP Ram 4GB Ram 8GB
CPU: Intel i5-6600
Software HA Ram 8GB CPU: Intel i7-6700
Full HD 30fps Ram 8GB
None or camera side CPU: Intel G4500 o
Ram 4GB
CPU: Intel i3-6300 ; CPU: Intel i7-6700
Software HP CPU: Intel i7-6700
Up to 16 Ram 8GB Ram 8GB Ram 16GB
CPU: Intel i7-6700 CPU: Intel i7-5930K
Software HA Ram 8GB Ram 16GB

Notes:

DDR4 RAM is strongly recommended

*Please refer to the list of Ganz CORTROL supported cameras for camera-side motion detector support
**High Performance/High Accuracy mode

***System must provide:

DirectX 10 support

Graphics card with at least 256MB memory

Latest graphics driver version
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3. Prerequisites

There are a number of requirements for the Ganz CORTROL host system:

Microsoft Windows operating system (7 SP1, 8, 8.1, 10, Server 2008 R2, Server 2012 R2)

Both .NET Framework 3.5 SP1 and 4.5 installed

Defragmentation should be turned OFF for storage locations

Ports for remote connections should be enabled through the firewalls (default ports are 60554 for Ganz CORTROL

Client and 8080 for streaming server)

e Installation and recording directories should be added to antivirus exception list so that they are not scanned or
interfered with in any other manner

e For software analytics requirements, see the corresponding section of the VCA manual

e For Ganz CORTROL Client application, DirectX 10+ is required along with the latest stable graphics card drivers

Note 1: Virtualized environment is not supported for Ganz CORTROL Prime and Premier, as they require license activation,
which can be obstructed within the virtual environment. However, virtual machines can be used as host systems for Ganz
CORTROL Global based recording servers.

Note 2: Antivirus scanning being enabled for Ganz CORTROL recording files may result in dramatically decreased write speed,
recording disturbances, and on occasion, database corruption.

CBC AMERICAS, Corp. is not responsible for software failures and/or footage loss caused by underlying OS and/or hardware
issues on non-Ganz supplied servers. It is the responsibility of the systems administrator to configure the server and provide
maintenance, unless otherwise agreed (e.g., if server hardware has been shipped by CBC AMERICAS, Corp.).

4. Operating System Setup

The Ganz ZNR / CORTROL system is configured with windows default settings, except for “Windows Updates” and Power
Management.”

e  Windows Updates should be configured for “Notify to download” or “Manual download.” The reasoning is that if an
update creates an issue, the administrator is made aware of it immediately after the update. If “Updates” are set to
automatic, there can be a delay in administrator notification and/or system troubleshooting. A delay can result in the
loss of critical data.

e Windows Power Management should be configured for maximum performance, with sleep mode disabled. If sleep
mode is left running, then the ZNR Server could be put into sleep mode, thus losing its recordings during that time.

e Itis highly recommended that the default user ID and password configuration be changed for security reasons. The
default password should be changed by the CORTROL Server administrator, written down, and stored in a secure
fashion to prevent unauthorized access or modifications to the system. The following steps can be used to change the
password for the Windows operating system account:

o Access the Start Menu > Settings > Control Panel > User Accounts
o Pick the account to be changed, or create a new account
o Select Change Password
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1. User Account

Default Operating System Settings New Operating System Settings
Username: admin Username: admin

Password: “No password” Password:

Privileges: Administrator Privileges: Administrator

New Operator/User Settings New Operator/User Settings
Username: Username:

Password: Password:

Privileges: Manager or User Privileges: Manager or User

2. Windows Service vs Process

What is a service?

A service is a special type of application that is available on Windows XP/7/8/10 and runs in the "background.” Services can
have special privileges that regular applications do not. For instance, on a limited user account a service could access certain
parts of the Windows Registry that a regular application could not access. Most Windows Services do not have a user interface
and are loaded when Windows starts.

What is a process?

A process is normally some kind of application program running on a system. Processes can execute on start up, and

many can also be found running in the background. Some processes are even executed more than once. For instance, opening
Windows Task Manager will most likely show multiple instances of "svchost.exe" processes running simultaneously. If
Internet Explorer is executed more than once, multiple instances of "iexplorer.exe" processes will be seen in Task Manager in
this same way.

CORTROL as a service

The CORTROL Recording Server installs as a service, while the Management Console and Client install as processes.
Once the Ganz CORTROL Recording Server begins recording video, it will continue to do so, even if no user is logged in and/or
no CORTROL Client is running. CORTROL will stop recording only if the following conditions are met:

e TheZNR / CORTROL Server is powered off
The CORTROL Server service is stopped (Windows Services)
The CORTROL Server executable process is stopped (Windows Task Manager)

To prevent this from happening inadvertently or maliciously, the ability to shut down the computer or access the operating
controls should be restricted by use of a restricted user account if the server is administered by anyone other than an
administrator.
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5. Connections
The ZNR 2U/4U, Raid Lite, and Full Raid based servers have a minimum of two 1Gbps network cards.
The ZNR-Mini based servers come with a single 1Gbps network card, with the option of a second 1Gbps network card.

It is recommended for optimal network performance to use LAN 1 for all corporate or local data, while a separate physical
network for use by the IP cameras is connected to LAN 2.

Example of a dual server CORTROL Premier with multi-client configuration

@ 1§@§W

Android Device

192.168.1.200

- —
L 4

192168 1,204

gy — :
. NVR 1
192.168.1.100
192.168.1.202

Remote PC

192168 1.203

Router 1
19216811

gy —
L

192.168.1.204

- — POE3 :
e | 192968111
192 168.1.205 | ) 1 ] %

1921661208  1q31gp1207 1921634208 192.168.1.209 192.168.1.10

NVR 2
182188.1.101 PC3

192168112
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1. Server LAN Setup

By default, the LAN(s) of the server may require configuration. In order to configure a LAN, go to Windows Control Panel, and
select Network and Sharing Center.

From the Network and Sharing Center, select Change adapter settings located toward the left, and near the top of the window.
Once Change adapter settings is selected, the available LANs of the server will appear.

Right click on the LAN requiring configuration, which may be LAN 1 (meant for the internal or corporate network), or LAN 2
(meant for the camera network), and select Properties.

52 Metwork and Sharing Center - [m]
4+ > Control Panel > All Control Panel lterns » Network and Sharing Center v B | Search Control Panel »

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cbcamerica.com Accesstyps Intemet

settings Public network Connections: il LAN 1 (cbca)
Unidentified network Accesstype:  Nonetwork access
Public network Connections: [ LAN 2
& Network Connections — [u] X
Change your networking settings A & « Networkand Intemet » Network Connections ~ & | Search Network Connections @
@ Set up a new connection or network -
= " Cmrms = m @
Set up 2 broadband, dial-up, or VPN connection; or st up a router or access pint.
.: Lan 1 LaN 2
Troubleshoot problems \:ﬂﬂ cheamerica.com, Shared M nidentified netwark
Diagnose and repair network problems, or get troubleshooting information Realtek RTLETBACU Wireless LA . W Inkelif) B257EDC Gigabit Network..

See also
HomeGroup
Internet Options

Windows Firewall

2items e

From the LAN Properties window, locate and select Internet Protocol Version 4(TCP/IPv4), then click on Properties.
If the option is not already selected, select Use the following IP address in order to configure the LAN properties for CORTROL.

The goal in configuring the LAN properties is to set the IP address for the corporate side, and/or the LAN properties for the
camera side, in order to establish network communications. Enter the IP, Subnet, Gateway, and DNS as required by the specific
LAN (repeat for each LAN as required). Select OK when completed, then close all windows to return to the windows desktop.

& LAM 1 Properties X Internet Protocol Wersion 4 (TCP/IPwE) Properties x
Metworking | Sharing General
Connect using Vou can get IP settings assigned automatically if your network supparts
5 Realtek RTLI188CU Wireless LAM 802110 USB 2.0 Net Fgift;‘l":sgi:g";:;gg{;"f;tf;;zI”EE'j £ sk your netuwork administrator
(O Obtain an IP address automatically

Thi 1 the foll it
is connection uses the following items: ® Use the Follawing TP aderess:

B3 Client for Microsoft Networks A
T File and Printer Sharing for Microsoft Networks 1P address: o2 1. 1
T3 05 Packet Scheduler

Link-Laver Topology Discowery Responder
Micr Driv

Subnet mask: 255 . 255,255 .

Default gateway: 192 168 . 1 .

i

1. General NDIS Protocol Driver v Obtain DHS server address automatically
G & (®) Use the Following DMS server addresses:

Install... Uriinstall Propesties Preferred DNS server:
Deseription alternate DNS server: ]

Transmission Control Protocol/ntermet Protocol. The default
wide area network. protocol that provides communication
acrose diverse interconnected networks

[ validate settings upon exit Advanced...

oK Cancel Cancel
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2. IP Camera Configuration

The IP Camera Configuration section describes the utilization of camera configuration software provided by Ganz. The camera
configuration software is for Ganz IP camera configuration, used prior to configuring the Ganz CORTROL Recording Server.

The Ganz provided camera configuration software covers the PixelPro, PixelPro GXi, and GENSTAR IP camera lines.

Most cameras can be installed with the following steps:

Confirm the camera has the latest firmware version by checking www.ganzsecurity.com.
Configure the cameras with a fixed IP address as shown in this document.

Test camera-to-server communications by navigating to the camera from the browser.
Consult with Ganz support for additional information as required.

Each Ganz IP camera comes with a utility to find the camera on the local network and set its IP address. This utility is typically
available on the software CD shipped with the camera, or from the Ganz web site. Please refer to the documentation provided
with your camera if you have questions after reading this guide.

3. Windows Firewall

If Windows Firewall is enabled on the computer, the following dialog box will be seen when any of the camera manufacturer’s
utilities are run. Click Unblock to allow access, and for the utility to work properly.

W Windows Security Alert X

@ Windows Firewall has blocked some features of this app

‘windows Firewall has blocked some features of IP Camera Upgrade Tool on all public and private
networks,

@ Mame: IF Camera lpgrade Taoal
Fublisher: Unknown
Path: Ciusersibriantdropboxisoftwarelpixelproimdioad-v442 exe

Allow IP Camera Upgrade Tool to communicate on these networks:
Private networks, such as my home or work network,

Public networks, such as those in airports and coffee shops {not recommended
because these networks often have little or no security)

Wwhat are the risks of allowing an app throuah a firewsll?

Allow access Cancel

4. DHCP

Although some IP camera manufacturers support DHCP addressing, it is highly recommended to assign a static [P address to
the installed IP cameras to keep unexpected network events from changing the IP address of the camera. If the camera’s IP
address changes, the Ganz CORTROL Recording Server cannot receive or record video from that camera until a user manually
reassigns the camera’s IP address or changes the address setting on the CORTROL server to match the camera’s new address.

Ganz IP cameras ship by default with DHCP addressing enabled, but are discovered by their MAC address through their
discovery tool.
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5. PixelPro Multi Upgrade Tool

Ganz provides the installation Multi Upgrade Tool to find PixelPro IP cameras.

The utility is provided on the CD included with the cameras, and/or as a direct download from GanzSecurity.com.

Run the Multi Upgrade Tool to display the following window:

8 MULTI Upgrade Tool V4,42 - x

< >
NIC Select : [any 1Pvd | Sort by i |Mocel - Exec
<IP information > < SEARCH > <UPGRADE>
1P Address: 92 . 168 . 137 . 77 fis) ADMIN
Subnet Mask: | 255 . 255 . 255 . O Password | "4 Flle Open Uparade &l STOP
— ST T BT I~ Search every 60 seconds
r Fivy version: Unknown
DhSL: 192 . 168 . 197 . 10  Tcp Seach ‘ =

192 B8 .10 .01

DMS2: o . o0 .0 a I Prohibit S/ Downgrade W' Backup Camera Configs

e = EXl 192 . 166 . 10 . 255 I
Metwork Type [DHCP o] HTTR Port |20 ‘ 5 ~| Unit(s) simutaneously

Search
Change I[P address Bl 1 Searched

0 Done (0 Errors), 0 Remain, 0 Uploading, Time Elapsed: 0000 seconds v
< >
Ready NUM

Click Search to search for Ganz PixelPro IP cameras on the local network. If the program does not detect any cameras, select
TCP Search, and enter an IP range. If no cameras are found, please verify that the cameras are connected to the local network,
and powered on.

Once all of the Ganz PixelPro IP cameras on the local subnet are listed, highlight a camera to display its IP Information.

To change the IP address of the selected camera, select Static in the Network Type area. Enter the IP address, Subnet Mask,
Gateway, and DNS1 (if known), DNS 2, then click Change IP address.

NOTE: The factory default login for Ganz PixelPro cameras is:

e Username: ADMIN
e Password: 1234

The username and password will be needed when adding these cameras to the Ganz CORTROL System.
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6. PixelPro GXi IPAdminTool

Ganz provides the installation IPAdminTool to find PixelPro GXi IP cameras.

Run the IP Admin Tool to display the following window:

- IPBdrminTool V3.23.27 - o X
File Setup System

1psetwp | update Reboot | Device nfo | account |  Refresh | Device coun it 1 Exit
Selected Device : 192168137155
[ Filter 1P rangs ¢ Apply I Show snapshot

Click Refresh to search for Ganz PixelPro GXi [P cameras on the local network. If the program does not detect any cameras,
select Filter, input an IP range, and click Apply. If no cameras are found, please verify that the cameras are connected to the

local network, and powered on.

Once all of the Ganz PixelPro GXi [P cameras on the local subnet are listed, highlight a camera to change its IP Information.
Select IP Setup to change the IP information. Select Static, then enter the IP address, Subnet Mask, Gateway, DNS, and click

Apply.

- Single IP Change
Current Informatian
@ (e
TP Address [Tz 168 137 . 155
Subnet Mask. [ass =5 25 . 0
GateWlay [Tz 168 . 137 . 10
NS Moz 168 . 1o7 . 10

New Information

& DHCP " Static

TP Address 192 . 168 . 137 . 155
Subnet Mask [Tz55 . 255 255 . 0 |
Gate'iay 192 , 160 . 137 . 10

DRS 192 . 168 . 137 . 10
IV Use default IDjFW

™ root

P 'Wi

Apply Close

NOTE: The factory default login for Ganz PixelPro GXi cameras is:

e Username: root
e Password: pass

The username and password will be needed when adding these cameras to the Ganz CORTROL System.
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Ganz provides the installation IPSearchTool to find GENSTAR IP cameras.

Run the IP Search Tool to display the following window:
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dh GANZ-ZNG_IPSearchTool V2.6

MuticastSearch | ActiveSearch

Clear AL

€ Devies shtein an IF address autematiodlly
@ Device user the following TP addvess

[to2. 168, 137. 195
Devioa I7

[255. 265 2650
Subnet Mask

192, 168. 137.10
Dafanlt Gateway:

192, 168. 137.10
Preferred NS Sarver:

152.168.0.2
Mternste IHS Server:

Click Start to search for Ganz GENSTAR IP cameras on the local network. If the program does not detect any cameras, select the
ActiveSearch tab, input an IP range, click Add, then click Start. If no cameras are found, please verify that the cameras are

connected to the local network, and powered on.

#h GANZ-ZNS_IPSearchTaol-V2.6

MuticestSearch ActiveSearh |

BeainlP [152.165.137.1 EndIF 152.168.137.255
Fort 30001

BeanlP [endre [Fort [
192,168.137.1 192.166,137.255 20001

[

Clear A11

Once all of the Ganz GENSTAR IP cameras on the local subnet are listed, highlight a camera to change its IP Information. Modify
the IP address, Subnet Mask, Gateway, and DNS to the right, then click Modify.

NOTE: The factory default login for Ganz GENSTAR IP cameras is:

e Username: ADMIN
e Password: 1234

The username and password will be needed when adding these cameras to the Ganz CORTROL System.
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6. CORTROL Download

Go to GanzSecurity.com > Support > Resource Center > Software.

Prior to downloading CORTROL, confirm the bit version of Windows on your PC, 32-Bit vs. 64-Bit.

To confirm your Windows bit version, go to Control Panel > System and confirm System type as 32-Bit or 64-Bit.
Select and download either CORTROL Prime/Premier 32bit or 64bit, depending on the Windows OS bit version.
Note: For most browsers, any downloaded files can be found in the Windows Download folder.

A systenn
« ~ A4 B s Control Panel > Systern and Security > System
: Other Rescurees ]
. Control Panel Hi - . .
RIS ol feneiome View basic information about your computer
Specications & Device Manager Windows edition
Tots & Calalators
: i § Remote settings Windows 10 Home
— Record e ———
DOCUMENTS BY PROGUCT % System protection © 2015 Microsoft Corporation. All rights reserved.
AMProduct Camegories & Advanced system settings
Accessories EKits System
Cameras
— Processor: Intel(R) Core(TM) i5CPU 650 @ 3.20GHz 3.20 GHz
. Manitors Installed memary (RAM):  8.00 GB (7.86 GB usable)
Recording Devices System type: 64-bit Operating System, x64-based processor
Software.
— Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
GANZVISION SOFTWARE SUITE (CURRENT 68410675 Computer name: DESKTOP-91CP4AI
Full computer name: DESKTOP-81CP4AI
Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is activated Read the Microsoft Software License Terms
Product ID: £0D00-00000-00000-D0000
P IMSTALLATION WIZARD SOFTWARE
ZN-PTI0AZN-DIOZA/ZN-YHIDS/ZV-5306 N
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1. Install & Activation
Run the Ganz CORTROL Server installer that was recently downloaded.

e Select the needed language, and click Next.
e  Accept the terms of agreement, and click Next.
e  Accept default installation location, and click Next. (Change location destination if required.)

I Ganz CORTROL Setup Wizard o El Ganz CORTROL Setup Wizard - IER

z CORTROL Setup Wizard!

Step 1 of 3. Licence agreement

Ganz CORTROL Setup Wizard Ganz CORTROL Licence Agreement

Pleas
before

llowing Licence ag
n continue with the in

1 accept the terms of this agreement

IMPORTANT — READ CAREFULLY. This is a legal agreement between YOU (an individual or
single enty (you[T) and CBC AMERICAS Corp. ('CBC AMERICAS') pertaining Io the CorTrai®
CMS Software you are about lo install, copy, acoess or olherwise use, including any documentation
| which may be provided Merewith (singularly and collectively, the “Software’). CBC AMERICAS
licenses the Salware ko you only upon the express candilion that you accept al of tems and
condiions contained in this software license agreement (he “Agreement’). You should carefully
read te following terms and condifions before using the Software. By opening the sealed package
insaling, copying, accessing, or oherwise using the Software, you accept these lerms and
condions and understand at ey will be legally binding on you i you do not agree to hese terms,
then CEC AMERICAS is unwiling o icense the Saftware o you_ Ifyou do not agre with them, or do
notwantthem binding on vou. vou mustnat instalcopy. access. or othenwise use the Safware. and

Select the language to use during the installation process
Englis 1 accept the terms of the agreement

Previous Mext Cancel

Specify which components to install.

e Leave all components selected for this installation.
e Select the needed language, and click Next.
e  Once installation is complete, click Finish.

The Server Setup Wizard will pop up with options for the Server’s title, and port.

e Server name: default is “Server” (change as required).
e Server port: default is 60554 (change as required).
e C(lick on OK, then click on OK again to proceed to the Activation Wizard.

CORTROL offers several ways to activate a license.

Activate existing license key

Offline activation via license file

Request free CORTROL Prime license key
Request an evaluation license key

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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2. Activate Existing License Key

If a license key has been received by email, select Activate existing license key, then copy and paste the key into the dialog box.

Select Activate in order to register the key.

BN Ganiz CORTROL activation - - El

Step 2. Activate existing licence key

License key

Enter the licence key | X0000000-XXXX-KXKX-XH00K- 2000000
The licence key can be found in the email received from Ganz CORTROL sales. Alternatively,
Offline activation wa licence file ask your sunveillance service provider.

Request free CORTROL Prime icence ke

Request an evsluation icence key

oK Ext Activate Cancel

3. Offline Activation

If there is no Internet connection for security reasons and/or server disposition particularities, choose Offline Activation. The
Offline Activation selection consists of three steps:

e Generate the activation file on the target server.
e Go to the online activation system at http://ganzsecurity.com/cortrol and fill in the form.
e Apply the provided license file to the system.

Select license activation type Offline activation via license file, and click OK.
Click Generate to create the activation file (the default file name of which is system.bin) and save the activation file.

Note: It is recommended not to change the file name.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Copy the binary file to any computer that has Internet access, and go to the online form at http://ganzsecurity.com/cortrol. Fill
in the required fields of the online form, and upload the file. The activation system will process the file and allow the download
of the license file. This license file will be unique and will only be valid on the same machine from which the original system.bin

file was generated on.

Software Activation

Provided form is generating license activation file
necessary for offline installations. Please follow
instructions below.

Browse.

Get icense dat” fle

Next, copy the license file to the original computer, then from the activation wizard, click Browse to locate it and open the
license.dat file provided by the activation system. The validated license.dat file will then be loaded, allowing the registration

process to be finished.

] Open

1 m» ThisPC » Desktop v & | Search Desk »

Organise New folder

¢ Favourites
B Desitop
i Downloads
© MySyncFolder
| Recent places

Specity Bcence file Browse. WErc

@ Network

File name: |[PEEEPRR | |License data file (*.dat)

Cancel Open Cancel

Click Activate to apply the license file. If the license is valid, an activation success confirmation will be seen with the following

details:
e Product type
e License key
e License key expiration date (if applicable)
e Support subscription expiration date
e Allowed channel amount

The license information will be stored on the server. A snapshot of this screen can be saved for future reference, so that this
information will still be accessible in case of server OS or hardware failure.

Finally, click Done to exit the activation wizard, or click Start Quick Setup Wizard to proceed with server configuration.

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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4, Request Free CORTROL Prime License Key

Use the following steps to active the CORTROL software with a free Prime license key:

o Select Request free CORTROL Prime license key.
e Click on OK to continue.

Step 1. Select activation type

Activation types:

Activate existing licence key

You should have a valid licence key from your service provider

Offline activation via licence file

Vou should have a valid licence file provided by Ganz CORTROL Support

Request free CORTROL Prime licence key

Fill aut request form and get free CORTROL Prime licence limited to 16 cameras

Request an evaluation licence key

Generate an evaluation licence key via Ganz CORTROL web interface

To Complete the request for a free CORTROL Prime license key:

e Fill in the required information: your first name, last name, and email address.

e Optionally, you may fill in the phone, country of origin, city, field of application, and company name fields.
e Ifinterested, click on Subscribe to Ganz CORTROL newsletter.

e Tofinish, click Activate.
e Once activation is completed, click on Start Quick Setup Wizard.

Step 2. Request free CORTROL Prime license key

First name
Last name
Email address
Phone
Country

Field of application

Please fill up and submit request form

United States v City
Corporate v|  Company name

! Subscribe to Ganz CORTROL newsletter

Step 4. Success! Your licence has been activated.

Thank you for activating your licence!
CORTROL Prime

(] License details:

Key: DADADA2-DAI4-4348-DACD-A4DADADAIDA
o Channels supported: up to 16
(x]

| Start Quick Setup Wizard Done

CBC AMERICAS Corp.
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If wishing to evaluate the Ganz CORTROL product or need to assess server performance over a specific period of time, a 60-day

evaluation license key can be requested from CBC AMERICAS, Corp.

Fill out the Ganz CORTROL Prime 60-Day Demo form, and click Submit. Typically, within one business day or less, the 60-Day

Demo license will be emailed.

Ganz CORTROL Prime 60-Day Demo

®toRTROL

Please fill out the form below to receive a free license key for a 60-Day Demo.

System requirements:
Microsoft Windows operating system (7 SPL, 8, 8.1, 10, Server 2008 R2, Server 2012 R2)

First Name *

Last Name "

Email *

Company*

Phone*

City*

State/Province (US/Canada)”
Country*

Industry*

lam*

When are you planning te purchase?*

Wouldyou like us to contact you for a full demonstration?

K E & @ E *

GANZ ...

INDUSTRIES  PRODUCTS  SUPPORT NEWSGEVENTS ABOUTUS HOWTOE

Ganz CORTROL Prime 60-Day Demo

Thank you!
Younwill receivea license key via email within 24 hours

For further assistance please contact

Once you have received the 60-Day Demo license key, apply it during the initial CORTROL Prime installation process.

During the initial install, select Activate existing license key, and copy & paste the key you were emailed into the license key
field. After you have done so, activate your trial key by clicking on Activate, and enjoy your 60-Day Demo of Ganz CORTROL
Premier.

= Ea

Step 1. Select activation type

Activation types:

Activate existing licence key
Offline activation via licence file

Request free CORTROL Prime licence key

® Request an evaluation licence key

Ganz CORTROL activation - o IEH

Step 2. Activate existing licence key

License key

Enter the licence key )OOOOOOO(—)OOO(—)OOO(—)OOO(—)OOOOW

The licence key can be faund in the email received from Ganz CORTROL sales. Altermatively,
ask your surveillance service provider,

Activate Cancel

CBC AMERICAS Corp.
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6. Quick Setup Wizard
The CORTROL Console Setup Wizard will help easily configure the Ganz CORTROL Console step by step.

e Thelogin screen will autofill with the default server address, user name, and password.
e Select OK as there is no password by default.
e A warning of “You have to change your password” will appear. Select OK to acknowledge this.

@ - N

Server

localhost

IP address or host name of the server

Username A - EN

admin

Usemame

Warning
Password

You have to change your password.

Password

On the next screen, enter a new password.

e Check New Password, and enter a new password.
e Confirm the new password by retyping it in the second input.
e Select OK, and continue.

Launch the device and channel auto discovery wizard.

e C(Click on the Launch Step 1. Devices and channels option to auto discover any network cameras and or devices.

& User admin® - o a . - Em
User
Welcome to Setup Wizard.
& Details

User login name

Account name to lag into the system, Gase-sensitive

Ganz CORTROL Console Setup Wizard
User's full name
Setup Wizard helps you to easily configure Ganz CORTROL Console
Insertuser’s frst name and a5t name Just follow the wizard's step-by-step process.

Ermail address
Free Full HD Setup Wizard steps:

Ernail address for notifications

] New password ) Step 1. Devices and channels

Search for devices, apply recording settings to channels and set up security groups
eses
Password to log into the server
. Please attach and activate all IP cameras and press below button.

Reenter password
Launch Step 1. Devices and channels
PTZ priority

5 v
FTZ priority

Launch VMS Client Exit
oK Cancel

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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Network Scan Parameters:

e The network scanner will list any and all network adapters available on the host pc/server.
o Scan by adapter address range, an entered IP Range, or scanning attached devices.

e Confirm the network to scan, and select OK.

e The device and channels discovery wizard will launch and run.

e Confirm any found devices by selection, and modify Device properties as needed.
o Device name, model, host/IP address, port, username, and password

Select the cameras to add, by way of placing a check mark next to them.

[ ]

e Select Add selected devices and channels.

e Confirm the choices by selecting Yes.

e  For now, skip the launch of the Ganz CORTROL Client Application.
e Select Done to close out of the wizard.

s . o Em [ Device autodscovery . - EE
Device autodscovery Found devices
Scan parameters
4 Found devices
Start device search | Scanning has been successfully completeel 3 new device(s) discovered
® Scan network adapter address range 2 Found channels
i Scans one or more network adapters and attached devices Device properties Found devices Q
v ADAPTER 1P ADDRESS MASK S
e er e Device name
| NETGEAR WNDA3100v2 N600 Wi.. 10.49.86.211 255.255.255.0 | W4 (Generic) ONVIF Compatible on 192.168.137... (Generic) OMVIF Compatible  192.168.137...
(Generic) ONVIF Compatible on 192,168
¥ Intel(R) 82578DC Gigabit Network.. 192.168.137.5  255.255.255.0 ¥ | @4 Corel Camera Plug-in on locathost (Generic) DirectShow Device
] Microsoft Hosted Network Virtual .. 0.0.0.0 0000 Mocel ¥ | @4 CorelScreenCapture on lecalhost (Generid) DirectShow Device
(Generic) ONVIF Compatit Change.
Scan IP address range ‘
Scans specified address range and attached devices Host
192.168.137.15
Scan attached devices
Scans attached devices
Part
Ports a0
80
Comma separated list of port numbers Username
i admin
Passwords
admin,admin
Password
admin
Usernames and passwords (one combination per line). Usemames and passwords separated by a E—
Reset OK Cancel Add selected devices and channels Cancel
[Z] Ganz CORTROL Console Setup Wizard - O BB

Step 1 of 1 completed!

Ganz CORTROL Console Setup Wizard

Setup Wizard helps you to easily configure Ganz CORTROL Console.
Just follow the wizard's step-by-step process.

Free Full HD Setup Wizard steps:

-‘ Step 1. Devices and channels.
1 device(s) found and 1 channel(s) added, along with recording settings

Setup Wizard completed.

Restart wizard

Launch Ganz CORTROL Client Application Done
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7. CORTROL Configuration

The options to configure Servers, External services, and Users will be skipped for the moment, as CORTROL resources are
dependent on having its Devices and Channels configured first.

The traditional idea of cameras as surveillance software entities has been developed, resulting in the concepts of devices and
channels. Essentially, it represents the separation of physical and data layers for reasons of security and easier management.

1. Devices

"Devices" refers to any piece of physical equipment that serves as a data provider. Any piece of hardware delivering video,
audio and event streams to the server falls into this category. IP cameras, video encoders, capture boards, USB web cameras -
these are all examples of devices that can be added to CBC AMERICAS, Corp. software. Devices do not include any data streams.

From Ganz CORTROL Management Console, select Devices.

Buttons on the upper panel give the option to create, edit and remove device resources.

[ Ganz CORTROL Managsment Console - locatost - O BB
@ Configuration > Devices
Configuration
& MNew device |~ Edit Assign group View channels ] *® 1 selected
= Servers
TITLE DEVICES/MODEL HOSTAP PORT HARDWARE D
= External services B4 Fisheye (Generic) ONVIF Compatible 192.168.137.60 80
‘ Users &4 Phone (Generics) External Source 0 IMEI:D282D0F5-44E9-4825-87F0-FE1FAEBS794C
W4 33-MD1-1080P-IR - CBC (Ganz) PixelPro Series 19216810010 80
@4 Devices
B ZNB-BANVFSE CBC (Ganz) GANZ GenStar Series 192.168.137.20 80
3 Channels W4 ZNB-MANTFNAL  CBC (Ganz) GANZ GenStar Series 192168137.242 80
o Recording W ZNB-NANFNA CBC (Ganz) GANZ GenStar Series 192.168.137.151 80
[+ Maps B4 IN-DNT352XE-MIR CBC (Ganz) PixelPro GXi ZN-xXE Series 19216810017 80
Ed Layout templates B Censter ¢
Bn Outdoor Cameras a
@© Visual groups
Configuration
4 Events & Actions
| Monitoring
N Audit
Groups, 2 Dewvices, 7
Devices menu options
Functions Options
New device Enter new device: Details, Membership, Permissions, Network, Channels
New - ; ; p P
Devices New device group Enter new device group: Details, Members, Membership, Permissions
Find devices Launches device auto discovery wizard
Edit Edits select device: Details, Membership, Permissions, Network, Channels
Assign Group Assignment of selected devices to an existing group
View Channels Switches view to Channels menu
Trash Can Deletes any selected devices
Selected Indicates number of selected devices. Releases devices when selected

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
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New Device

Devices offer three options for adding devices:

New device: Manual entry on a per device basis
New device group: A device group, where already existing devices are grouped together (e.g., “Outdoor Cameras”)
Find devices: Launches the device auto discovery wizard discussed earlier.

To manually add a new device, start by selecting New device.

CORTROL Technical Training Manual

[ Ganz CORTRAOL Management Console - locahost

@ Configuration > Devices

Configuration

= Servers

X Users

W4 Devices
2 Channels
@ Recording

Q@ Maps

@ Visual groups

Configuration

2@ Monitoring

0 At

= External services

Ed Layout templates

£ Events 8 Actions

4 HNew device |~
TITLE
B4 Fizheye
B4 iPhone
B4 }XX-MD1-1080P-IR
B4 7NE-BANVFSE
B4 ZNE-MANTFNAL

B4 ZNE-MNANFN4

B4 7N-DNT352XE-MIR  CBC (Ganz) PixelPro GXi ZN-xXE Series

BB Genstar

BB Qutdoor Cameras

Edit Assign group
DEVICES/MODEL
(Generic) OMVIF Compatible
(Generics) External Source
CBC (Ganz) PixelPro Series
CBC (Ganz) GANZ GenStar Series
CBC (Ganz) GANZ GenStar Series

CBC (Ganz) GANZ GenStar Series

Groups. 2

Wiew channels T

HOSTAP
192,168.137.60

192.168.100.10
192.168.137.20
192168137242
192.168.137.151

192.168.100.17

Devices, 7

RORT

80

0

80

80

80

80

80

0

0

1 selected

HARDMIARE ID

IMERD2B2D0FS-44E8-4823-87F0-FE1FAEBET94C

Details

Details offers the option of a “Title” and “Model” selection for the device.

V1.0.4

Place the name of the device as how you would like it to appear during use in the “Title” blank. The example below
shows the model of the camera “ZN-DT2MTP-IR” as the title.
To enter the model, select Change and begin typing the manufacturer name.
In this case, enter “CBC,” which corresponds to the “Vendor,” and select “PixelPro Series” for the camera.
Note the appearance of Network and Channels now in the Device window.

B4 Device ZM-DT2MTR-IR*

Device

& Details

& Membership
off Permissions
& Metwork

75 Channels

Title

ZN-OT2MTP-IR

Device name

tMaodel

B4 CEC (Ganz) PixelPro Series

hodel

QK

Y

Cancel

CBC AMERICAS Corp.
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This describes the adding of the camera to a grouping of cameras, or “Membership.” The example used is “Outdoor Cameras.”

All outdoor cameras are grouped together, forming a membership for convenience and ease of administration.
Choose a group from the Available groups section, and click on Add to add the device to the group.

To remove the device from the group, choose the group from Selected groups, and click on Remove.

A device may be linked with several groups, as devices may have multiple roles in a surveillance system.

B4 Davice ZN-OT2ZMTP-IR =

Device

& Details

Selected groups Available groups

2 Membership

TITLE [In] TYPE TITLE [In] TVPE
of§ Permissions BN Outdoor Cameras (109) Device group
& Network
73 Channels RGN
Cancel

o IEM

Permissions
Device permissions allow assigning the accessibility of the device to a user, users, or user groups.

Choose a user or user group from the Available users section.

Under Permissions, click on permissions to be assigned. (Examples: Administration, Navigation, and Search)
To remove the permissions, select the user or user group under Selected users, and click on Clear.

A device may belong to several groups at once, as devices may have multiple roles in a surveillance system.

Devices with an empty permission list will not be available to anyone except for the root (global) administrator.

B4 Device ZN-DTZMTP-IR* -

Device

& Details

Selected users Available users

S Membership

= I

TITLE D TvPE FERMAISSIONS TITLE D TPE
off Permissions A Brian {10.. User V| Administer AL Guards (104) User group
& Network &b Managers {105) User group
32 Channels Claar

QK Cancel

CBC AMERICAS Corp.
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In order for CORTROL to access a device, CORTROL requires the Host IP address, communications port, and login credentials
for the device. Before filling in the details, make sure the settings match those on the camera. If the device has not been
connected yet, ensure that the same settings are applied during camera installation.

Enter the network settings for device access;

e Host: IP or URL of the device
e Port: Communications port of the device
e Username: ID required to access the interface and settings of the camera
e Password: Password required to access the interface and settings of the camera
e Open device in browser: Opens the default OS browser to the device’s browser interface
e Ping device: Confirms communications between the CORTROL Server and the IP device
W Device ZN-DTZMTP-IR - o IEH
& Details
Host
AL Membership 19216813777
‘* Permissions Hostname or [P address
Port
& Network
80
23 Channels Port number

Username

ADMIN

Usernare to access the device

¥ New password

Password to access the device
Open device in hrowser Ping device
0K Cancel
Channels

Channels refer directly to the video stream of the device in question, and are automatically attached when a device is added.

o Detach: The option allows a channel(s) assigned to a device to be detached.
e Attach: The option allows a channel(s) not assigned to a device to be attached.
e Reset: This button can be clicked to undo any changes made to the channels.

Note: Reset only works for current editing session. Reset will not be available after saving any changes and reopening the

dialog box.

B Device ZN-DT2MTP-IR*

Device

& Details

2 Membership
of§ Permissions
& Network

72 Channels

Channels

Channels

1 33 ZN-DT2MTP-IR

- - EN

Detach

TITLE

QK Cancel

CBC AMERICAS Corp.
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A device group represents a grouping of similar intent based devices. An example would be grouping all esr outdoor cameras

together.

Grouping together devices with similar intent or application allows for quick administration.

Manually adding a new device group:

While in the Devices configuration window, click the down arrow to the right of the New device button to reveal a dropdown
list, then select New device group.

[ Ganz CORTROL Management Conscle - locahost

@ Configuration > Devices

Configuration
d =+ MNew device |+ Edit Assign group Wiews channels (] % 1 selected
= Servers
TITLE DEVICES/MODEL HOST/IP PORT HARDWARE ID
=2 Fiternal services B4 Fisheye (Generic) ONVIF Compatible 192.168.137.60 80
L Users B4 iPhone (Generics) External Source 0 IMELD282D0F5-44E9-4823-87F0-FE 1 FAEBST94C
W4 XO-MDT-1080P-IR CBC (Ganz) PixelPro Series 192.168.100.10 80
W4 Devices
W INB-BANVFSE CBC (Ganz) GAMZ GenStar Series 192.168.137.20 80
Ch. |
73 Channels B¢ ZNB-MANTFNAL  CBC (Ganz) GANZ GenStar Series 192.168.137.242 B0
@ Recording W4 ZNB-NANFNA CBC (Ganz) GAMNZ GenStar Series 192.168.137.151 80
@ Maps W4 ZN-DNT352XE-MIR CBC (Ganz) PixelPro GXi ZN-xXE Series 192.168.100.17 80
B0 Genrstar 0
Bl Layout templates
BB Cutdoor Cameras 0
@ Visual groups
Configuration
4 Events & Actions
@ Monitoring
N Audit
Groups, 2 Devices, 7

Details
Details offers the option of a “Title” and “Model” selection for the device group.

o Place the name of the device group as how you would like it to appear during use in the “Title” blank. The example
below has chosen “Outdoor Cameras” for the group name.

BX Cevice group Cutdoor Cameras i
Device group Details
& Details
Title
ure
‘w Members Qutdoor Cameras|
G
& Membership e
ofj Permissions
Cancel
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Members
This describes the adding of a device or devices to a device grouping.

e Inthe example below, all outdoor cameras can be considered as potential members for the device group, “Outdoor
Cameras.”

e Choose a device from the Available members section, and click on Add to add the device to the members group.

e Toremove member from the device group, choose the member from Selected members and click on Remove.

BB Cevice group Outdoor Cameras - o IE3
# Details
Selected memhers Available memebers
%2 Members
TITLE D TVPE TITLE ] TYPE
-"?"- Membership B N1 -DANMZ4 3L (102) Dewice
B ZN-DTZMTP-IR (1071 Dewice

off Permissions

Rermowve

Cancel

Membership

This describes the adding of the device group to a grouping, or “Membership,” of additional groups. The example used is
“Outdoor Cameras,” and is related to CORTROL Global usage.

The example device group “Outdoor Cameras” could include the additional group called “Outdoor West Parking Lot.”
Choose a group from the Available groups section, and click on Add to add the group.

To remove the group from the Selected groups column, select the group, and click on Remove.

A device group may be linked to several groups, as device groups may have multiple roles in a surveillance system.

BB Device group Cutdoor Cameras - o I EH
f Details
Selected groups Available groups

i Members
TITLE 1o TWPE TITLE D TYPE
& Membership

off Permissions

Cancel
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Permissions
Device group permissions allow assigning the accessibility of the device group to a user, users, or user groups.

Choose a user or user group from the Available users section

Under Permissions, click on permissions to be assigned. (Examples: Administration, Navigation, and Search)

To remove the permissions, select the user or user group under Selected users, and click on Clear.

A device may belong to several groups at once, as devices may have multiple roles in a surveillance system.
Devices with an empty permission list will not be available to anyone except for the root (global) administrator.

B Device group Outdoor Cameras - oI E3
& Details
Selected users Available users
% Members
TITLE I T¥PE PERMAISEIOMNS TITLE o TYPE
& Membership AX Managers (10.. User group Adminizter 4 Guards (104) User group
‘ Erian (108) User

ofj Permissions

Cancel
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3. Channel

"Channel" refers to any actual video stream (with corresponding audio/event stream, if applicable) delivered to the server
from any of the configured devices. The software’s licensing mechanism counts channels and not devices.

In CORTROL, devices hold camera TCP/IP and user settings, as well as actual hardware model. By contrast, channels do not
possess these properties; this allows them to be handled as virtual entities, detaching and re-attaching them to/from devices.
Channels feature video stream configuration settings: resolution, frame rate, bit rate and others. Channels also allow for
configuration of supplementary data streams, audio, motion, digital input/output events, PTZ control, and camera-side
analytics information.

As there are also some multichannel devices (e.g., capture boards and video encoders), each device can have one or more
channels attached to it. These can either be assigned or detected automatically; the maximum number of channels for each
specific device is stipulated by the device model. Devices only appear within Ganz CORTROL Console, allowing the admin to
apply all necessary configurations.

From Ganz CORTROL Management Console, select Channels.

Buttons on the upper panel give the option to create, edit and remove channel resources.

[£] Ganz CORTROL Management Console - locakhost - o IEd
@ Configuration > Channels
config.ration =+ Create channel group Edit Assign main stream recording configuration |~ Assign group Disable
%X 1 selected
TITLE o DEVICE P PORT EMABLED
= Servers 22 3MPPTZ (115) 3MP PTZ (114) 192.168,137.97 80 enabled
33 ZNS-FTNTFMIOL (1199 ZN8-FTNTFNTOL (118) 192.168.137.199 80 enabled
‘ U 33 ZN-BEDMPSSHE (117) ZN-BSDMPSSHE (116) 192.168.137.112 80 enabled
23 ZN-DT2MTP-IR - (108) ZN-DT2MTP-IR (1070 192.168.137.77 80 enabled
B4 Devices
93 Channels
Configuration
% Events & Actions
T Moritoring
Recently added, 3 Channels, 4 Enabled, 4
W Audit
Channels menu options
Functions Options
Create channel group Create group: Details, Members, Membership, Permissions
Edit Edit selected channel: Details, Motion Detector, Membership, Permissions, Ch Config.
Recording Assign main stream | Assignment of recording configuration to main stream of device
configuration | Assign substream Assignment of recording configuration to sub stream of device
Assign group Assignment of selected channels to a channel group
Disable Disables selected channel or channels
Selected Indicates number of selected channels. Releases channels when selected

Note: A channel’s resource cannot be deleted if it is currently in use, i.e., when a channel is assigned to a device.
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4.  Create Channel Group

A channel group represents a grouping of similar
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intent based channels (e.g., grouping outdoor channels together). Grouping

together channels with similar intent or application; allows for quick administration.

Manually adding a channel group:

Select two or more channels to group together, th

en from along the top, select Create channel group.

[£] Ganz CORTROL Management Console - localhost - o IEEH
@ Configuration > Channels Bult-in Adninistrator ac
Canfiguration - - - - - -
4= Create channel group Edit Assign main stream recording configuration |~ Assign group Disable
X 1 selected
TITLE [[nd DEVICE P PORT EMABLED
= servers %2 3MP PTZ {115) 3MP PTZ (114) 192.168.137.97 80 enabled
25 ZWB-FFWTFN10L (119) ZMNB-FTMTFNIOL (118) 192.168.137.199 80 enabled
2 22 ZN-BADMPSSHE (117) ZN-BSDMPSSHE (116) 192,168.137.112 80 enabled
Users
23 ZN-DT2MTP-IR  (108) ZN-DT2MTP-IR (107} 192,168.137.77 80 enabled
B4 Devices
33 Channels

Details

Details offers the option of a “Title” for the device

group.

In the example, “Outdoor Channels” has been used for the device group title.

EA Channel group Cutdoor Channels*

Channel group

& Details

Title

ur
& Members Cutdoor Channels|

Group narmne

& Membership

off Permissions

= IEl

QK Cancel
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Members
This describes the adding of a channel or channels to a Channel grouping.

e Inthe example below, all outdoor channels can be considered potential members for the group, “Outdoor Channels.”
e Choose a device from the Available member’s section, and click on Add to add the device to the members group.
e Toremove a member from the device group, choose the member from Selected members and click on Remove.

One channel may belong to several groups at once, as channels may have multiple roles in a surveillance system.

BA Channel group Cutdoor Channels® - o I IEH
& Details
Selected members Available memehers
2* Members
TITLE [0} T¥PE TITLE [0} T¥PE

& Membership 2 ZN-DT2MTP-IR {108) Channel
'ﬁ Perrmissions 23 3MPPTZ (115) Channel

32 ZM-BADMPSSHE (1171 Channel

25 ZNB-FTNTFN10L (119) Channel

Add
QK Cancel

Membership

This describes the adding of the Channel group to a grouping, or “Membership,” of additional groups. The example used is
“Outdoor Channels,” and is related to CORTROL Global usage, as related to an “Organization”.

The example Channel group “Outdoor Channels” could include a group called “Outdoor West Parking Lot channels.”
Choose a group from the Available groups section, and click on Add to add the group.

To remove the group from the Selected groups column, select the group, and click on Remove.

A device group may be linked to several groups, as device groups may have multiple roles in a surveillance system.

EA Channel group Outdoor Channels® - o I EH

& Details

Selected groups Available groups
i Members
TITLE D T¥PE TITLE 10 TYPE
& Membership

off Permissions

[0].4 Cancel
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Permissions

Group permissions allow assigning the accessibility to the group to a user or user group. Adding users and/or user groups is as
simple as checking at least one permission for the target server. To remove, just clear the permissions by either deselecting
them or by clicking the Clear button below the Permissions column.

Channels with an empty permission list will not be available to anyone except for the root (global) administrator.

B8 charnel group Cutdoor Channels* - oI EE
& Details
Selected users Available users
* Members
TITLE o TYPE PERMISSIONS TITLE o] TVPE
& Membership X Erian (10.. User Administer &% Guards (104) User group
'i [y +| ReceiveData 48 Managers (105) User group
v Accesshrchive
v| Mavigate

ControlDigitalOutput

Clear

0K Cancel
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5.  Channel Properties Edit

Each channel contains several properties that can be edited. To access the channel properties, select Edit from the Channel
options buttons along the top.

[ Ganz CORTROL Management Console - locakhost - o EEl
@ Configuration > Channels
Configuration
& Create channel group Edit Assign rain stream recording configuration |~ Assign group Disable
¥ 1 selected
TITLE [1s] DEVICE P PORT EMABLED
= Servers %3 3MP PTZ {115) 3MP PTZ (114) 192,168.137.97 80 enablad
J3 ZNG-FFNTFMTOL (119) ZNB-FFNTFMTOL (118) 192168137199 80 enabled
1 ¥3 ZN-BSDMPSSHE (117) ZN-BEDMPSSHE (116) 182168137112 80 enabled
Users
¥3 ZN-DT2MTP-IR - (108) ZN-DT2MTP-IR (107)  192.168.137.77 80 enabled
W4 Devices
23 Channels

Details

Details offers the options of a “Title” for our channel, as well as configuration options for the main and substream recording
configuration, and storage configuration.

e Main stream recording configuration: Selection of available recording configurations
Main stream storage: Selection of available storage options, default storage, DAS, NAS
Substream recording configuration: Selection of available recording configurations
Substream storage: Selection of available storage options, default storage, DAS, NAS
Edge recording configuration: Selection of available recording configurations

Edge storage: Selection of available storage options, default storage, DAS, NAS

Video lost time: Set in seconds for duration before an event is noted

23 Charinel ZME-F7NTFH10L - o
Channel

& Details

% Motion detector

ZNB-F7NTFNTOL|

Channel title

% Membership
Main stream recording configuration

oy Permissions
none Change...

Chanrel configuration Recording configuration
Main stream storage

B pefault Change..

Storage
Substream recording configuration

none Change...

Substream recording configuration
Substream storage

8 Default Change...

Substrearn storage
Edge recording configuration

none Change..

Edge recording configuration
Edge storage

B8 Default Change..
Edge storage

Video lost time

15

Tirme interval in secands

oK Cancel
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Motion detector
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Motion detection can take place on either the camera side or the server side. Camera side detection uses less CPU resources,
while server side uses more.

23 Channel 3MP PTZ - oI IE3
charmel Motion detector
& Details
Mode
# Motion cetector éCamera M otion Detection s

2. Membership Motion analysis will be carried out by a capable edge device {camera); this option is recornmended for nebwork carneras and is subject to availability,

of§ Permissions

Channel configuration

Cancel

The available options from the dropdown listing are as follows:

Disabled
Camera Motion Detection: Motion detection is performed at the camera or edge, and passed onto the server.
Software (High Accuracy): CPU and virtual memory usage is much greater if this mode is selected as it performs
motion analysis on entire video stream for greater detection accuracy.

o Time interval in millisecond: Default set to 200 milliseconds

o Sensitivity: levels from 0 - 1000, default set to 500

o Uselow resolution stream if available: Checked or unchecked

o Motion detection exclusions: Grid support for 2x2 - 64x64

Software (High Performance): CPU consumption is significantly lower if this mode is selected as it performs motion

analysis for only key frames whose frequency can vary from several frames per second to one frame every few
seconds. CPU consumption can be additionally reduced by increasing time interval between two analyzed frames.
o Time interval in millisecond: Default set to 200 milliseconds

@)
@)
@)

Sensitivity: levels from 0 - 1000, default set to 500

Use low resolution stream if available: Checked or unchecked

Motion detection exclusions: Grid support for 2x2 - 64x64

Channel

& Detais

% Motion detector
&, Membership

of§ Permissions

198 Channel ZNE-FANTFNIO0L*

Channel configuration

=

Mode
Software (High Accuracy) v

The motion detection wil take place in UM server software, Software analysis s sensitive to inputimage quality and avalability of CPU resaurces, sa this aption
is recornmended for raw video frame grabber hardware.

Motion detection is based on decading an entire videa stream and processing frames, with it frequency defined by a specific time interval,
Note that this mode might involve high CFU usage due to the complexity of the computation.
Time interval

200

Time intenzal in milliseconds

Sensitivity

Software motion detection sensitivity

Use low-resolution stream if available

Low-resolution stream wll be used far motion analysis

Motion detection exclusions

Apply oK Cancel

[# Moton detecton exchsor

Motion detection exclusions
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This describes the adding of a channel or channels to a Channel grouping.

e Inthe example below, all outdoor channels can be considered potential members for the group, “Outdoor Channels.”
e Choose a device from the Available member’s section, and click on Add to add the device to the members group.
e Toremove a member from the device group, choose the member from Selected members and click on Remove.

One channel may belong to several groups at once, as channels may have multiple roles in a surveillance system.

20 channel 3MP PTZ - o EN
e Membership —
# Details
Selected groups Available groups
% Motion detector
TITLE o TVPE TITLE o TVPE
__M_ Mermbership B3 Outdoor Channels (1200 Channel group

of§ Permissions
Channel configuration

Add

Cancel

Permissions
Permissions allow assigning accessibility of the channel to a user, or user group.

Adding users and/or user groups is as simple as checking at least one permission for the target server. To remove, just clear
the permissions by either deselecting them or by clicking the Clear button below the Permissions column.

Permissions range from the following;

Administer
ReceiveData
AccessArchive
Navigate
ControlDigitalOutput

A Channel with an empty permission list will not be available to anyone except for the root (global) administrator.

23 Channel 3MP PTZ* - o IEH
’ Details
Selected users Available users
ﬁ' Motion detector
TITLE o TYPE PERMISSIONS TITLE D TVPE
;?-. Mernbership ‘ Brian (10.. User Administer Al Guards (104) User group
) PraimicEES v ReceiveData A Managers (105) User group
v AccessArchive
Channel configuration
v| Navigate

ControlDigitalQutput

Clear

oK Cancel
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Channel configuration

Channel configuration (or Channel properties) offers the option of accessing the device’s channel properties and/or the
devices web browser interface. Either option offers access to the devices properties for various configuration options.

38 Charnel MP PT2X i
charel Channel configuration
& Details

Channel properties
ﬁ' Mation detector

Manage channel properties
.-!’. Mernbership
Open channel properties

-* Permissions
QOpen device in browser

Channel cenfiguration

QK Cancel

Channel properties may range from the following, but are dependent on the level of integration between CORTROL and the
camera SDK:

e Frame Adjustments

e Audio

e Events

e Substream

e External PTZ Control
e Dewarp

e Video Analytics

e Video Input

e Digital Outputs

e Video Configuration

IMP PTZ Properties X
Frame Adjustments Audio Events Substream
Extemal PTZ Contral Dewarp Wideo Analptics
Wideo Input Digital Outputs Wideo Configuration

Yideo Source Selection for multichannel devices

wideosource_cami

Create

Operation Mode

Aukomatic - RTSP (RFC 2326) ~

() Mote that selected mode may have to match internal

= settings on the device, esp. set using administrative
weh access, Please refer to device manual or contact
manufacturer For details on device capabilities

Cancel Apply
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6. Assign Main Stream Recording Configuration

The Channels tab offers the option of assigning a recording configuration to either the main or secondary video stream of a
device or devices.

Note: Recording configurations have the options to be assigned to a single device, or multiple devices at a time.

Select one or more channels to assign a recording configuration to, then from along the top, select Assign main stream
recording configuration.

Note: By selecting the down arrow to the right of Assign main stream recording configuration, the substream can be selected
and assigned a configuration as well.

[ Ganz CORTROL Management Console - localhost - oI EH
Configuraton
&= Create channel group Edit Assign main strearn recarding configuration |~ Assign group Disable
X 1 selected
TITLE D DEVICE IP PORT EMABLED
= Servers B EMPPTZ (115) 3MP PTZ (114) 192.168.137.97 80 enabled
38 ZMB-FYNTFMIOL ([119) ZMB-FFNTFMIOL (118) 192.168.137.199 80 enabled
1 23 ZM-BeDMPSSHE (1173 ZM-B&DMPSSHE (116) 192.168.137.112 80 enabled
Users
38 ZM-DT2ZMTP-IR  [108) ZN-DT2MTP-IR (107}  192.168.137.77 80 enabled
W4 Devices
23 Channels

Configuration
£ Events & Actions
M Monitoring

W At Recently added, 3 Channels, 4 Enabled, 4
LI
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Recording configuration

The default options for recording configurations are:

e Norecording
e Continuous recording
e Recording by motion

Select the configuration to assign, and then select OK.

Note 1: If Recording by motion is selected, a warning related to camera side motion detection will appear.

e Depending on SDK integration levels, camera side motion detection may require manual configuration from the
cameras browser interface.
e CORTROL motion detection configuration will be discussed under the Channel Edit: Motion detector.

Note 2: There is the option at the bottom for the creation of a new recording configuration.

o This also offers the ability for custom configuration options.
e (reation of new or custom recording configurations will be covered under “Recording Profiles.”

[ Select recording configration - o IEl @ OLestion - E3
Available recording fi
Tie a Type Some of the channels have no motion detector enabled!
@ No recording (31) Recording configuration
@ Continuous recording (32) Recording corfiguration The recording configuration applied uses motion detection events,

but one or more selected channels have motion detector disabled.
@ Recording by motion (33) Recording configuration Click "Yes' to enable the motion detector. The devices' motion
detectors will be used if this kind of integration is awailahle,
othenwise software high performance mode will be enabled),
Please check on the devices' side to make sure vou have motion
detection enabled with reguired sensitivity settings.

Click ‘Mo’ to leawe the motion detector disabled and enzure motion
events will not trigger recordings while the motion detector is
disahled.

Mo Cancel

=+ Hew recording configuration Cancel
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7. Recording Profiles

Recording profiles allow users to set how data streams are recorded. Profiles cannot be assigned directly to devices; rather,
these are used as components for recording schedules and recording configurations. For this reason, profiles do not include
some settings, such as pre-recording interval. This setting is instead defined per-channel, therefore set in the recording

configuration.

From Ganz CORTROL Management Console, select Channels.

Buttons on the upper panel give the option to create, edit and remove recording resources.

CORTROL Technical Training Manual

V1.0.4

[l Ganz CORTROL Management Console - localhost

@ Configuration > Recording

Corfiguration

= Servers

X Users
B4 Devices
33 Channels

@ Recording

Configuration

Monitaring

AW Audit

& Mew recording configuration |~ Edit

TITLE o]
E Continuous recording (22)

E Mo recording 21

Recording by motion (23]

Continuous recording  (32)

[
[ ]
@ Mo recording 31
[ ]

Recording by motion  (33)

Recording profile
Recording profile
Recording profile
Recording configuration
Recording configuration

Recording configuration

Recording configurations, 3

Builk-in Adrinistral

® 1 selected

Recording profiles, 3

Channels menu options

Functions Options
Configuration | Profile or schedule-based recording configuration to be assigned to channels
New ) Choose what data streams are recorded and in what mode (continuous/alert
. Profile .
Recording triggered)
Schedule Set a recording timetable based on profiles
Edit Edit selected recording: Configuration, Profile, Schedule
Selected Indicates number of selected recording functions. Releases functions when selected

Note: A recording resource cannot be deleted if it is currently in use, i.e., when a recording profile is assigned to a recording
configuration or a schedule, or when any of the recording resources are assigned to a channel.
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New Recording Configuration

Recording configurations are global recording arrangements that can be assigned to a per-channel recording setup.

Recording configurations can be based on a single recording profile or on a pre-defined recording schedule.

From the Recording options, select New recording configuration from the top row of buttons.

[ Ganz CORTREL Management Console - localhost - o IEd
@ Configuration > Recording
TITLE o TVPE

K Continuous recording (22) Recording profile

)

= cervers K Mo recording (21) Recording profile

K Recording by motion  (23) Recording profile

@ Continuous recording (32) Recording configuration

U

& Users @ Mo recording (31) Recording configuration
4 Devices @ Recording by motion  (33) Recording configuration
28 Channels
@ Recording

Details

New Recording Configuration Details offers the following options:

e Title: Name or title for the recording configuration

e Controlled by: Indicates the controlling recording profile. (Recording profiles covered on next page)
e Prerecording interval: Time interval to keep recording before alert is signaled. (Default 10 seconds)
e Amount quota: Maximum amount of data to be kept in stored archive. (0 to disable quota function)
e Duration quota: Number of days to keep stored in archived footage. (0 to disable quota function)

@ Recording configuration Recording by motion - oI El
Recording configuration Details
# Details
Title

Recording by motion

Recording profile as seen by athers

Controlled by

K Recording by motion (23) Change...
Profile or schedule

Prerecording interval

2
Time interval ta keep recording before alertwas signalled in seconds (defaultis 10)
Amount guotz (GB)

0

Maximumn smount of data to be kept in stored archive. Leave Oto disable amount quota.
Duration quota (days)

0

HNumber of days ta keep stored in archive fontage. Leave O ta disablz duration quota

Cancel
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New Recording Profile

Recording profiles allow users to set which data streams are recorded and how. Profiles cannot be assigned directly to devices;
rather, these are used as components for recording schedules and recording configurations. Profiles do not include some
settings, such as pre-recording interval. This setting is instead defined per-channel, therefore set in the recording
configuration.

From the Recording option, select the down arrow at the right of New recording configuration and select New recording profile.

[£] Ganz CORTROL Management Console - leakhost - oKl
@ Configuration > Recording
Configuration = =
[# New recording corfiguration ||~| | Edit | | % 1 selected
TYPE
Mew recording schedule
i Continuous recording (22) Recording profile
= servers K No recording (21 Recording profile
& Recording by motion  (23) Recording profile
@ Continuous recording (32) Recording configuration
U
A Users @ No recording (31) Recording configuration
W Devices @ Recording by motion  (33) Recording corfiguration
23 Channels
@ Recording

Details
Details offers two sections, continuous and event-driven recording.

Note: Only one mode may be selected at a time. If Continuous recording is selected, alert-based recording options will be
grayed out.

For “Continuous recording,” enable Video stream (Continuous video stream recording) and select the relevant options:

Limit frame rate: Server side limiting frames per second (may result in frame reduction as low as key frame rate).
Audio stream: Selection for inclusion in continuous stream recording.

Motion stream: Selection for inclusion in continuous stream recording.

Event stream: Selection for inclusion in continuous stream recording.

VCA stream: Selection for inclusion in continuous stream recording.

I Recording profie Continuovs recording oA
Recording profle

& Detsils

Title

Continuous recording

Recording prafile as seen by others

Continuous recording

~ Video stream

Continuous video stream recording
Limit frame rate
Waximum frame per secand rote to viden stream recording (defaultis 10). Frame rate reduction on a viden format with temporal campression(H.264/MPEGA) results in lasing additional
frame, esp, down to as low as key frame rate,

! Audio stream

Continuous audio stream recording

~! Mation stream

Continuous mation detection infarmation recording

| Events stream

Cantinuous events stream recording

» WCA stream

Continuous VCA strzam recording
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For motion-based recording, enable Video stream in the Alert recording section and enable Detected motion triggers alert
setting. To record still frames during non-motion periods, keep the Video stream option in Continuous recording section
enabled, set the desired frame rate (e.g., 1FPS), then set high FPS or no limit in the Alert recording section. To record while
motion is present, deselect the Video stream option in the Continuous recording section.

When selecting motion-based recording configuration with a disabled motion detector, the software will automatically
suggest enabling motion detection for the target channel. The camera-side detector is given priority by default. If it is not
available, the software-side detector will be enabled and set to high-performance mode. It is recommended to review the
motion detector settings to make sure it operates as desired, especially if the camera-side detector is in use.

Alert recording

Alertwideo stream recording

Mazimurn frame per second rate to wideo strearn recording after alertwas signalled {default is 100, Frame rate reduction on a video formatwith temporal compression{H. 264/MPEGS)
results in losing additional frarme, esp, down to as low as key frame rate,

Alert audio stream recording

Post-recording interval

10

Length of tirme to continue recording after alert, in seconds {defaultis 100

Detected motion triggers alert
Alertis triggered by raotion detector

QK Cancel
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New Recording Schedule

Recording schedules are sets of recording profiles that define what recording profiles are used depending on the day

and time of the week.

From the Recording option, select the down arrow to the right of New recording configuration, then select New recording
schedule.

[ Ganz CORTREL Management Console - locahost: - o IER

@ Configuration > Recording

Configuration

Edit X 1 selected

Hew recarding profile

& Continuous recording (24) Recording profile
= Servers Mo recording (21) Recording profile

K Recording by motion  (23) Recording profile

@ Continuous recording (32) Recording configuration

& Users

¢
&

@ Ho recording (31) Recording configuration
¢

&4 Devices @ Recording by motion  (33) Recerding configuration
33 Channels
@ Recording

corfiguration
% Events & Actions
T/ Moritoring

Recording configurations, 3 Recording profiles. 3

W Audit

Schedule Profile

Note that only a begin time is set for each added profile. The end time is determined by the start time of the next profile. For
example, if continuous recording is required during weekdays and motion-driven recording during weekends, the continuous
recording profile should be scheduled to start on Monday at 12 a.m., while the motion-driven profile should start on Saturday
at12 a.m.

Click OK to save and add the profile to the schedule. Multiple profiles will be automatically sorted based on their start time.

Use the Edit and Remove buttons below to manage the profiles added. When finished, click OK to save. The newly created
schedule will be added to the item list in the Recording section.

@ Recording schedule Weekends Onby - o lEd 2] Scheduled profie - n
B ——
# Details Schedule item setup

Title

Weekends Only

Recording profile as seen by others Day Time
-
) Saturday V120000 Al o
Scheduled profiles
Day of the week Tirne of the day
DAY~ TIME PROFILE
Monday 12,00 AW No recording Recording profile
Saturdla 12:00 AW Continuous recordlin . .
v 9 E Continuous recording (22)‘ Change...
Description

Edit Remove

Cancel
ok Cancel
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8. Users and Users Groups

The Ganz CORTROL Recording Server can be accessed from multiple CORTROL Clients. These clients may be running from the
same recording server, from any number of remotely networked computers, and/or mobile devices running the CORTROL

mobile app.

CORTROL Technical Training Manual
V1.0.4

To protect the Ganz CORTROL Recording Server, Ganz recommends that as part of the initial CORTROL Recording Server
configuration, the operator configure a new user group and user with restricted privileges.

User management is accessible via the Users component of the Configuration section. By default, the system already features a
built-in global Administrator account and built-in Administrators group.

Note: The built-in Administrator user account and built-in Administrators group are root users with access to absolutely all
available resources. As a result, the resources choice is unavailable for the Administrators group, and it is also impossible to
add an Administrator user to any other group.

From Ganz CORTROL Management Console, select Users.

Buttons on the upper panel give the option to create, edit and remove User resources.

@ Configuration > Users
o o 4+ Newuser - Edit gn group x 1 sel
A Built-in Administrator account {1} admin

= Serw A Built-in Administrators group =)}

& Users

W4 Devices

33 Channels

@ Recording

= Layout templates

[ configurator

B8 Monitoring

A At

oUups, Uses
Users menu options
Functions Options
User Create a new user: Details, Membership, Resources
New Group . .
Create a new group: Details, Members, Membership, Resources
Schedule

Edit Edit selected User/Group: Details, Members, Membership, Resources
Assign group Assigning of user/group to a group
Selected Indicates number of selected users/groups. Releases users/groups when selected
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New User

New User offer the option for creating a new user for CORTROL:

Select “New User”, and configure the required Details, Membership, and Resources.

From the Users option, select New user.

[ Ganz CORTRAL Management Conscle - localhost:

@ Configuration > Users

Configuration F
< I Edit Assign group ] ® 1 selected
TITLE ID LOGIN NAME EMAIL
‘ Brian (108) Brian bdenmeade@cheamerica.corn
= Servers A Built-in Admiristrator account (1) admin

A Built-in Administrators group (&)
A\ Guards (104)
L Users

A Managers (105)

Configuration
% Events & Actions
| Moritoring

[ Audit

Groups, 3 Users, 2

Details

Details offers the options of User login name, User’s full name, Email address, and Set password.

The Example below has entered the following entries:

User login name: Jdoe (Typically a user login is the combination of first initial and last name.)
User’s full name: John Doe

Email address: jdoe@emailaddress.com

New password: 2112 (Strong passwords are highly recommended.)

X User John doe

- oEE

Lser Details

& Details
User login name
& Membership Jdoe

Arccount name to log into the systern, Case-sensitive
== Resources 4 ¥

User's full name
John doe
Insert user's first narne and last name
Ernail acldress
jdoe@emailaddress.com
Ernail address for notifications
v Set password
LITT]
Password to log into the server
ssagl

Reenter password

oK Cancel
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Membership

This describes the adding of a user to a user group.

e Inthe example below, the user can be considered a potential member for the “Managers group.”
e Choose a group from the Available groups section, and click on Add to add the user to the group.
e Toremove a user from a group, choose the group from Selected groups and click on Remove.

A User John dos - o IEH
# Details
Selectad groups Available groups
2, Membership
TITLE [Le] TVPE TITLE o TVPE
= Resources AL Guards (104) User group AL Built-in Administrators ... (3) User group
AL Managers (105) User group
Remove Add
oK Cancel

Resources
Resources allow assigning the accessibility to servers, devices, and channels to the user.

A resource may be added simply by checking at least one permission for the server, device, or channel. To remove, the
permissions must be cleared; either by deselecting them or by clicking the Clear button below the Permissions column.

Users with an empty permission list will not be able to access any servers, devices, or channels, unless they are an

administrator.
X User John dos* - o EEE
& Details
Selected resources Permissions Available resources
.K!'-. Membership
TITLE [ TYPE PERMISSION IMHERITED FROM TITLE D TYPE
== Resources o3 ZN-DT2MTP-IR  (10.. Channel Administer = Server (101) Server
26 ZN-BGOMPSS..  [11.. Channel v ReceiveData B4 TH-DT2MTP-IR (107) Device
8 ZNB-FTNTFM1.. (11.. Channel AccessArchive BB Qutdoor Cam.. (109 Device group
v MNavigate B4 3MP PTZ (114) Device
ControlDigital... 73 SMPPTZ (115) Channel
B4 FN-BEDMPLE., (1168) Device
B4 FNB-FYNTFNT.. (118) Device
Clear Qutdoar Chan... (120) Channel group
0K Cancel
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New User Group

A User group represents a grouping of similar intent based user (e.g., grouping security guards, or managers together).
Grouping together user with similar intent or application; allows for quick administration.

Creating a user group:

From along the top, select the arrow to the right of “New user”, and then select “New user group.”

1] Ganz CORTROL Management Console - localhost - o IEH3

@ Configuration > Users Rl i Gt L, (3 _

configuration + Newuser Assign group T X 1 selected
ID LOGIM MAKE ERALIL
& Brian (108) Brian hdenmeade®@chcamerica.com
= Sorvers ‘ Built-in Administrator account (1) admin
A Built-in Administrators group (3)
A8 Guards (104)
‘ Hsers 2 Managers {105)

Configuration
% Evenis & Actions
T Monitoring

W At

Groups, 3 Users, 2

Details

Details offers the option of a title for the user group.

In the example below, the entry of “Guards” has been entered for the user group title.

AR User group Guards ol
l Details
Title
2 Members

G
_.‘?,._ Membership feup name

== Resources

Cancel
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Members
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Members allows the addition of users to the user groups previously created.

Users may be grouped together for convenience and ease of administration

V1.0.4

Choose the user to add/remove as a member of the user group by use of the Add and Remove buttons.

One user may belong to several groups at once, as users may have multiple roles at a surveillance location.

& User group Guards

User group

& Details

%2 Members

Selected members

Available memehers

- o EE

TITLE [0} TYPE TITLE [0} TYPE
;!r_ Membership L John doe 122y User AL Built-in Administrators ... (3) User group
&= Resources &8 Managers (1051 User group
‘ Erian (108) User
Remove Add

Cancel

Membership
This describes the adding of a user group to a grouping, or “Membership,” of additional groups. The example used is “Guards,”
and is related to CORTROL Global usage.

e The example user group “Guards” could include the additional group called “Campus Guards.”
e Choose a group from the Available groups section, and click on Add to add the group.
e Toremove the group from the Selected groups column, select the group, and click on Remove.

A user group may be linked to several groups, as groups may have multiple roles in a surveillance system.

A& User group Guards —
Lser grotp Membership _
& Details

Selected groups Availahle groups

1* Members
TITLE 0 TvPE TITLE D TYPE

s53 Membership &4 Built-in Administrators ... (3) User group

&b Managers (105) User group

== Resources

Add

Cancel
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Resources
Resources allow assigning the accessibility to servers, devices, and channels to the user group.

A resource may be added simply by checking at least one permission for the server, device, or channel. To remove, the
permissions must be cleared; either by deselecting them or by clicking the Clear button below the Permissions column.

User groups with an empty permission list will not be able to access any servers, devices, or channels, unless the group
belongs to an administrator.

&8 User group Guards™* - o IE8
& Details
Selected resources Permissions Available resources
2 Mermbers
TITLE [[n] TYPE PERMIZEION INHERITED FROR TITLE D TYPE
_.‘!,._ Mernbership 20 ZN-DT2MTP-IR  (10.. Channel Administer = Server (101} Server
£ Plessues 5 3MP PTZ (11... Channel v| ReceiveData B FN-DT2MTP-IR (107 Device
5 ZNB-F7NTFM1.. (11.. Channel Accesshrchive B Cutdoor Cam.. (109) Device group
v MNavigate Bd GNP PTZ (1141 Device
ControlDigital... 4 AN-BODMPSL. (116) Device

23 ZM-BADMPSS.. (1171 Channel
B FNB-FTNTFNT.. (118) Device
BEA Cutdoor Chan.. (120) Channel group

Clear

oK Cancel
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Ganz CORTROL offers interactive, multi-layered maps. Maps offer a comprehensive visual overview of cameras and layouts,
providing a complete overview of the entire surveillance installation. CORTROL offers both Maps, and map groups.

From Ganz CORTROL Management Console, select Maps.

Buttons on the upper panel give the option to create, edit and remove Map resources.

New Maps

[ Gare CORTROL Management Coneoie - locahost

@ Configuration >

Corgraton + Newmap - | Edit Assign group @ % 1selected
= Servers
& Extemal services @ Test
L Users
4 Devices
| 38 Channels
@ Recording
@ Maps
0 Layout templates
@ Visual groups
5 Cortiguration
% Events & Actions
= vonitoring

A Rt

Maps. 1

By clicking on New maps, new interactive multi-layered maps are being created for use in a surveillance installation.

Click on New map.

CBC AMERICAS Corp.

[ Gare CORTROL Management Corsote - kcahaost

@ Configuration

Configuraton & Newmap - | Edit || Asigngroup | | @ || % 1 selected
= Servers
& Extemal services @ Test
L Users
4 Devices
| 38 Channels
@ Recording
@ Maps
= Layout templates
|
| @ visual groups
] Corfiguraton
& Everits & ACons
B Monitoring

e

Maps. 1
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Details
Details offers two sections, one for the title of the map, and one for selection the map image.

o Title: Enter a descriptive label for the map.
e Select image: Select from PNG, JPG, TIF, BMP, or static GIF image formats.

@ Map MNew Map*

- o
Map

# Details
Title

Q Marking New Map
Map titl

.-!’. Membership apHE
Map image

-ﬁ Permissions

lect imag

Select image of the desired plan in PNG, IPG, TIF, BMP or static GIF format. Please note, the system will reproduce the

provided image without scaling or effects. The best results will be with 16:0 images of appraximately 1600<000 pixels,

QK Cancel

Marking

Once a map has been created, channels need to be added, and their location needs to be marked.
Drag the camera icon in the top left corner over to the map, and drop it to a location that corresponds to an actual camera.

Once the camera icon is placed, drag the red dots of its field of view until the values of the view and radius have been matched
to those same values on the physical camera (or closest approximation to it).

Next, select the Change option, and then select the channel the camera marking represents.

@ Map New Map* - o
Map
Details
4 G | Properties
Q Marking
& Membership Tcon [ 0]

Channel ZN8-M4NTFN¢| | Change..
off Permissions annel L 1« ange

Show sector v

OK Cancel
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Membership

This describes the adding of a map to a group.

e Inthe example below, the map can be considered a potential member for a visual group
e Choose a group from the Available groups section, and click on Add to add the user to the group.
e Toremove a user from a group, choose the group from Selected groups and click on Remove.

@ Map New Map - o
Map Membership Q

# Details
Selected groups Available groups
Markiry
o N TITLE TVPE TITLE TVPE
& Membership @ Genstar Cameras Visual group
of§ Permissions

Add

oK Cancel

Permissions
Permissions allow assigning accessibility of the map to a user, or user group.

Adding users and/or user groups is as simple as checking at least one permission for the target server. To remove, just clear
the permissions by either deselecting them or by clicking the Clear button below the Permissions column.

Permissions range from the following;

e Administer
ReceiveData
AccessArchive
Navigate
ControlDigitalOutput

A map with an empty permission list will not be available to anyone except for the root (global) administrator.

@ Map New Map*
Map Permissions
& Details
Selected users Available users
Q Marking
TITLE TVPE PERMISSIONS TITLE TVPE
B Membership L Brian User V| Administer AL Guards lUser group
oy Permissions v View &L Managers User group
L Jdoe User
Clear
QK Cancel
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New Map Group

By clicking on New maps, new interactive multi-layered maps are being created for use in a surveillance installation.
To begin, click on New map.

[ Gare CORTROL Mana . locahaost

& Newmap |-  Edit Assign group | ® 1 selected
= Servers
& Extemal services @ Test
L Users
4 Devices
| 38 Channels
@ Recording
@ Maps

0 Layout templates
@ Visual groups

5 Cortiguration
% Events & Actions
| Monitorng

A Rt

Maps. 1

Details

Details offers two sections, one for the title of the map, and one for selecting the map image.

[ Map group MNew Grou

Map group
& Details
Title
% Members Mew Group
Group narme

2 Membership

o} Permissions

OK Cancel
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Members

Members allows for the adding of a map to an existing group or groups, allowing group members to access the map.
Group membership helps extend the convenience and ease of administrating a large collection of maps.

Choose the group to add/remove to a membership by use of the Add and Remove buttons.

B Map group Mew Group® N -
Map group Members

& Details

Selected membhers Available memebers
i Members
TITLE TYPE TITLE TVPE
;T'. Mernbership @ Test W ap
off Parmissions @ New Map M ap
Add
OK Cancel

Membership

This describes the adding of a map group to a grouping, or “Membership,” of additional groups.

e The example map group below could include the membership with additional group
e Choose a group from the Available groups section, and click on Add to add the group.
e Toremove the group from the Selected groups column, select the group, and click on Remove.

A map group may be linked to several groups, as groups may have multiple roles in a surveillance system.

[ Map group Mew Group® - O S
Map group Membership

f Details

Selected groups Available groups
2 Members
TITLE TPE TITLE TYRE
2 Membership @ Genstar Cameras Wisual group
off Permissions
Add
OK Cancel
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Permissions
Permissions allow assigning accessibility of the map to a user, or user group.

Adding users and/or user groups is as simple as checking at least one permission for the target server. To remove, just clear
the permissions by either deselecting them or by clicking the Clear button below the Permissions column.

Permissions range from the following;

Administer
ReceiveData
AccessArchive
Navigate
ControlDigitalOutput

A map with an empty permission list will not be available to anyone except for the root (global) administrator.

@ Map Mew Map*
Map Permissions
& Details
Selected users Available users
Q Marking
TITLE T¥PE PERMISSIONS TITLE T¥PE
& Membership & Brian User v Administer 44 Guards User group
off Permissions V| Wiew &8 Managers User group
A Jdoe User
Clear
oK Cancel
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10. Layout Templates

Ganz CORTROL offers the easy creation of custom layouts, or templates. The custom layout templates can be created and then
used in any Ganz CORTROL Client applications connected to the target server.

To access layout templates via the Ganz CORTROL Console, go to the Configuration section in the bottom left panel and select
the Layout templates component in the menu on the left.

Buttons on the upper panel give the option to create, edit and remove layout template resources.

Y - |

@ Configuration > Layout templates

Configuration

& Mew layout template Edit w %1 selected
= Servers
TITLE MATRIX VIEWPORTS
= External services ] Demo 6x 6 21
A Users
@4 Devices
3G Channels
@ Recording
@ Maps
Ed Layout templates

@ Visual groups
Configuration
% Events & Actions
] Moritoring

) Audt

Details

Details offers the following options, as they relate to the creation of a custom layout, or template.

Title: Enter a descriptive label for the layout template.

Grid size: Select from any combination of 1 - 20 for the vertical, and 1 - 5 for the horizontal.
Merge: Select adjoining cells, and select Merge to combine the cells into one.
Unmerge: Select a merges collection of cells, and select unmerge to uncombined the cells.

The newly created layout template will appear in the item list and it will also appear in any connected Ganz CORTROL Client
applications after synchronization.

ELavout te

Layout template

# Details
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11. Visual Groups
Visual groups are a grouping of channels or maps, that offer a single click point, to which Ganz CORTROL offers easy creation.
From Ganz CORTROL Management Console, and select “Visual groups”.

Buttons on the upper panel give the option to create, edit and remove visual groups.

By clicking on “Create visual group” we can begin to created new visual groups for use in our surveillance installation.

[ Ganz CORTROL Management Console - localhost

@ Configuration > Visual groups adnin & C' _ =

Configuration

=+ Create visual group Edit T x| selected

= Servers
TITLE

= External services @ Genstar Cameras
L Users

B4 Devices

33 Channels

@ Recording

@ Maps

Ed Layout templates
@ Visual groups
Configuration
4 Events & Actions
I8 Monitoring

AN Audit

Details
Details offers the following options, as they relate to the creation of a visual group.

o Title: Enter a descriptive label for the layout template

@ visual group Genstar Cameras - O
WisUal group
& Details
Title
utr
w Members Genstar Camerag|
G
of§ Permissions fp name
oK Cancel
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This describes adding channels, or maps to a visual group.
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In this case, members refer to channels, and maps, as posed to CORTROL users.

Use members to create either a visual grouping of channels, or a visual grouping of maps, or a combination of both.

Choose the channel/map to add/remove to a membership by use of the Add and Remove buttons.

@ Visual group Genstar Cameras

isUal graup

, Details

U Members

off Permissions

Members

Selected memhers

TITLE

28 ZNB-B4NVFS6
33 ZNB-MANTFNAL
38 ZN8-NANFNA

3 Fisheye

Remove

Channel

Channel

Channel

Channel

=3

Available memebers

TYPE TITLE

72 ZN-DNT352XE-PTZ
73 XX-MD1-1080P-IR
2 iPhone

@ Test

@ NewMap

B New Group

Add

Charnnel
Charinel
Channel
Map
Map

Map group

oK

Cancel

Permissions

Permissions allow assigning accessibility of the map to a user, or user group.

Add users and/or user groups simply by checking at least one permission for the target server; remove by clearing the
permissions - either by deselecting them or by clicking the Clear button below.

Permissions range from the following;

Administer
ReceiveData
AccessArchive
Navigate
ControlDigitalOutput

A map with an empty permission list will not be available to anyone except for the root (global) administrator.

@ sl group Genstar Cameras

Wisual group

& Details

A Members

off Permissions

Permissions

Selected users

TITLE

PERMISSIONS

Wiew

Administer

Available users
TITLE

AL Guards

L& Managers

A Brian

L Jdoe

QK

TVPE
User group
User group
User

User

Cancel
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12. Streaming Server

Ganz CORTROL Streaming Server is a part of Ganz CORTROL software integrated into the Ganz CORTROL Server core. It is
designed for video streaming to multiple web-browsing platforms such as Mozilla Firefox and Google Chrome.

Major features of the Ganz CORTROL Streaming Server include video stream live view, archive playback, and Pan-Tilt-Zoom
control. The Ganz CORTROL Streaming Server optimizes video streaming for web or mobile clients, to a degree dependent on
connection speed and device viewing capabilities.

Note: Audio and event streaming are not supported by the Ganz CORTROL Streaming Server.

From Ganz CORTROL Management Console, select Servers.

Buttons on the upper panel give the option to create, edit and remove Server resources.

@ Configuration > Servers TO———T - U o

Configuration )
Edit ® 1 selected
= Servers
TITLE
X Users = Sector 31-1
B4 Devices
34 Channels
@ Recording
Ed Layout templates
Configuration
T Monitoring
Servers menu options
Functions Options
Edit Edit selected Server: Details, Connections, Members, Membership, Permissions,
Watchdog, Storage
Selected Indicates number of selected servers. Releases users/groups when selected
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Details
Details offers the option of a title for the Server.

In the example, the entry of “Server” has been used for the server title.

= Server Server - o I EHJ
server Details
& Details
Title
= Connections Server
b
& Membership Freername
off Permissions
& Watchdog
B storage
Cancel

Connections
Connections consists of the Ganz CORTROL VMS port (used by the CORTROL client), and the HTTP port for streaming
connections used by the Ganz CORTROL Streaming Server.

Please make sure that the chosen HTTP port:

e Isopened on the target server firewall
e Is properly configured for port forwarding on all intermediate network equipment

e Isnotbeing used by any other application or service on the target server or router

= cerver Server - o ER
e Connections
& Details
WhS port
2 Connections 60554
WIS port
& Membership pe
HTTP port
off Permissions
8080
‘ Watchdeg HTTR part, erter Oto disable

B storage

Cancel
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Membership

This is a function related to CORTROL Global for adding a server to a server group(s), by way of membership.
The use of membership, or grouping together servers is for convenience and ease of administration.
Group membership helps extend the convenience and ease of administration that grouping initiates.

Choose the server to add/remove to a group membership by use of the Add and Remove buttons.

= Server Server - o EEH
f Details
Selected groups Available groups

2 Connections
TITLE D TYPE TITLE [[nd TYPE
S Mermbership
off Permissions
& Watchdog

B storage

Cancel

Permissions

Permissions allow assigning accessibility to the server for a user, or user group. Adding users and/or user groups is as simple
as checking at least one permission for the target server. To remove, just clear the permissions by either deselecting them or
by clicking the Clear button below the Permissions column.

Permissions range from the following;

e Administer
e  AccessArchive

A server with an empty permission list will not be available to anyone except for the root (global) administrator.

= server Servert - o IEEl
# Details
Selected users Available users

2 Connections

TITLE 10} TYPE PERMISSIONS TITLE 1} TVPE
;!'. Membership & Brian (10... Lser Adrminister & Guards (104) User group
off Permissions v Accesshrchive &% Managers (105) User group

L John doe {122) User
& Watchdog
B storage
Clear
QK Cancel
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Watchdog

The Server Watchdog is an integral part of the CORTROL server core. Watchdog protects the software from certain types of
failures by automatically attempting to restart the server.

Watchdog operates based on the software and system’s overall health monitoring. Default trigger values have been selected on
the grounds of our analysis of extensive tests run on systems of different configuration and stability levels.

Although it is possible to disable the Server Watchdog service, we strongly advise against doing so, as the principal role of
Watchdog is to keep the software operation as stable as possible under the given circumstances.

Watchdog operation can be tracked by messages in the Windows Application log. If experiencing frequent disturbances such
as software restarts or server rebooting, this will be an indication of some serious issue related to the software, operating
system, and/or underlying hardware. In such a situation, the best courses of action would be the following:

e Read the Windows Application Log, as these may already contain some indication of why Watchdog was triggered.
e Refer to the relevant topic in the Troubleshooting section of this manual to read about typical causes of such cases.
e Send a Problem Report from the faulty server, providing as much information as possible about the issue.

e Consult the CBC AMERICAS, Corp. technical support team directly via cortrol@cbcamerica.com.

Configuration

Watchdog operation can be configured for each server independently. To access Watchdog settings, open the Ganz CORTROL
Console and select Configuration in the bottom left menu. Select Servers from the list on the left, then double-click the desired
server, or simply click the Edit button on the top panel for the pre-selected server.

= Server Server - o IEH
Server Watchdog
# Details P
Watchdog options
= Connections
I Enable watchdog
2. Membership
Operation
off Permissions
After the start of the application, the watchdag will not perfarm restart or reboot actions within this grace interval,
4 Watchdog

Grace interval, seconds 30

8 Storage The watchdog may be set o reboot in cases of frequent failure, If at least the specified number of failures are detected within the specified amount of
time, 3 restart of Windows will be initiated. Entering zera in any field below will disable the restart.
Reboot interval, minutes: 5
Murnber of failures to reboot: |3

Performance

Corfigure watchdag to monitar systern performance, detect contingent situstions and attermpt to fix problems,
' Monitor system committed memory usage ratio Li]

Maxirmurn allowed. | 70

Monitor system pocl nan-paged memory usage (ME) @

 Monitor server private memory usage ratio [ ]
Maximum allowed: |45

| Monitor server virtual memory usage ratio L]

Maximurn allowed:; |90
Maintenance

Watchidog may be configured to periadically restart server to clear any possible problems which could cause a deterioration in server system
perforrance

VI Enable periodic restart
Restart interval: |7 Days v
Indicate times between which maintenance restarts are allowed — e.g. from 1900 to 23:20

From: | 23:00 o Ter |01:00

OK Cancel
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Setting Description Default Value
Enable Watchdog Enables Watchdog operation for the target server Enabled
Grace Interval, seconds Time interval in seconds, counting from server start, during which 30

Watchdog will not attempt to restart the software
Reboot Interval, minutes | Watchdog will reboot Windows if there have been a certain number (N) of 5

software restarts (N is specified below) in the given time interval. The

default for rebooting is 3 restarts in 5 minutes. Setting the specified number

to 0 will disable rebooting.
Number of Failures to Watchdog will reboot Windows in case there have been N software restarts | 3

Reboot

in the time interval specified above. The default for rebooting is 3 restarts in
5 minutes. Setting the specified number to 0 will disable rebooting.

System Committed
Memory Usage Ratio, %

Watchdog will restart the software if the ratio of total system committed
memory exceeds the specified percentage. This value is shown under
Memory section of Performance tab in the Windows Task Manager.

Enabled, 70%

System Pool Nonpaged
Memory Usage, MB

Watchdog will restart software if the amount of system nonpaged pool
memory exceeds the specified amount.

Disabled

Private Memory Usage
Ratio, %

Watchdog will restart software if the amount of private memory used by
server process exceeds the specified value.

Enabled, 45%

Virtual Memory Usage
Ratio

Watchdog will restart software if the amount of virtual memory used by
server process exceeds the specified ratio. Ratio shows the amount of
virtual memory used by server process versus maximum per-process
virtual memory allowed by the OS.

Enabled, 90%

Enable Periodic Restart

Enables automatic software restart every N days or hours. For
troubleshooting purposes, it is recommended to use hours.

Enabled, 7 days

Enable Periodic Restart
Hours

Limit periodic restart to specific hours (e.g., only restart at night). It is
recommended to leave at least a 1h interval for the restarts.

Disabled

Storage

Storage allows for the management of storage directories, setting duration quotas, retention, and viewing storage usage

statistics.

From Storage, select Open storage properties.

= Server Server¥

Server
& Details
2 Connections
2 Membership
off Permissions
& Watchdog

8 storage

CBC AMERICAS Corp.

o IEl

Storage properties

Manage storage directories, set duration quots, retention and view storage usage statistics,

Open storage properties

QK Cancel
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All available local disks (also mapped network shares that appear as drives in Windows Explorer) will be

automatically listed and checked for recording with default archive directories.

V1.0.4

Each storage location will be automatically assigned a quota of 90%. It is strongly advised to review all settings and make sure
that all storage locations have sufficient free space. If necessary, a lower quota may be set if needed. It is recommended that
every recording location have 10-15% of free space; this helps avoid any fragmentation effects, and allows CORTROL to

effectively enforce recording quotas.

It is not advised to record to the system drive because it is often used by other processes such as defragmentation, system
backup, and storing the Operating System itself. Recording onto the system drive may affect recording efficiency and stability,

so by default, disk C: is not selected for recording.

To change the disk quota, simply highlight the desired location for storage from the item list, then enter quota size in GB and

click Apply changes.

B storage properties

Storage properties
W Directaries
B Duration quota

= Retention

- - ER
Directories

Edit directory details 4 New | Directories
PATH STORAGE QuoTA
Path
1 FAGanz CORTROL\Archive Files B Default 439.45 GB
2 GhGanz CORTROLiArchive Fil.. B3 Default 12176
Quota (GB)
43945
Ernount of disk space to stors srchive
Storage
B Default Change..
Storage
Apply changes Cancel

FREE SPACE TOTAL SIZE
387.54 GB 48828 GB

1.34TB 1.34 TE

oK Cancel

Duration Quota

The global recording duration limit for the server is set here. First, enable quota management, then enter desired

number of days. All recordings older than the number of days specified will be erased.

Note: The global duration quota has priority over the individual (per-channel) duration quota that is set in the

recording configurations.

a Storage properties

Storage properties
B Directories
B# Duration quota

& Retention

o Il

Duration quota

Use the controls below to setup the global recording duration, Selected guota will be applied to all media devices and storage drives,

«| Enable global duration gquota management

Storage duration: |0 Days v

A Motz that Ganz CORTROL Server will maintain configured masimal storage duration sa that itwill force erasure of footage older than the specified paint in time

QK Cancel
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Retention

The software erasing mechanism can be set so that it cleans up old recordings only during specific periods of time (e.g., when
the recorder is less overloaded, or when recordings are less important).

To do this, enable the cleanup hours setting and specify the time period during which erasing is allowed.

This control has priority over storage quota. Setting insufficient cleanup time may lead to storage overflow and

result in recordings being lost.

B storage properties - o EEH

——

B Directories
To recover disk space, storage subsysterm deletes the oldest footage and implements ring buffer recording. Use the controls below to finetune the process.

# Duration quota ;Enab\e cleanup hours;

< Retention 13:00 ¢| " [15:00 :
Mote that reducing cleanup hours might resultin there being 3 lack of storage space for new recordings. When the feature is enabled, reviewing and reducing disk quotas

ton avoid storage overflow is recommended,

A

OK Cancel
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13. Events & Actions

The purpose of Events & Actions is to define events, and designate the actions to take based on the events. Rules must be
created to govern how events and actions take place, while being influenced by conditions and schedules.

Rules
CORTROL Rules define the interaction between the events that might happen, with the actions that need to take place.

In order to create rules that bind an action to an event, the CORTROL Configurator is required.

From the Ganz CORTROL Management Console/Events & Actions, select Rules.

Buttons on the upper panel give the option to create, edit and remove Server resources.

[1] Ganz CORTROL Management Console - locahost - o I EH

@ Events Actions > Rules Buitin Adiristr

Events & Actions
Server |2 Server (101) Change... Open configurator

% Rules SOURCE SOURCE TYPE EWENT EWEMT TYPE TARGET TARGET TYPE
’ Events

B Actions

w1 Global events

() Conditions

D) Schedules

= Mail servers

Configuration
4 Events & Actions
I Moritoring

>
W) audit

Server Change

Server Change, related to CORTROL Global functionality, allows the selection of a CORTROL Server to which Rules can be

created, modified, and/or deleted. Select Change... from the buttons on the upper panel that give the option to create, edit and
remove Rule resources.

Within the Server Change function is a listing of available CORTROL Recording Servers to select from. Choose the server to be
changed, then click on OK.

[ select server - o IEH

1

Available servers

Title Id Type

= Server (101) Server

EAST COAST +1 (919) 230-8700 | WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
Ganzsecurity.com ©2016 CBC AMERICAS Corp. All Rights Reserved

CBC AMERICAS Corp. 64|Page



GANZ

Security Solutions CORTROL Technical Training Manual
V1.0.4

Configurator

The configurator is where Events and Actions are brought together under Rules.

Events: Events define a Device, Channel, and/or Server side symptom. A few examples include motion detection, recording
error, and video loss. Events are initially created under Events & Actions, in the Events menu option.

Rules: Rules are defined by the selection of an event that is modified by a condition, schedule, or delay, that triggers an action
to take place upon the meeting of the defined rule.

Basic Rule: Event trigger Action without additional conditions.

Basic Rule by Schedule: Event trigger Action when a schedule is active.

Conditional Rule: Event trigger Action when condition is active.

Conditional Rule by Schedule: Event trigger Action when schedule and condition are active.

Condition: Created under Events & Actions > Conditions. This option offers a shortcut to selecting from the list of conditions.
Schedule: Created under Events & Actions > Schedules. This option offers a shortcut to selecting from the list of schedules.
Delay time: Option of 00:00:00 - 24:00:00, with a pause mode:

e Create a separate action: A new action will be created even if there is an identical action queued (Delaying).
o Extend a postponed action: No new action will be created if there is an identical action queued.

Actions: Actions define a response to an Event, but can be influenced by rules, with regards to when they can and cannot
happen. Initially created under Events & Actions: Actions menu option.

Note: At the top of each column for event, rules, and actions, are filter options that allow search by any part of device name/IP-
address/etc. The buttons found between each column are used for adding/removing events and actions to and from the rules
column.
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Events define a Device, Channel, and/or Server side symptom. A few examples include motion detection, recording error, and

video loss.

From Ganz CORTROL Management Console, select Events & Actions > Events.

Buttons on the upper panel give the option to create, edit and remove channel resources.

Description of event sources:

Recording error
User button clicked
Video lost

Video restored
Digital Input

VCA Input
ExternalService

e Central server connected

e (Central server disconnected

e Disk excluding

e Global event

e Motion

e Motion started

e Motion stopped
.
¥ bvents
» Actions
) Conditions
G Schedulns
& Mail servers
[ corfiouraon
£ Everts @ Act
W Monitoring
|

New Event

& New event x 1 selected

Creation of a new event offers the following options;

o Event type: Digital Input

o Title: Auto populates based on selected
source

e Source: Select from available channels

¢ Digital input: Select from dropdown

¢ Digital input mode: Select from
dropdown

CBC AMERICAS Corp.

e Event type: VCA

o Title: Auto populates based on selected
source

e Source: Select from available channels

o VCA Rule: Select from channel associated
rules.

¢ Event type: ExternalService

o Title: Auto populates based on
selected source

e Source: Select from available
channels

e Target event: Select from
dropdown

X2 7M. DNTISZXE MIR
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Actions define a response to an Event, but can be influenced by rules, with regards to when they can and cannot happen.

From the Ganz CORTROL Management Console, select Actions.

Buttons on the upper panel give the option to create, edit and remove channel resources.

[ Ganz CORTROL Management Console - kcahost

@ Events Actions > Actions

Events & Actions
S Rules

% Events

B Actions

() Conditions
D Schedules

=& Mail servers

Configuraton
% Events & Actions
B Monitoring

W Audit

= New action ® 1 selected

TITLE ACTION TYPE TARGET
» Generate alert Generate alarmm
B Generate alert substream Generate substream alarm
®» Pop-up on screen Pop-up an object on screen (-5)
® Send global event Serd global event
® Set condition Set condition
B Test mail Semd mail = Gmail

B Unset condition Unset condition

Recently added, |

New Action

Note that only begin time is set for each added profile:

Send mail

Run program

Active PTZ preset
Control digital output

Write to application log
Activate recording profile
Activate substream recording profile

Pop-up an object on screen (-s)
Highlight on map or all maps where corresponding Action Target is present

» Action

Action

I Details

Action type

White to application log

Activate recarding profile

Activate substream recording profils
Send mail

Run program

Activate PTZ preset

Contral digital output

Pop-Up an object on screen (-5)

Fighlight orimp or il msps whste corresponding Action Target s presert. |

- cER

Cancel
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EAST COAST +1 (919) 230-8700

| WEST COAST +1 (310) 222-8600 | MEXICO +52 (55) 5280 4660
Ganzsecurity.com ©2016 CBC AMERICAS Corp. All Rights Reserved.
67|Page



GANZ

Security Solutions

Write To Application Log

CORTROL Technical Training Manual
V1.0.4

When selected as an action response to an event, this action will write a log to the Windows Event Viewer.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
e Logmessage: Enter a descriptive message, stating the transpired event, and a suggested course of action.

’ Action

Action

& Details

C oER
Details
Action type
Write to application log L]
Select action type from list of available action types
Title
Write to application log
Action narme
Log message
(=]
Log message
Cancel

Activate Recording Profile

When selected as an action response to an event, this action will activate a recording profile on a selected channel.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
e Target: Referring to the selected channel to have record based on the recording profile.
e Recording profile: Refers to the recording profile to be associated with the target channel.

B Lction *

Action

& Details

- o ER
Details
Action type
Activate recording profile v

Select action bype fram list of available action bypes

Title

ZN-DT2MTP-IR Activate recording profile Recording by motic
Action name

Target

93 ZN-DT2MTP-IR (108)
Action target

Change...

Recording profile

K Recording by motion (23)
Recarding prafile

oK Cancel
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Activate Substream Recording Profile

When selected as an action response to an event, this action will record the substream based on a recording profile.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
e Target: Referring to the selected channel whose substream is to be recorded based on the recording profile.
e Recording profile: Refers to the recording profile to be associated with the target channel’s substream.

B iction * - o El

Acti e

# Details

ZN-DT2MTP-IR Activate substream recording profile Contint

33 ZN-OT2M1TP-IR (108) Change

Recording profile

R Contnuous recording (22) Change

Send Malil

When selected as an action response to an event, this action will generate and send an email to a recipient.

o Title: Enter a defining title that would reflect the transpired event the action is depending on.
Target: Refers to the selected SMTP server.

To (Send to): Enter the recipient’s email address here.

Subject: Enter the subject of the email here (programmable with parameters).

Body: Enter a descriptive message, related to the event behind the notification requirement.

Send mail Parameters: Can be entered into the email Subject and or email Body.

{EVENT_TITLE} - Event as in Video Lost, Video Restored, Motion, Digital Input or VCA Event
{EVENT_SOURCE_TITLE} - User defined camera title: Hall Camera

{EVENT_UTIME} - UTC time: 3:28:30 PM (Taken from Camera)

{EVENT_UDATE} - UTC date: 7/7/2016 (Taken from Camera)

{EVENT_TIME} - Local time: 11:28:30 AM (Taken from Server)

{EVENT_DATE} - Local date: 7/7/2016 (Taken from Server)

{EVENT_TIMESTAMP} - UTC timestamp: 2016-07-07 15:28:30:287 (Taken from Camera)

# Deuais
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When selected as an action response to an event, this action will run a predetermined program.

Active PTZ Preset

» Action *

Action

& Details

- - Em

Action type

Sel type from list of available action types
Title

Run program EXCEL

Actian name
Target

= server (101) Change

Target server. If none is selected, the action will be visible to all servers
File path

C:\Program FilesyMicrosoft Office\root\Office 1 6\EXCEL EXE
Executable file path

Parameters

Pararmeters passed to the executable

Run mode

Hidden

Run mode

OK Cancel

Title: Enter a defining title that would reflect the transpired event the action is dependent on.
Target: Refers to the selected recording server to which the program will be executed on/against.
File path: Enter the file path to the program or executable (e.g., C:/Programs/Office/Excel.exe).
Parameters: This is code that modifies how the program/executable performs.
Run mode: How the program/executable is running with regards to visibility. (Hidden, Minimized, Normal)

When selected as an action response to an event, this action will run a predetermined PTZ Preset.

Title: Enter a defining title that would reflect the transpired event the action is dependent on.
Target: Refers to the selected device channel, with the prerequisite programmed presets.
PTZ priority: Prioritizing the PTZ allows prioritization where PTZ control comes from.

PTZ preset: Refers the prerequisite programmed preset that is selected to run upon an event trigger.

V1.0.4

Note: PTZ priority is defined by 0 - 10 with O for the highest priority. A user with higher priority can obtain PTZ control from
other users. Thus if an operator is set to 5 and a guest set to 10, the operator with the higher priority of 5 will control PTZ.

CBC AMERICAS Corp.

W sction ZMN-DNT352XE-PTZ Actival

Action

& Details

Action type

Activate PTZ preset
Selectaction type from list of avallable action types

Title

ZN-DNT352XE-PTZ Activate PTZ preset

Actian name.
Target

3 ZN-DNT352XE-PTZ Change..
Action target

PTZ priority

1
PTZ priority

PTZ preset

PTZ preset

Reload

aK Cancel

te PTZ preset * _ o I

~
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When selected as an action response to an event, this action will run a predetermined digital 1/0.

Title: Enter a defining title that would reflect the transpired event the action is dependent on.

Target: Refers to the selected device channel, with the prerequisite programmable I/0 port(s).
Digital output: Refers the prerequisite programmable [/0 that is selected to run upon an event trigger.
Digital output mode: Set to normally open / normally closed.

’ Action *

Action

& Details

- - ER

Action type

Control digital output v

Select action type from list of available action types
Title

3MP PTZ Control digital output

Action narne

Target

28 3MP PTZ (115) Change...
Action target

Digital cutput

Digital output

Digital autput mode

Digital output mode

Reload

OK Cancel

Pop-up an Object on Screen (-s)

When selected as an action response to an event, this action will pop-up a predetermined object on screen.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
o Target: Refers to the selected device channel that will act as the pop-up video source.
o Videowall: Refers a known Videowall configuration, that is selected to run upon an event trigger.

’ Action *

Action

, Details

- o EE
Details
Action type
Pop-up an object on screen (-5) v

Select action type fram list of available action types
Title

3MP PTZ Pop-up an object on screen (-5) none

Action narme

Target

28 3MP PTZ (115) Change..,
Action target
Wideowsll

Videouvall

QK

Cancel
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Highlight on Map or All Maps Where Corresponding Action Target is Present

When selected as an action response to an event, this action will cause a device channel to highlight on a map.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
e Target: Refers to the selected device channel, to which will be selected and highlighted on a map.
e Highlight on: Refers the selected map, or all maps to which the device channel is associated.

W sction * - O n
-
& Details
Action type

Highlight on map or all maps where corresponding Acti.. |¥

Select action type framm list of available 3ction fypes
Title

3MP PTZ Highlight on map or all maps where corresponding

Action narme

Target

25 3MP PTZ (115) Change...
Action target

Highlight on

Allmaps Change...
Map or all maps

aK Cancel

Conditions

The Events & Actions Schedules allow the creation of a rule that says when an action can and not take place, based on time.

From the Ganz CORTROL Management Console, select Conditions.

Buttons on the upper panel give the option to create, edit and remove listed conditions.

[2] Ganz CORTRAL Management Console - localhost - o B
@ Events Actions > Conditions
Events & Actions
& Mew condition Edit [E] ® 1 selected
% Rules
TITLE SERWER
% Events () Server On = Server
B Actions
(D Conditions

D Schedules

== Mail servers

Configuration
4 Events & Actions
I Monitoring

W ALdit
Recently added, 1
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New Condition

Currently, only a title option is programmable within the new global event selection.

o Title: Enter a defining title that would reflect the transpired event the action is dependent on.
e Server: Select the recording server to which the condition will be performed against.
e Default state: The initial value that the Event Condition takes at server startup. (On / Off)

) condition Demo* =
Condition Details
# Details
Title
Demo

EventCondition name
Server

= Server (101) Change...

Server

Default state

On v

The initial walue that BeentCandition takes at sever startup

QK Cancel

Schedules

The Events & Actions Schedules allow the creation of a rule that says when an action can and not take place, based on time.
Schedules supports the creation of multiple schedules, consisting of a “From” and “To” day and time function.

From the Ganz CORTROL Management Console, select Schedules.

Buttons on the upper panel give the option to create, edit and remove listed schedules.

2] Ganz CORTROL Management Console - localhost

@ Events Actions > Schedules

Events & Actions

& New schedule Ediit M | | % 1 selected
Sy Rules
TITLE
% Events <D Demo
» Actions
() Conditions

49 schedules

& Mail servers

Configuration
£ Events & Actions
| Monitoring

W Audit
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Details
Details offers the following options, related to the created schedule requirement:

o Title: Enter a defining title that would reflect the purpose of the schedule.
e List of schedules: A list of all the currently created and or available schedules, or schedule items.
o Day from: Selection of the starting day of the schedule item
o Time from: Selection of the starting time of the day for the scheduled item
o Day to: Selection of the ending day of the schedule item
o Time to: Selection of the ending time of the day for the scheduled item

Note: Days range from Sunday - Saturday, while time ranges from 12am to 12pm, non-military style.

Use the Add, Edit and Remove buttons below to manage the listed schedule items. When finished, click OK to save. The newly
created schedule will be added to the schedule list.

D schectde Demor S n| [ schedule item - IE3
. |
il <chedule item setu|
# Details Schedule item setup
Title |
Del
" Day from Time from
Monday v 12:00:00 AM .
List of schedules
Day of the week Beginning of the period during
Monday 12:00 AM Saturday 12:00 AM Day to Time to
Saturday vl 1200:00 AN .
Day of the week End of the period during which the
Add Edil Remove
oK Cancel Cancel
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Mail Servers

Mail Servers list potential email or SMTP server accounts. These accounts act similar to an account setup in Microsoft Outlook
or Outlook express. Mail Servers provide a portal through which a configured email notification can be sent through, in order
to be delivered to a specified email recipient. Email notifications are typically linked to a server or device event, providing an
action in response to that event.

From the Ganz CORTROL Management Console, select Mail servers.

Buttons on the upper panel give the option to create, edit and remove mail server resources.

vents Actions > Mail servers

ently updated. 1

New Mail Server

New mail server offers the following options, related to the configuration of an SMTP client requirement:

Title: Enter a defining title that would reflect the host of the SMTP service provider.

Host: The SMTP or IP address of the service provider (e.g. smtp.gmail.com).

Port: The communications port dictated by the security mode, and SMTP service (e.g. 587).
Username: The authorized user ID of the account holder for the SMTP service.

New password: The authorized user password of the account holder for the SMTP service.
Security mode: None (Port 25) / TLS (Port 587) / SSL (Port 465)

Sender: Email address used to identify the sending party of an email notification.
Aggregation count: The number of emails to group for sending at one time

Aggregation time: The number of emails to group for sending with in a select unit of time

ST ]
e
G

oK Cancel
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14. Events & Actions — 4 Exercises

Camera Motion Pop-up

1. Requirement: A camera with motion detection enabled.

Go to Management Console / Channels

Highlight a camera, and select Edit.

Details: Confirm main stream recording is Recording by motion.

Motion detector: Confirm Camera Motion Detection is selected.

Go to camera’s browser interface and confirm that camera side motion detection is enabled.

o a0 o

2. Within Events and actions configurator:

Go to Management Console / Rules

Select Open configurator

Events column: Select Motion from the motion enabled camera.

Click the > icon to move the event to the Rules column.

Actions column: Select Pop-up on screen from the same motion enabled camera.
Select OK to save configuration.

mo a0 o

3.  Within the client:
a. Confirm no cameras are currently showing.
b. Trip motion for camera that was configured with Events and actions configurator.
c. The camera will pop up in the first available window, upon detecting motion.
d. Aflashing a red border will appear around this window to draw attention.

[ Everss s st conuraer -

Events and acti

X8 PiaelPro >> Generate alert

Mata © Conditon Clesr + Brermmin ‘

T S TEmmn
= . @ e -

+ tent B Dely tmer + Actan
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Map Highlight/Motion Pop-up

1. Requirement: A map, a camera with motion detection enabled, and a new action.
2. Go to Management Console / Maps

me a0 o

Select New map

Title: Training

Select the provided map from training.
Select Marking

Place cameras

Select OK

3. Go to Management Console / Events & Actions / Actions

P an o

Select New action

For Action type, select Highlight on map or all maps where corresponding action Target is present
Title: Highlight on map

Target: Camera with motion detection enabled

Highlight on: Created map

4. Within Events and actions configurator:

-0 a0 o

Go to Management Console / Rules

Select Open configurator

Rules column: Select Camera >> Motion

Actions column: Select Highlight on map from the same motion enabled camera.
Click on the + to add action to rules.

Select OK to save configuration.

5. Within the client:

mo a0 o

Bring up the Map into the client.

Confirm no cameras are currently showing.

Trip motion for camera that was configured with Events and actions configurator.
The camera icon will flash red on the map.

The camera will pop up in the first available window, upon detecting motion.

A flashing a red border will appear around this window to draw attention.

+ M3 PinelPro

vigleo lost

Motian

» Wazne warvrse
>
» Tane-psviarsaL
» Eserver

s configurator

Rules Q Actions. Q

4 JQZN0-B4NVE 56 > > Mation « M PucelPra

Generate slert

22 PaelPro > Highlight on map

Highlight en map

b PG BANTSS

+ Baarmaeio
[ S

(U] ¢ SBemal

9 + Qe

B + Actor
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Video Lost: Generate Alert

1. Requirement: A camera with a live video channel.
2. Within the Events and actions configurator:

©ee Ao o

Go to Management Console / Rules

Select Open configurator

Events column: Select Video lost from the motion enabled camera.

Click the > icon to move the event to the Rules column.

Actions column: Select Generate alert from the same motion enabled camera.
Click the + icon to move the Actions to the Rules column.

Select OK to save configuration.

3.  Within the client:

5@ oo e o

The Map and camera should still be loaded in the client.

If not, relaunch the client, and load the map and camera required.
Click on the camera channel, to reveal the action icons.

Click on the bell icon that represents the device alerts.
Disconnect the camera from the network.

The video signal will be lost, and the channel will go black.

A time out message will then appear in the device alerts window.
Reconnect the camera.

Events Q Rules Q Actions Q

+ W rmelbro + X Pmelbro > Yidea lost

Motion Wans-panvrse
+ Basrmo
+ 2 zva-pTATERL
U] » Tomail
9  @pemo

* b e + Action

* wh' PixelPro

7 6 11: AR

A connection attempt failed because
the connected party did not properly
respond after a period of time, or
established connection failed because
connected host has failed to respond

7 6 11: A

A connection attempt failed because
the connected party did not properly
respond after a period of time, or
established connection failed because

connected host has failed to respond

V1.0.4

i AR @
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Video Lost: Email Notification

1. Requirement: A camera with a live video channel.

2. Within Events and actions configurator:

Go to Management Console / Mail servers

Select New mail server

Title: A label representing the provider is suggested (e.g. Gmail).
Host: The SMTP address of email provider

Port: Dependent on provider, (default 25, TLS 587, SSL 465)
Username: Email account logon ID

New Password: Email account password

Security mode: Based on selected port, (none, TLS, SSL)

Sender: Email address could be from providing account, or a different account.
Aggregation count/time: Leave setting as is

T~ p@E e a0 o

3. Go to Management Console / Events & Actions / Actions

Select New action

For Action type, select Send mail

Title: Relevant to the nature of the notification (e.g. Lost video)

To: Email recipient of notification

Subject: For this exercise, two email parameters supported will be used, {fEVENT_SOURCE} & {EVENT_TITLE}
i. Using these parameters, the Email will list in subject Camera and Video Lost.

® a0 o

-,

Body: Other email parameters may be used, or create a unique message.
g. Select OK to save.

4. Within Events and actions configurator:

Go to Management Console / Rules

Select Open configurator

Rules column: Select Camera >> Video lost

Actions column: Select Email Notification from the Email Server actions.
Click on the + to add action to rules.

Select OK to save configuration.

me a0 o

[2 Events and actions configurator - o B

Pixel... 5@l O

Events and actions configurator

Server | = Server

2 Tell me what you want te do

Events Q Rules Q. Actions Q

EVENT RULE ACTION

@gmail.com 231~ 4EPM

» 2B pinelPro

» Mavsaanvess

» Bansrrveniol

» Mavspontarsa
-

4 Sserver

Recording error

« RPpixelPro >> videa lost

2 PixelPro »> Gererate lert

« RpixelPro >> ¥idea lost

= Gmail >> Email Notification

4 ¥32N8-B4NVFS6 >> Motion

2 PixelPro »> Pop-up on screen

» BrinelPro

b IBZNG-BANVFSE
b MZNo-FENTFNIOL
) IB2ZNo-PSNTAFG2L

+ S5Gmal

oK Cancel

PixelProVideo lost

Email Notification 5:45:50 PM
Bl g G PixelPro >> Highlight onmap » @ pemo ?;18;2016
O Condition Clear 1:45:50 PM
9 Schedule 7/18/2016
I B W i R Dely tier + Action | [ Editaction 2016-07-18 17:45:50.860

b
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Ganz CORTROL provides health monitoring data for server, devices and channels, as well as live status of connected

user sessions.

From the Ganz CORTROL Management Console, select Monitoring.

Buttons on the bottom panel offer quick information reference points, and a filter option.

Servers

The server status includes information about connection and synchronization. Both have a numeric status code and

corresponding textual status.

[ Ganz CORTROL Management Console - localhost

@ Menitoring > Servers

Monitoring
= Servers
@4 Devices
33 Channels

* User sessions

Configuration
% Events & Actions
M@ Monitoring

W Audit

TITLE 1D STATUS COMNMNECTION COMFIGURATION

= Server (101) Mormal Connected

Synchronized 6/23/2016 11:08:20 AN 1.0.0.54045 Unknown

Servers, 1

STATUS UPDATE TIME

WERSION FAILOVER CLUSTER  FAILOVER STATUS FAILOVER SERVER  FAILOVER

1 filtered %

Devices

The device summary provides configuration update status and the time of the last communication between the

server and device.

[ Ganz CORTROL Management Console - localhost

@ Monitoring > Devices

X User sessions

Configuration
£ Events & Actions
@ Moritoring

W Audit

Monitoring TITLE D
- 3NP PTE 114)
= Servers
W ZNE-FTNTFNTOL (118)
L0 Drstigs B4 ZN-BEOMPSSHE (116)
I3 Channels W4 ZN-DT2MTP-IR - (107)

STATUS
Morm al
Morrmal
Mormal

Morrmal

Built-in Admirni

SERVER DEVICES/MODEL

Server (101) CBC (Ganz) GANZ GenStar Series 6/23/2016 11:09:39 AM

Server (101} CBC (Ganz) GANZ GenStar Series 6/23/2016 11:09:39 AM

Server (101) CBC (Ganz) PixelPro Series

Server (101) CBC (Ganz) PixelPro Series

| Devices, 4 |

STATUSUPDATE TIME INFORMATION

6/23/2016 11:.09:39 AM

6/23/2016 11:09:39 AM

4 filtered %

CBC AMERICAS Corp.
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Channels

Along with configuration update results, channel monitoring contains information about the following:

Video loss

Stream bit rate

Stream frame rate (FPS)
Recording status

Recording status uses the following denotations: O=currently not recording, 1=recording is active. Note that 'not

recording' may mean either that recording is not configured (disabled) or that recording has not been activated

according to the schedule.

[£ 5anz CORTROL Management Console - locahost

@ Monitering > Channels Buitn A

Monitoring TITLE D STATUS  SERVER DEWICE STATUSUPDATETIME  VIDEO LOST DURATION KBIT/S FPS  RECORDING  RECORDIF
28 3MPPTZ (115) Normal Server {101) 3MP PTZ(114) 6/23/2016 11:10:24 AM  No video 0 0.0 Activated
= servers 33 ZNB-FTNTFN1O0L (119) Mormal Server (101) ZNB-F7NTFNTOL (118) 6/23/2016 11:10:24 AM No video 0 0.0 Not activated
&4 Devices 33 ZN-BEDMPSSHE (117) Mormal Server (101) ZN-BEDMPSSHE (116) 6/23/2016 11:10:24 AM No video 0 00 Activated
) )

23 Channels 33 ZN-DT2MTP-IR  (108) MNormal Server (101) ZN-DT2MTP-IR (107)  6/23/2016 11:10:24 AM No video 0 0.0 Not activated

& User sessions

configuration
% Events & Actions
2 Moritoring

>
1 Audic

i Channels, 4 | diltered %

User Sessions

This monitoring area displays currently active incoming Ganz CORTROL Client connections with the following details:

User account

Remote address

Remote (outgoing) port

Session start time

Type (Ganz CORTROL Console/Ganz CORTROL Client)

Disconnected sessions will automatically disappear from the list.

[£] Ganz CORTRGL Management Console - localhost - oIEl
@ Monitering > User sessions
Moritoring USER ID REMOTE ADDRESS START TIME TYPE SOFTWARE VERSION
& Brian (. 1270.0.0:52543 6/23/2016 11:15:20 AM Monitor 1.0.0.54045
= Servers
& Built-in Administrator account (1) 127.0.0.1:52160 6/23/2016 104541 AM Console 1.0,0.54045
W4 Devices
22 Channels

& User sessions

configuration
4 Events & Actions
2/ Moritoring

W Auit

Recently updated, 1
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16. Audit

To access the global audit log in Ganz CORTROL Console, choose the Audit section in the bottom-left-hand panel. Use the
Search field in the upper-right-hand menu to filter the records. Press the Refresh button to reload the item list.

The audit log contains detailed information about the most important user activities and server events.

From the Ganz CORTROL Management Console, select Audit.

Buttons on the top panel offer filter definition, view, and select options.

[ Ganz CORTROL Management Console - localhost - o IEH

@ Audit > Servers

Audit 7 = 7
Define filter View 1 selected

= Servers
] TIME SERVER: EVENT INFORMATION

& Users (296) B/23/2016 11:15:53 AW Server (101) Configuration loaded The operation completed successfully

(280) 6/23/2016 10:45:57 AM  Server (101) Configuration loaded The operation completed successfully

Configuration (257) 6/22/2016 22941 PM  Server (101) Configuration loaded The operation completed successfully

6/22/2016 2:29:26 PM  Server (101) Configuration loaded The operation completed successfully

% Events & Actions (256

[251) 6/22/2016 2:23:26 PM  Server (101) Configuration loaded The operation completed successfully

B Monitoring

(249) 6,22/2016 211924 PM Server (101) Configuration loaded The operation completed successfully

10 Audit

(245) 6/22/2016 2:18:24 PM  Server (101) Cenfiguration loaded The operation completed successfully

)
)
)
)
)
)
)
)

(244) 8/22/2016 2:16:24 PN Server (101) Configuration loaded The operation completed successfully

Log Entries
Events are organized in a way similar to the Windows Event log, and can be filtered and sorted by any field. By default,

entries are sorted by time, with latest on top.

Each event contains the following values (internal ID fields omitted):

o Time: event timestamp in system locale-specific format
e (lass, Subclass and Event
o Server: internal server activity
= Server activity: internal server activity
e Config loaded

o  User: action was taken by user via Ganz CORTROL Client
= Authorized
e Logout: Ganz CORTROL Client disconnected
= Accessed Device
e  Receive Data: stream received
=  Administered Device
e  Administer

e Object Name
o User name or server ID

e Target Name
o Target device name
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Server
Audit option Server is related to audit filters as they relate to the available CORTROL servers.

Define Filter: Audit log entries can be filtered for easier analysis. Click the Define filter button on the upper panel to bring up
the dialog box.

Set period
Date and time can be set manually, or automated controls for preset time boundaries can be used. Start and end boundaries
may also be used separately.

In the Set period tab, specify the time limits for log output:

e Alltime

e Lastday

e Lastweek
e Lastmonth

[ Filter a8l
© set period
% Select events Set auery period
&5 Select resources Al time From date and time

6/23/2016 V111553 AM

Last day
From beginning

Starts query fram the first time the systerm was set up
Last week

To date and time

Last month 6/23/2016 V113121 AM

Description

Until nowe

Ends query when timestamp submitted

Reset query Submit query Cancel

Select events
In the Select events tab, choose specific event sources, groups and types to narrow down the search.

Central server connected
Central server disconnected
Configuration loaded
Failover status changed

[ Firter - o IEd
Fiter Select events
© Set period
Select events
% Sclect events
EVENTS
& Select resources
v Central server connected
7 Centrsl server disconnected
¥ Configurstion loaded
V! Failover status changed
Clear
Reset query Submit query Cancel
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Select resources

In the Select resources tab, the specific resources needing to be mentioned can be selected in the log entries. Note that if

multiple resources are chosen, the filter will apply OR logic, meaning that output log entry will only be displayed if it contains
at least one resource; it will not have to contain all of them.

Search query: Use the Search field to filter the resource list. Both the list of Resources in query and general All resources will be

affected by the Search filter. Press the Reset query button in the bottom left corner at any time to restart filter configuration.
When finished, click Submit query to view the results.

[ Fiter * - - El
Fitr Select resources Q I
© Set period
Resources in query All resources
% Select events
TITLE ] TVPE TITLE D TVPE
& Select resources = senver £107) Server * & Guards (104) User group 2
& Brian (106) User a8 Managers (105) User group
& Built-in Administrator .. (1) User B 3P PTZ (115) Channel
& John doe (122) User 73 ZN8-FNTFN1OL (119) Channel
&N Built-in Administrator., (@) User group o 3 ZN-B6DMPSSHE (117) Channel o
Remove Add
Reset query Submit query Cancel

Users

Audit option Users is related to audit filters as they relate to the available CORTROL users.

Define Filter: Audit log entries can be filtered for easier analysis. Click the Define filter button on the upper panel to bring up
the dialog box.

Set period

Date and time can be set manually, or automated controls for preset time boundaries can be used. Start and end boundaries
may also be used separately.

In the Set period tab, specify the time limits for log output.
All time

Last day

Last week

Last month

Ore - oEm
Fiter Set period

© set penad
F selectevents Set duery period

& Select resources

“izassam |2

Reset query Submit query Cancel
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Select events

In the Select events tab, choose specific event sources, groups, and types to narrow down the search.

e Login
e Logout
e Administer
e Navigate
e Receive Data
e Unsuccessful log in
[ Fiter - o E3
© Set period
Select events
% Select events
EVENTS
&5 Select resources
Log in
Log out
Administer
Navigate
Receive Data
Unsuccessful lag in
Clear
Reset query Submit query Cancel
Select resources

In the Select resources tab, the specific resources needing to be mentioned can be selected in the log entries. Note that if
multiple resources are chosen, the filter will apply OR logic, meaning that output log entry will only be displayed if it contains
at least one resource; it will not have to contain all of them.

Search query
Use the Search field to filter the resource list. Both the list of Resources in query and general All resources will be

affected by the Search filter. Press the Reset query button in the bottom left corner at any time to restart filter configuration.
When finished, click Submit query to view the results.

[ Fiter * - - EN
© Set period
Resources in query All resources
F select events TITLE D TYRE TITLE D TYPE
2= Select resources = Server (101) Server 23 3MP PTZ (115) Channel -
X Brian (108) User o3 ZNS-FFNTFNIOL  (119) Channel
X Built-in Administra (13 User 3 ZN-BEDMPSSHE  (117) Channel
X John doe (122) User 22 ZN-DT2MTP-IR (108) Channel
% Built-in Administra.. (3) User group B3 Outdoor Channels  £120) Channel group
&L Guards (104 User group &4 3MP PTZ (114) Device
&L Managers (105) User group W ZNE-FFNTFNT0L (118) Device
v
Rermove Add
Reset query Submit queny Cancel
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8. Problem Report Wizard

CORTROL offers a comprehensive wizard-like tool for structured and detailed problem reporting. The tool is
automatically installed at the same time as the product and is thus available on any machine on which CORTROL is
installed.

To access the Problem Report Wizard:
e Windows 8 and newer: use Start -> All Apps -> CBC AMERICAS, Corp. -> Problem Report Wizard
¢  Windows 7 and older: use Start -> All Programs -> software installation folder -> Tools -> Problem Report Wizard
e Alternatively, use Windows Start Menu Search to locate the Problem Report Wizard in the programs menu.

Make sure to run the Problem Report Wizard on the correct computer. It gathers information from the machine it has
been launched on, and not from any of the servers connected via Ganz CORTROL Console or Ganz CORTROL Client.

Agree to deliver system files to CBC AMERICAS, Corp. support and click Next. You can check which files are being
taken from your system by clicking on the information button next to the agreement checkbox.

Note that CBC AMERICAS, Corp. will not transfer your data to any third-party companies. All of the information gathered
is required to help CBC AMERICAS, Corp. efficiently resolve the reported problems.

—
Ganz CORTROL Problem Report Wizard - X .
— List of files 4
Welcome to Ganz CORTROL Problem Report Wizard!
Ganz CORTROL = M5 Windows System, Application and VMS Event logs.
This wizard will guide you through the steps required ta submit a problem report to technical suppert. » Device Manager hardware information.
You will be able to provide your comment. and the wizard will gather relevant information and attach it . . . . . . . .
1o the report = List of installed VMS files including file size and version.
T — = VM5 log file located in ProgramData folder.
- VMS Configuration and Audit databases
Step 2. Problem description = List of configured cameras.
Toke  sunvey or it down problem descrigtons with fex -
s e s g et - System resource usage statistics.
Step 3. Gathering system information and sending dats = ¥M5 archive index and status.
Collecting sed cendiog duts i
* VM5 registry keys.
| agree on delivery system files @) = WMS License file.
Ok
Next i

Enter your name and your email address so that the CBC AMERICAS, Corp. support team can contact you. Click
Next to proceed.

Ganz CORTROL Problem Report Wizard - X

Username and valid email address

problem reports will be sent to the email address
abid email address.

Sokutions or
prowded. It is highily re

UsarName

Email address
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If you are applying a new, unreferenced problem report, click the Add problem description button. A short comprehensive
wizard will guide you through the main issue categories, allowing you to choose the issues that are most applicable to your
situation. You will be given the chance to enter error messages/codes and to attach snapshot(s) as needed. Make sure to
provide the maximum amount of relevant information about the issue being experienced, and always include snapshots
if they are available.

I Ganz CORTROL Problem Report Wizard — X

Step 2 of 3. Problem description

Problem description X
Problem

General problem source Lution

Please cpecify preblem general source or select Custom option to describe
preblem with plain text,

QO Client
O server
QO Streaming Server

Q Custom (describe problem in free form text)

Cancel
[T TUDIET eSO ey rovided

If you were asked by support team to generate a problem report, copy the ticket ID from the email communication

and add it to the report by clicking the Problem description already provided button. This will help the support team to
classify your report faster, and it will also guarantee that your report will go directly to the team member responsible for
the thread.

I Ganz CORTROL Problem Report Wizard - X

Step 2 of 3. Problem description

Problem descriptions

PROBLEM STEPS TO REPRODUCE FOUND SOLUTION

Add support ticket number X

Please specify support ticket number assigned to
your support request.

Support ticket number

Cancel

Add problem description
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Multiple descriptions may be added to a single problem report. When ready, press the Send report button. The wizard will
then try to send the report automatically.

If the server is offline, the wizard will not be able to submit the report to CBC AMERICAS, Corp.; instead, the software will
prompt to save the generated report locally. Press the Finalize (SIC in software) wizard without upload button to finish.

| Ganz CORTROL Problem Report Wizard - X

Step 3 of 3. Gathering system information and sending data

Finalising the wizard
The submission is in progress. The wizard is trying to contact the website. Please wait: this could take

some time. Once the request has been completed, the wizard will take you to the next page. To abort
the sumbission, click Cancel.

Gathering system information...

Cancel

Click Save report as file to save the compressed report onto the computer. The report may also be sent manually from
any other computer to cortrol@cbcamerica.com. Click Exit to close the wizard.

I Ganz CORTROL Problem Report Wizard — X

Welcome to Ganz CORTROL Problem Report Wizard!

Wizard completed

The wizard has completed its task.

= Step 1. User contact information
Contact persen: Brian D with email bcamerica.com

Step 2. Problem description
1 problem(-s) described

Step 3. Gathering system information and sending data
Data successfully collected and uploaded
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9. COTROL Quiz (Open book)

1. What s the default username and password to log in as an Administrator to Windows?
a. root/ pass
b. admin / admin
c. ADMIN /1234
d. admin / “No password”

2. How many IP camera licenses are included when installing CORTROL Prime?

a. None
b. 4

c. 8

d. 16

3. What Operating System will run the CORTROL client?
a. Windows XP and higher
b. Linux
¢. MacOSX
d. All of the above

4. Whatis the resolution limit of CORTROL Prime?

a. 720p
b. 1080p
c. 4K

d. 8K

5. What port does the CORTROL Server use to communicate with the CORTROL Client?

a. 80

b. 8080
c. 554
d. 60554

6. Whatis the default username and password to initially log in as an Administrator to CORTROL?
a. root/ pass
b. admin / admin
c. ADMIN /1234
d. admin / “No password”

7. How is a device defined within CORTROL?
a. "Device" refers to any actual video stream delivered to the server.
b. "Device" profiles allow users to set how data streams are recorded.
c. "Device" refers to any piece of physical equipment that serves as a data provider.

8. How is a channel defined within CORTROL?
a. "Channel" refers to any actual video stream delivered to the server.
b. "Channel" profiles allow users to set how data streams are recorded.
c.  "Channel" refers to any piece of physical equipment that serves as a data provider.
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9. How is arecording profile defined within CORTROL?
a. "Recording profiles" refers to any actual video stream delivered to the server.
b. "Recording profiles" allow users to set how data streams are recorded.
c. "Recording profiles" refers to any piece of physical equipment that serves as a data provider.

10. What is highly recommended once you complete the setup and configuration of the CORTROL system?
a. Backup the settings by exporting the settings and the license key from the system.
b. Search for recorded video from the cameras to verify that the motion detection is working.
c. Verify that all of the steps from the installation checklist have been completed.
d. All of the above

11. Regarding software such as Anti-virus, defragmentation, and scandisk, what is the rule of thumb?
a. Configure to scan all available media.
b. Configure to run on the C: drive and data drive(s).
c. Configure to run on only the C: drive.
d. Configure to run on only the data drive(s).

12. What is the advantage of the member’s function in CORTROL?
a. Allows the addition of a device, channel, or user to a grouping.
b. Allows the addition of a device, channel, or user to profile.
c. Allows the addition of a device, channel, or user to a server.

13. For software motion detection in CORTROL which is more CPU intensive?
a. Software (High Accuracy)
b. Software (High Performance)

14. In CORTROL, the main stream and sub stream must record to the same storage device.
a. True
b. False

15. CORTROL allows monitoring Servers, Devices, Channels, and User sessions.
a. True
b. False

16. In order to request an evaluation license for CORTROL
a. Request one through the mobile app.
. Request one during the installation.

b
c. Request one from www.ganzsecurity.com.
d. COTROL does not offer an evaluation license.
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10. Course Evaluation

Strongly
Agree

Strongly

Please indicate your impressions of the items listed below. .
Disagree

Agree | Neutral | Disagree

The training met my expectations.

The content was organized and easy to follow.

The materials were pertinent and useful.

The quality of instruction was good.

There was adequate time for questions and discussion.

Comments:

Indicate your level of preparedness to complete the following Strongly | Agree | Neutral | Disagree | Strongly
tasks. Agree Disagree

Following the System Evaluation Checklist to configure a Ganz
CORTROL System.

Install a client on another computer, making sure it can connect to
the server with the expected IP address and one of the user accounts
that was set up.

Display cameras in the layout panels using both the drag and drop
and double clicking methods.

Conduct a video and audio search using the interface to control
playback.

Export video to a USB thumb drive, and or host client location.

Use the online Help System.

Troubleshooting basic support issues.

Comments:

Excellent | Good | Average | Poor

How do you rate the training overall?

Comments:

Yes No

Would you recommend this training to other dealers?

Comments:

What aspects of the training could be improved?
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Comments:

11. Check List —- CORTROL Setup

Quick Start
Installation
H See Quick Start Guide for information on installing the hardware.
Establishing Initial Communications
H See Quick Start Guide for information on establishing communications from the CORTROL client to CORTROL Server.
Configure IP Cameras
= See IP Camera Quick Start Guide for information on configuring IP camera addresses, usernames, and passwords.
Config (Setup)
System
= Configure the CORTROL Recording Server’s system name, time, time zone, and Static IP address.
Storage
O Ensure all disks are selected for recording except the system drive, C:\ in Windows.
Ensure total disk space matches the expected value.
Add IP Cameras
H Network cameras IP address are configured, and added to the Ganz CORTROL Recording Server.
Camera Recording (IP cameras)
O Set resolutions: Groupl __ Group2 Group3 Group4 Group5
Set frame rate: Group1 Group2 Group3 Group4______ Group5
Camera Recording (analog cameras)
O Setresolutions: Groupl ___ Group2 Group3 Group4 Group5
Set frame rates: Group1 Group2 Group3 Group4 Group5
Disable cameras that are not connected.
Camera Settings
Name camera.
Enable onscreen display.
Set motion mask on IP cameras (typically no motion mask set on a new camera, motion recording won’t trigger.)
Mask motion from irrelevant objects such as moving trees, ceiling fans.
= Create Layouts for relevant locations, such as doors and hallways.
Configure quality/bit rate setting just high enough to see relevant details.
If supported by the cameras, set secondary stream, for use in multi-live view screen arrangements.
Watch for motion blocks in live to ensure that motion sensitivity and masking are appropriately configured.
Configure mechanical PTZ presets.
Schedule
O No recorded is assigned by default. Change any cameras to continuously record or motion recording as needed.
Audio is not recorded by default. Schedule audio recording if necessary.
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Configure, schedule event notifications if necessary.
Users
H Add user accounts for the people who will use the system.
Trigger Input
O Name input triggers to be used.
Set radio button to normally open or closed to match physical switch.
Alarm Output
= Name any alarm outputs to be used.
Notifications
Create email profile for system health administrator.
H Create email profile for security events such as unexpected motion or input triggers.
Create email profile for the installer.
Export an archive clip
O Archive a five-minute clip to confirm recording, and archiving.
Insert blank CD / DVD / USB thumb drive.
Event Linking
Create events to alert administrator via email of system health issues.
| Create events to record video on input triggers.
Create events to email security administrator upon unexpected triggers or motion.
Create event to email installer when license subscription is near expiration.
Export Configuration Settings
= Save settings and license to a USB flash drive to aid the recovery process, if necessary.
Live Page
Live
= Create views as required by users for live viewing or multi-camera search and playback.
Install Client
O Install the Ganz CORTROL Client on another computer and ensure that it can connect to the Ganz CORTROL
Recording Server using the static IP address and one of the configured user accounts.
Search Page
Search*
Connect after 24 hours.
0 Connect after 7 days.
*Search to ensure cameras are not recording excessive amounts of motion. If they are, adjust motion sensitivity or
windows/masks, or possibly adjust camera for low-light noise. Look at Storage page and extrapolate the storage
duration to ensure that it meets requirements. If it does not, decrease frame rate, quality, or resolution.
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12. CORTROL Technical Training — Notes 1
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13. CORTROL Technical Training — Notes 2
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