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I . Overview

1. Components

Cable clamp Adapter

2. Names and Functions
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- Rear View e
RS-232
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WIEGAND
DC JACK
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Indicator LED for POWER / STATUS

Indicator LED for ALARM IN / ALARM OUT

Factory reset button.

Slot for inserting & micro SD card.

Universal Serial Bus({USB) port for additional devices such as USB Memory Stick
Connect the audio ine input and output.

RJ-45 port for connecting intermet and other platforms such as interoperable
VMS, recorders and IP cameras.

RJ45 port for connecting IPCs and other devices through a separate LAN.
Connect the remote control device for RS232 communication,

Connect the remote control device for CAN communication.

Connect the sensor / alam input signal wires.

Connect the relay output signal wire.

Connect the remote control device for RS-4R5 commumication.

Connect the Wiegand input and output signal wires.
Connect the power plug of the provided 12V adapter.

DC JACK cabie clamp fixed hole

SD CARD type storages

USB type storages & external devices

Access Controller &
RS2 .
other alarming devic
VMS system er alarming oS
Alarm monitoring system
Access control system
Cloud based web service S
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1PCs.
i DVRINVR RTSP Server

Aeeoss Controllor &
other alarming devices




II. AIBOX Settings

AIBOX is an Al video analysis device that analyzes multi-channel video using various types of Al algorithms to
extract meaningful objects or identify various situations visually detected on the screen.

Al algorithms can be used to extract objects and follow the event after judging the situation with Al metadata.
Based on Al analytics information, event condition and alarm types can be set as wanted. You can also
accumulate and visualize your data to create analytical data that enables you to gain insights from continuous,
otherwise meaningless data.

The document below explains the basic connection method of AIBOX, the structure of the system setting Ul,
and the setting method.

1. Device installation

1.1 Installing the AIBOX
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1. Install AIBOX on a network connected to the Internet and run a DHCP server.
2. Connect the network cable to ETHERNET 1 port of AIBOX.

3. The AIBOX boots up immediately when the adapter is powered on due to there not have separate power
button.

4. It takes about 1 minute to connect to the PC after the device completes booting.



2. Search for devices on the network

2.1 Download iDevice Manager

Download and install iDevice Manager from www.ganzsecurity.it . AIBOX is possible to search for the device’s

IP and set the network via iDevice Manager

When the install file runs, the firewall setting window will appear as below. For smoothly using, it is
recommended to allow the entire network.

;l:-: Windows Security Alert X

r Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of devicemanagementtool-v1.05 on all
public and private netwaorks,

MName: devicemanagementtool-v 1,05
Publisher: Unknown
Path: Crifuserstt user Wdownloads

Wt program YWdevicemanagementtool-v 1.05.exe
Allow devicemanagementtool-v 1,05 to communicate on these netwaorks:

Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

® Allow access Cancel

iDevice Manager - (1.0.0.28)

MAIN CONTROL SUB CONTROL

-0Ox

1P SETUP SETUP PASSWORD CHANGE

FIRMWARE UPDATE STEM INFO DATE/TIME SETUP

STREAM SETUP NETWORK SETUP

DEVICE LIST PROPERTY

NIC Select: R

IP ADDRESS MACADDRESS ~ HTTP TYPE HTTP(s) POR] RTSFFORT  SW VERSION DEVICETYPE CHANNEL  FING  NetTYPE

DI
Change IP Address for Selected Device

Mul
entially

Change IP Address for All Selected Devices

Camera, AIBOX

AIBOX

LOG VIEW

Change Ports for Selected Device



http://www.ganzsecurity.it/

e When run for the first time, it shows a list of AIBOXs connected to the network. In the ID / Password
field, admin / 1234 is entered by default.

e When the AIBOX is in “factory default or factory reset” status, “1234” is set as a temporary
password for network settings in the tool

e If the AIBOX is not shown, please check the network cable is connected to ETHERNET 1 properly.

2.3 Setting screen

iDevice Manager - (1.0.0.28) -0Ox

MAIN CONTROL SUB CONTROL

IP SETUP SYSTEM SETUP PASSWORD CHANGE

FIRMWARE UPDATE SYSTEM INFO DATE/TIME SETUP

STREAM SETUP NETWORK SETUP AIBOX

DEVICE LIST PROPERTY

NIC Select: y——

MODEL IP ADDRESS MAC ADDRESS ~ HTTP TYPE HTTP(s) POR] RTSP PORT SW VERSION DEVICETYPE CHANNEL  PING
INB-2005PR 1 1 1 -

HTTP 80 554 RA FAIL STATIC

O 5255 HTTP 20 554 RA oK DHCP
O 921681531 HTTP 80 554 CAMERA - oK DHCP
192.168.15.42 HTTP 8080 NVR/DVR 0 oK STATIC
O 192.168.15.128 HTTPS 2443 AlEridge oK DHCP
[ ZN-AIBOX-#RO 1821681591 0018400003 HTTPS 8443 5 AlBridge - oK STATIC £ 4 4
IN-AIBOX16 19216815119 O00:A16ROCOZBD  HTTPS 8443 5554 7231010039532 AIBOX - oK STATIC
ZNC-VDSMRI1DP 192168152 Q0ICARRRO3N]  HTIP " 554 CAMERA K DHCP
[ IN-AIBOX4-PRO 1921681525 00:1C88A00174  HTTPS 8082 5555 AlEridge - oK DHCP I
ZRF-VDSMZTZ0 TITERTST TUTCEEZE0F e FTT 4 55T TAVIERE - oK TETTC

ZN-CEDHE 19216815104  00:11:SRFOASZE CAMERA

2:43:12 ERROR [192.168.15.25) - [HTTP] Status : ProtocolError , Message: Errore del server remota: (401) Non autorizzato,
2:42:32 INFO [192.168.15.104] - [HTTP] Status : LoginFailed , Message: Login failed on remote server.
2:32 INFO 192.168.15.251 - [HTTP] Status - LoginFailed . Message: Login failed on remote server.

Change Ports for Selected Device

1. Click the device that wants to change the network settings from the list.
2. Enter the network information to set in the Setup Network section below.
. Enter the ID / Password of the device.

- If the AIBOX is in “factory default or factory reset”, enter admin / 1234.
. Click the Apply button.

w

I



2.4 Screen after settings applied

iDevice Manager - (1.0.0.28) -0x

MAIN CONTROL SUB CONTROL

Account information ger
P P SYSTEM SETUP PASSWORD CHANGE
: se

v . FIRMWARE UPDATE SYSTEM INFO DATE/TIME SETUP
¥ Please use a complex password.

@ File List Load STREAM SETUP NETWORK SETUP AIBOX

DEVICE LIST

MODEL IP ADDRESS MAC ADDRESS HTTP TYPE HTTP(s) POR1 RTSP PORT SW VERSION DEVICETYPE CHANNEL  PING
] INE-2005PR 169.254.37.51 00:1C:88:31:25:33  HTTP 80 554 CAMERA - FAIL STATIC
ZN-BEDMPSSHE 255255255255  OO:1CBB314ACF3  HTTP 80 554 CAMERA - oK DHCP
ZNP-285| p-A 192.168.1531 00:1C: HTTP 80 554 CAMERA - oK DHCP
INR-8FB2-8PA-V 1542 00:1C HTTP 8080 5554 NVR/ADVR 0 oK STATIC
ZN-AIBOX-PRO ,15.138 00:1C:82:F; HTTPS 2443 5554 AlBridge - oK DHCP

PROPERTY

IN-AIBOX-PRO 192.168.1591 00:1C:88:40:00:03 HTTPS 8443 5557 AlBridge - oK STATIC

O zn-ABOX16 192168.15119  0O:11:6F.00038D  HTTPS 8443 5554 72310.1.10039532  AIBOX - oK STATIC
ZNC-VDSNZ12DIP 192,168,152 00:1C:A2:280301  HITP 0 54 CAMERS - QK HCP

¥| ZN-AIBOX4-PRO 192.168.15.25 00:1C:88:40:01.74 HTTPS 8082 5555 AlBridge - oK DHCP [

T ZRP-VDSM2 1200 TOLTEE 1509 UCTCEEZE0F0E . RTTP T za TAME g TR TAT
IN-CEDHE 2.168.15.104 00:11:5F:FO:AS:2E HTTP CAMERA oK

10G VIEW RTSP PORT

07/27 12:43:12 ERROR [192.168.15.25] - [HTTP] Status : ProtocolErmor , Message: Errore del server remato: (401) Non autorizzato,
12:42:32 INFO [192.168.15.104] - [HTTP] Status : LoginFailed , Message: Login failed on remote server. AR ST
/27 1224

FO [192.168.15.25] - [HTTP] Status : LoginFailed . Message: Login failed on remote server.

1. After a while by pressing the Apply button, the network setting of the device will be updated in the list.

- If the network settings have not been changed, it is due ID or Password being incorrect, please check again.
2. After setting up the network, double-click the device information in the list to access the AIBOX.

- The AIBOX webpage will open in the default browser in Windows.

3. Initial access settings

When accessing the AIBOX for the first time, the initial setting wizard is displayed.
To use the AIBOX, complete the setup in the order shown in the Ul.

3.1 Device language settings

Language/S&/H X

English



The appropriate language is set as the default to match your browser’s language settings. If you want a different
language, select the desired language from the drop-down box.

3.2 Device Time-zone settings

Timezone

GMT+0%:00 Asia/Seoul

g
]
-

OFF

Set the password | want to use. The password can use the alphabet, numbers, and special characters, and it
should be set to 8 to 16 characters.

10



3.3 Initial password setting of Device

Please set a password

o

Apply

When accessing the AIBOX for the first time, the initial password setting Ul is displayed. Set the password |
want to use.

The password can use the alphabet, numbers, and special characters, and it should be set to 8 to 16
characters.

3.4 Accessing to Device and setting the remote support settings

Log in using the device’s account information using admin as the ID and the password set in the previous step.

11



4. Video source setup

4.1 Camera Video Input Setting

To enable the AIBOX to receive and analyze video from a camera, you must first set up the camera’s connecting
information.

= Device 98E838 ArmyDisarm [ Aew ] 0 Video Prevew

Home / Video Input | Video Strearm

Video Input Video Stream
Video Stream
T ]
False Alarm Reduction Al Enginis Rascriyox e
Video Decoding Resource ousiesann w
Video Resolution Resource x| 18
fo) Camera: % de
| 1 [ R g 56,101 7:5554ide " LYY - |
2 [ Connocies JEE- ST RETT 4o/ 192.168.101.7:5554 /ideoIpr_plmpd o
| 3 £ [ Corncxios JECTRTIET t5p//192:168.101.7:5554 vidoo/ass3_15.mpd ey - |

Click the ‘Video Stream’ in the sidebar navigation menu displays the settings menu for receiving video
from the camera.

@ The ‘Al Engine Resource’ displays usage relative to maximum Al processing capability. Each app
requires a different Al processing capacity, so be careful not to set over the maximum processing.

The ‘Video Decoding Resource’ shows current usage based on the maximum amount of video the AIBOX
can receive and process from the camera. The ‘Video Resolution Resource’ shows the usage against the
maximum resolution available on the AIBOX. No item will exceed the limit.

@ The ‘Video Stream’ settings allow you to set the video stream information accessible over the
network.

4.2 Video Stream for Each Channel Setting

Click the channel for which you want to set the video in the list of video streams.

12



CHS5

Attribute

Channel Name

Video Source

URL

Transport TCR

HTTP{S) Port

Authentication

Usermname
Password
Etc
Use Cam Speaker Connect additional audio Session for TaNSMItting sound sources.
Video Buffering ~500ms

Reset Reconnect Cancel

@ Enter the Channel Name

@ Enter the RTSP URL of the camera.

@ Select a transport protocol. The transport protocol specifies the protocol of the transport layer used
to import the video stream.

@ Set the credentials needed for receiving the video stream. Usually, the ID and password of the IP
camera are used.

@ If you want to use a camera speaker, check the ‘Use Camera Speaker’.

@ Set the maximum video buffering time. If, due to network conditions or camera types, video
information is not transmitted smoothly and is received in a sudden burst, AIBOX can redistribute it into
smooth videos according to the buffering setting. As the ‘Video Buffering’ setting is a maximum value,
the actual buffering will be less than the set value if there are no problems with the camera and network
performance.

4.3 Change the Video Type

You can change the video type in the video stream for each channel setting. To check the video type,
you can look near the other channel informations. Currently the types supported are Fisheye and
Corridor Mode (max 720x1280).

0 Video Type Mormal (Min.1280x720, M

13



4.4 Check the Video Stream Connection Setting

You can check that the video stream you have set up is being received correctly. To check the receiving
video stream, click the ‘Video Preview’.

[ Video Preview admin

4.5 Multiple video channels at once

Set up multiple channels of video streams at once. You can set up multiple channels of video streams in
bulk using copy and paste, as well as features such as Apply to All.
To use the Bulk Setup feature, click the ‘Edit Video’ button in the Video Stream Settings area.

(4, Search Camerag fig Edit Video

The ‘Batch Setting’ allows you to set the name, RTSP URL, transport, and authentication information for
all channels at once.

The settings you enter in the Apply All line at the top can be applied to all channels by clicking the tick
button for each setting.

4.6 Searching for setting ONVIF cameras

ONVIF is a standard for the interoperability of physical security devices. For network cameras that
support the ONVIF standard, you can set up video streams using Discovery. To use the discovery feature,
click the ‘Search Cameras’.

(1, Search Cameras iy Batch Setting

Search for your camera in the ONVIF search pop-up, then enter your credentials to see a list of video
streams supported by your camera. Assign the streams you wish to analyze to a channel on the AIBOX.

14



Search Cameras x

B Click "Search Cameras’ to auto-detect compatible cameras.

), Search Cameras

B Log in, get RTSP URLs, and assign to desired channels.

Search Cameras x

B Click "Search Cameras' to auto-detect compatible cameras.
B Log in, get RTSP URLs, and assign to desired channels.

(), Search Cameras
QPX_0824M5C 192.168.101.191 Login
IPX 192.168.101.137 Login
VUHDIP-32 192.168.101.46 Login

CSB2-5MA4C-1MPAR7 192.168.101.128 Login

3

VUHDIP-8-3 192.168.102.8

CSB-8MP-1VKARS 192.168.103.214 ADMIN

CSB-8MP-1VKARS 192.168.103.213
CSB-8MP-1VKARS 192.168.103.215 Login

NHC-IR22T 192.168.101.90

Cancel Submit

4
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Search Cameras

B Click ‘Search Cameras' to auto-detect compatible cameras. Q, Search Cameras
B Log in, get RTSP URLs, and assign to desired channels.

QPX_0824M5C 192.168.101.191 m
IPX 192.168.101.137 m
VUHDIP-32 192.168.101.46 m
CSB2-5M4C-1MPART 192.168.101.128 m

[ ]

VUHDIP-8-3 192.168.102.8

CSB-8MP-1VKARS 192.168.103.214
rtsp/fADMIN: @192.168.103.214:554/live/main  1920x1080 / ~15 FPS CH1
rtsp://ADMIN: @192.168.103.214:554/live/second  640x360/ ~30 FPS

CSB-8MP-1VKARS 192.168.103.213

4.7 Searching for setting ONVIF cameras

Once the video stream is set up and connected, click the ‘Configure Al App’ button, select the
appropriate app, and set the event action rule.

Q, Search Cameras fig Edit Videos

Configure Al App

Configure Al App
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5. Remote support settings

5.1 Remote support Settings

= Device 98838 Arm/Disarm [ Arm] (O Video Praview

Home ~ System | System Manager

System Management

System Management

Event Rule List

1 Update
SYSTEM SETTINGS
Network Factory Default S Default
System
D & impot #E
Date / Time
User Centificate Update ) Update

System Management

() Reboot () Schedule

System Information
Security

Technical Support

Log

APl Document Yebug Logs = Download

License Management

Cloud Service

MAC Address 24—
Remote Code S

Enable the Remote Assistance function in the System > System Management > Technical Support menu. You
can receive remote technical support by sharing the Mac Address and Remote Code displayed on the Ul.
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6. User creation settings

6.1 User creation settings

= Device 400003 Arm/Disarm ( [ A | (0 Video Preview

Home | System | User

User Management . +8Add
Network

User D Group Operation

admin Adminisirator

D:

User

System Management

Backup

System Information

Security

You can create multiple user with different authorizations. To do that, use the button Add to open a pop-up
window with the user information.

Add User »

User Data

User ID*

Group* Administrator

0 Password*

Confirm Password*
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The group determines what permissions a user can have and is composed of:

® Administrator: Has full authority. Can add or delete all registered users, including Administrator,
Managers and Viewers.
An Admin-level user created by the original Administrator can be deleted by that original
Administrator.
However, an additionally created Admin user cannot delete the original Administrator account.

® Manager: Has all permissions except for GDPR settings. Can add or delete other Manager-level users
and can be deleted by an Administrator.

® Viewer: Can view all menus but does not have permission to add or delete users

IT. Application usage guide

AIBOX works by adding various applications in the form of add-ons.
To add and use the application to the device, a license to use the application should be issued from the
device dealer.

1. Application Activate

To activate additional apps, you need a license for each application.
Licenses are issued by the seller of the device in the form of a .json file, which you register and use in the ‘License
Management’.

SYSTEM SETTINGS

Metwork

License Management ™

+ License Key Registration

System

License Management

Cloud Service fi] Delete All

If the device has a license, the app will appear as a green header in the ‘Explore Al apps’ menu.

19



Licensed £

i
Event Action List ¥
° & "

SYSTEM SETTINGS E

Network

Video Input

Display

Detect people in no-entry zones, send

notifications, and configure various other

Crroto 1
System actions.

License Management ) No Rules in Use

Cloud Service

APP SETTINGS

&
Explore Al Apps " e I

Active Al Apps R ®

System Event Settings

Detect objects that stay in and out of the

In the ‘Explore Al apps’, you can click on the app that you want to use to go to the settings menu for that app.

2. Event Action Setting Guide

Many of the various applications supported by AIBOX have a structure that performs predefined actions for
events detected based on Al.

By defining events and setting related actions, notification on real-time events can be used for a variety of
purposes.

Al Device

Action Handler

P ™

Event —h:' Schedule ‘:»—b Action Handler |  fe==-=emmeeeea- > . Cloud Server
o J

Action Handler

—.

drop
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When an event is triggered by the event action setting, the schedule is checked. If the event occurs at other
times with the schedule, the event is dropped without any event action.

If the action run time is set, the action that can be run on the edge is run first.

Using a cloud application is not mandatory, but it allows for performing more actions using the network.

— &

©

Al Device »

2.1 Alarm setting example (Intrusion)

To set up an intrusion detection event action, click the ‘Explore Al Apps — Intrusion Detection’ in the sidebar
navigation menu.
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Licensed £

r'y

Event Action List i
v &= "

SYSTEM SETTINGS E

Network

Video Input

Display

Detect people in no-entry zones, send
notifications, and configure various other

System actions.

10, M Licensed Mo Rules in Use

License Management

Cloud Service

APP SETTINGS

#
Explore Al Apps " . I

Active Al Apps k &

System Event Settings

Detect objects that stay in and out of the
+ Add Rule
To set a new detection rule, click the button in the intrusion detection settings.

2.1.1 Event Action Rules Setting

RBule Name Rule #8975

O Active (

1. Enter a name for the rule. A random default value is entered, change this if necessary. You can also identify
the rule by the name you enter in the action performed by the action handler.

2. If you want to activate the event action rule upon creation, turn on the ‘Active’ switch.
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2.1.2 Event Setting

Add
1. Click the button to set up the event.

Event Setting Add

Video Event Type Event Name uuID Operation

2. Select the video want to detect via the dropdown to the right of the Event Type.

The detection zone can be set using the functions below. Alternatively, you can select zone information
generated from other event settings by importing zone information.

Drag the detection zone to move the entire area.
Drag the vertex to move it.
Click the yellow line to add a new vertex at that point.

Right-click the vertex to remove it.

Drag the gray box to move the label position.
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After done, the video will look like below with the event zone ad label set up above.

. Apply & View _ .
3. Click the button to save after setting for each option.

Event Name Intrusion Detection Detection Policy
Event Count Label Intrusion Target Object
Event Count Reset 00:00 Ignore Duplicate Object

Skip Consecutive Events

Re-trigger Interval

Ignering Interval

® Event Name : Enter the name of the event zone you created above.

®  Detection Policy : Select whether to make event judgments about objects quickly or cautiously.
When setting up a careful detection policy, objects are observed for a period of time to ensure that
events are raised as accurately as possible. This can reduce false alarms at the expense of slightly
delayed events. When setting a fast detection policy, the event is raised as soon as the object is
detected. In this case, the time to observe the object is minimized in order to make a quick decision,

which may result in false positives.

Careful Detection

2
3

second(s)

second(s)

®  Event Count Label : Enter the name of the label widget drawn over the video.

® Target Object : Select the event detection target. Person, Vehicle, and bike can be set.

® Event Count Reset : Set whether the event counts value or not. When enabled, the count value is

reset at the set time.
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® Ignore Duplicate Object : When checked, the same object will be ignored if it enters the event area
again.

® Skip Consecutive Events : When checked, ignores events caused by new objects as long as the
detected event target remains in the event zone.

®  Re-trigger Interval : When Ignore Duplicate option is enabled, if there are still detected event targets
in the zone, the event will occur again every set time.

® Ignoring Interval : Do not occur new events during the set time after an event occurs.

2.1.3 Action Settings

Define the event action to take when the event set occurs in Action Setting.

Add
1. Click the button to add a new action item.

Action Setting Add

Action Type Operation

2. Set each action want to perform when an event occurs. Please refer to the Action setting Guide for the
types of actions supported and how to set them up.

2.1.4 Finish setup

Submit
1. Click the - button at the very bottom to save intrusion detection event settings after setting up the
event, action in the event action rule set page.

2. If everything is set up correctly, you can see the new event in the list on the Intrusion Detection application
screen.

Intrusion Detection (1)

No Name Activation Operation

1 Hazardous Area Access (
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2.1.5 Filter settings (optional)

Schedule and Combined Rule filters can be used to set up event filters to drive actions. The schedule and
Combined Rule filter settings described below are not required to configure an action rule, so you only need to
set them if necessary.

2.1.5.1 Schedule settings

Set up event action schedules that operate over a period of time to set the time for sending the notification
whenever an event occurs.

Setting

1. Click the button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for more
information on how to set up a schedule.

2.1.5.2 Combined Rule condition settings

Set compound conditions on event actions to perform more complex forms of event filtering. The following
items can be set as compound conditions.

® Rules set in the application in the form of an event action
®  Events that make up a rule are set in an application in the form of an event action
®  System I/O devices, such as alarm inputs or virtual alarm inputs

Add
1. Click the button to set the combined rule condition.

Combined Rule Add

uuib NOT Time Range Operation

2. Please refer to the ‘Combined Rule Setting Guide’ for more information on setting up.
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3. Counter Setting Guide

The counter application counts the number of Al-detected objects. The count value can be utilized by defining
various actions.

3.1 Counter working process

Al Device
Count — -
O Visualization
County; . Data Store | | . > Cloud Server
Count — - N
-
. Cloud API
L]
Local API

By setting up a counter application, AIBOX counts objects internally and archives the counting data to internal
storage at regular intervals.

The stored data can be retrieved directly from the edge through the API. Edge storage has limitations in areas
such as storage period, network configuration, and service delivery performance.

3.2 Counter Setting Example (Occupancy Counting)

Utilize the Occupancy Counting application to count people in real-time not only in stores, but also in buildings,
specific areas of buildings, floors, or any other unit.

3.2.1 Counting Method

Occupancy counting operates according to the following methods.
1. Count the number of people entering from all possible entrances to the target space.
2. Count the number of people exiting at all possible exits from the target space.

3. Aggregate and store the number of people entering — the number of people exiting for each data collection
cycle.
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3.2.2 Counting Condition

To ensure that the count value is as accurate as possible, follow these guidelines.

® Compliance with entrance and exit camera installation guide.

® No one enters or leaves the target space other than the designated entrances and exits.

®  Specify a daily counter reset time when no one is inside the target space.

3.2.3 Camera Installation Condition

Camera tilt angle 1092~25¢2
Camera installation height 2m~5m
Camera horizontal angle 402~110¢

Camera resolution

Over 1280x720, 16:9 Ratio

FPS frame per second

6~30

Transmission bitrate

2Mbps~10Mbp

Minimum detection object size

Horizontal 32px, Vertical 64x

Distance between camera to object

~15m

g

2m

~15m

~15m

3.2.4 AIBOX Counter Setting

1. To set up counting people in a space, click the ‘Explore Al Apps’ — ‘Occupancy Counting’ in the sidebar

navigation menu.
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License Management

Occupancy Counting

Occupancy 32 / Max 50

Cloud Service

APP SETTINGS

North Gate:
In: 47 Out: 23 In: 34 Out:12

328 Explore Al Apps

Active Al App Settings

/@
gfe—
PTZ Tracking ! '
[ ]

System Event Settings

Calculates the number of pecple in the building by adding up entry and exit counts.

2. Click the button to create a new counter in the upper-right corner of the Occupancy
Counting list.

3. Enter the name in the “Name” session to distinguish this event action from the other events. Later, you can

use the name you enter here to distinguish the event in event history lookups or in actions performed by the
action handler.

Mame Counter #5054

Entry Counting Add Zone

CH Name uuID Operation

Exit Counting Add Zone

CH Name uuiD Operation

Add Zone
4. Click the button to add the enter/exit zone. If there are multiple entrances and exits, every
entrance and exit be added as a counting zone.

3.2.5 Counting Zone Setting

1. Select the video you want to count from the Select Video dropdown in the top right corner.
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2. The counting area can be set using the functions below.

®  Drag the vertex to move it
®  (Click the yellow line to add a new vertex at that point
®  Right-click the vertex to remove it

® Drag the gray box to move the label position

Apply
3. Click the - button to save after setting each option. Set the counting zone to every entrance and exit
the same as above to count the whole passengers.

® Zone Name : Enter the name of this zone.

® Counting Zone : Select the direction of people passing by needed to count as an event

3.2.6 Schedule settings (optional)

You can reset the counter at times when there are no people in the target space, such as at night or during non-
business hours.

You can set up a wipe schedule as a daily, weekly, or monthly wipe. You can also add multiple wipe schedules.

Setting
1. Click the button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for more
information on how to set up a schedule.
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3.2.7 Finishing the setup

1. When you've finished setting up all the entry and exit people counters and reset schedules, click

Submit
the - button at the bottom of the page to submit your in-space people counter settings.

2. If everything is set up correctly, you can see what you’ve set up in the list of people counters in the space.

Counters (1) + Add Counter

Name Occupancy Count (& Channels In Use Operation

Counter #5054 0 Bz2345678 B OB M

3.2.8 Setting up real-time reporting (optional)

0 Realtime Count Report Setting

This feature allows you to send count values to a user-configured HTTP server in real time. Not setting it does
not affect the behavior of the counter.
Click the “Settings” button to configure the real-time count reporting feature.

3.2.8.1 Reporting setting

Report Setting
Activation

Reporting Cycle 60 second(s)

To enable real-time reporting, turn on the switch in the Activation button.
The frequency of real-time reporting is set in the Reporting cycle item.

3.2.8.2 Data Receiving Server
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Data Receiving Server
Http(s) URL
Authentication None

Test

To receive real-time count data, configure the server information.
Add the HTTP or HTTPS server URL and authentication settings if you have authentication capabilities.

The authentication method can be configured as Basic, Digest or Token.

You can use the Test button to check that the device can send data to the server normally once you've set up
the data receiving server. When the “Test” button is clicked, data will be sent to the configured HTTP server in
the same format as the real time count data of the actual meter.

3.2.8.3 Data Transfer Format

Data Transfer Format

View Format s

Under Data transfer format, click the button in the View format item to see the live count data transfer
protocol information.

3.3 Counter Action Rule Setting Example

You can set events and create action rules based on the counter values of the counters you set.

Each counter app includes a separate menu where you can set up rules.

Home ~ Applications ' Occupancy Counting =~ Counter Rule

Counter Rule

Counter Counter Rule

Event-Action Rules
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+ Add Rule
To add a new counter rule, click the in the top right corner of the rules list.

3.3.1 Event Action Rule Preferences Setting

Eule Name Rule #8975

0 Active (

1. Enter a name for the rule. A random default value is entered, change this if necessary. You can also identify
the rule by the name you enter in the action performed by the action handler.

2. If you want to activate the event action rule upon creation, turn on the ‘Active’ switch.

3.3.2 Event setting

Add
1. Click the to set the event.

Event Setting Add

Video Event Type Event Name uuio Operation

2. Select the channel on which you want the event widget to appear and specify the location of the widget.
The channel on which the event occurs will also be set to the channel on which the widget will be displayed.

Event Type ‘ CH1 ‘
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3. Specify the target counter for the event in Counters. If there are any counters set up in the Counters
application, they will be displayed in the list.

=  There are two event types.

=  Conditional —the event is triggered when the specified counter’s value meets a specified
condition.
=  Every Count N — Triggers an event when the count value of the counter goes above
or below a multiple of the N you set. For example, if N=10, an event is fired when
the count value changes from 9 to 10, 19 to 20, or 10to 9, etc.
= If you added a range condition, such as greater than/less than, to the condition for every
count N — Even if the interval N changes, the event will not occur if the range condition is
violated.
=  [f the item greater than the setting is greater than the item less than the setting —
the event is fired if only one of the two conditions is met. ex) True if “X>10 OR X < 5”
if X>10, X<5
= |f the item Greater than the setting is less than the item Less than the setting — the
event is fired only when both conditions are satisfied. ex) True if “X>5 AND X<10” if
5<X<10
= Greater Than — The event is triggered the moment the counter’s count value becomes
greater than the setting.
= Less Than —The event is triggered the moment the counter’s count value becomes less than
the setting.
= The Greater Than or Less Than events are mutually independent, so there is no
condition under which one must be greater or less than the other. The event is
triggered when the count value becomes greater or less than the number you set.

Event Mame Occupancy Counting Counter Counter #5054
Counter Value Label Occupancy Now

Event Type Conditiona

rent Count Labe E C I
Event Count Label Every Count N

Greater Than Count Label Greater Than Count
Greater Than
Less Than Count Label Less Than Count
Less Than
Event Count Reset 00:00

= Periodic — The count event occurs at regular time intervals.
=  Events occur at regular intervals based on the event cycle you set.

= |f you have added a range condition such as greater than/less than setting as a condition
every cycle — every count N, the range condition will operate the same way as the setting.
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Counter Counter #5054
Event Type Periodic
Event Cycle 60 second(s)
Greater Than
Less Than

3.3.3 Action Settings

Define the event action to take when the event set occurs in Action Setting.

Add
1. Click the button to add a new action item.
Action Setting Add

Action Type Operation

2. Set each action want to perform when an event occurs. Please refer to the ‘Action Setting Guide’ for the
types of actions supported and how to set them up.

3.3.4 Finish setup

Submit
1. Click the - button at the very bottom to save intrusion detection event settings after setting up the
event, action in the event action rule set page.

2. If everything is set up correctly, you can see the new event in the list on the Intrusion Detection application
screen.
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Event-Action Rules (1) + Add Rule

Rule Name Activation Operation

Rule #9465 (

[=
Eb

3.3.5 Filter settings (optional)

Schedule and Combined Rule filters can be used to set up event filters to drive actions. The schedule and
Combined Rule filter settings described below are not required to configure an action rule, so you only need to
set them if necessary.

3.3.5.1 Schedule settings

Set up event action schedules that operate over a period of time to set the time for sending the notification
whenever an event occurs.

Setting
1. Click the button to set the event action schedule.

Schedule Setting Setting

Name Operation

2. Add a schedule to drive action when an event occurs. Please refer to the ‘Schedule Setting Guide’ for more
information on how to set up a schedule.

3.3.5.2 Combined Rule condition settings

Set compound conditions on event actions to perform more complex forms of event filtering. The following
items can be set as compound conditions.

® Rules set in the application in the form of an event action
® Events that make up a rule are set in an application in the form of an event action

® System I/O devices, such as alarm inputs or virtual alarm inputs

Add
1. Click the button to set the combined rule condition.
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Combined Rule Add

uuiD NOT Time Range Operation

2. Please refer to the ‘Combined Rule Setting Guide’ for more information on setting up.

3.4 Periodic Reporting Setting Example

You can periodically report the counts collected by the counters you have set up to storage, such as FTP, email
or AWS S3.
Each counter application has a separate menu where you can set up reporting.

Home = Applications = Occupancy Counting Report

Report
Counter Event-Action

Report

+ Add Report
To add a new counter rule, click the button in the top right corner of the report list.

3.4.1 Reporting Preferences Settings

Report Name Report #3122

0 Activation (

Counter All Generate Merged File

Data Format SV
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Report Name : Enter the name to identify this report setting. A random default value is
inserted, change this if required.
= Once you have set a report name, you can use the {{REPORT NAME}} token in
the report file name or the directory name in the receiver settings to specify this
report name in the report file name or the directory name in the receiver
settings.
Activation : Check the Enable box if you want to enable the report function simultaneously
with generation.
Counter : Set Counters specifies the counters that are included in the report. Counters must be
set in advance. The report will include all counters that are set when you select All.
Data Format : The Data Format setting specifies the type of reporting data. You can report data
in CSV or JSON format.

3.4.2 Schedule Settings

Schedule settings allow you to set reporting frequency, reporting time, reported data scope and reported data
units. You can register multiple schedules. Each schedule will send data independently.

Schedule Setting

N

Reporting Cycle Every 5 minutes

Report Time
Data Previous 5 Minute
Resolution & Minutes

Close Apply

Reporting Cycle : Set the frequency of data reports.
Report Time : Set when to report based on reporting cycle.
Data : Set the scope of reporting data.

Resolution : Set the units for aggregating report data.

3.4.3 Recipient settings

Recipient settings are similar to action settings in Event action rule settings. You can set a destination for the
report to be delivered to.
File transfer protocols are supported such as FTP (SFTP), email and AWS S3.
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3.4.4 Finish the setup

Once you’ve finished setting up your preferences, schedule settings and recipients, click the button at the
bottom of the page to submit your reporting settings.
You will see your settings in the list on the Counter Reporting screen if everything is set up correctly.

Home = Applications = Occupancy Counting Report

Report

Counter Event-Action
Report (1) + Add Report

Report Name Activation Operation

Occupacny_Report (

[
=

3.5 Counter Statistics Report Format Guide
Reporting data format
If you’ve set up reporting, then a statistical report is sent when the next cycle comes around.

Statistical reports are sent as CSV or JSON type data, depending on your settings.

Multiple zones can be set for a single counter. For example, Counter #1234 can have multiple zones set for it,
such as Zone #1234, Zone #1235, Zone #1236, ... etc.

Therefore, the format of the statistics report sent is also variable depending on the counter’s settings.

In general, the format of the statistical report will include the following data according to the counter-zone
hierarchy.

1. Total sum data from the counter
2. Data by each zone

You can see the format of the data being sent referring to an example below.
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3.5.1 [People counting] Example of statistical reporting data

If you have the following counters and report set up to periodically receive data from them through reporting
settings.

Mame Gangnam Station Traffic Counter

@ UUID ad5d5d0c-10e5-dcde-baac-501dc3283b52 (L

People Counting  Add Zone

CH Name
CH 1 Gate 6 Crosswalks
CH 1 Gate 5 Front

The counter is named Gangnam Station Traffic Counter, and it has two counting areas set up: the Gate 6
Crosswalks, and Gate 5 Front.

By adding reporting settings in the PeopleCounting app, you can receive statistical reports periodically for these
counters.

Below is an example of a statistical report set to send in CSV format every 5 minutes.

Example data in CSV format

Example data in JSON format
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"timestamp™

"datetime": :5

"[cumulative]-Gangnam S : 28321,
"[count]-Gangnam Station Traffic Counter™: 238,
"[A]-Gangnam Stati Traffic

"[B]-Gangnam Stati Traffic

"[A]-Gangnam Stati Traffic 6 Crosswalks

“[A
“I8

angnam Stati Traffic C Front™:
Gangnam 5tati Traffic C Front™:

1-
1-
"[B]- 'rugndm ati Traffic 6 Crosswalks
1-6
1-

Each line contains the following data
Aggregation start time from counters

1. timestamp
o The Unix Epoch value of when the data started being collected.
2. datetime

o Date and time values from when the data started being collected. It is set in the format

specified in the System-Date and Time setting.
Aggregated statistical data from counters

1. [cumulative]-counter name (Ex. [cumulative]-Gangnam Station Traffic Counter)
o The total sum of the counting data aggregated since this counter was last reset.
o  The cumulative value of the aggregated data from all zone is set in the counter.

o [cumulative]-counter name = the [cumulative] value of the previous time data + the [count] of

the current time data.

o Ifthereis a count reset schedule, the cumulative value is initialized at that time.
2. [count]-counter name (Ex. [count]-Gangnam Station Traffic Counter)

o The number of aggregates this counter during at that time.

o Equal to the sum of all counts counted this time in each zone.
3. [A]-counter name (Ex. [A]-Gangnam Station Traffic Counter)

o Sum of all A-direction counts set in this counter
4. [B]-counter name (Ex. [B]-Gangnam Station Traffic Counter)

o Sum of all B-direction counts set in this counter

Statistical data from the individual areas that configure the counter

1. [A]-counter name-zone name (Ex. [A]-Gangnam Station Traffic Counter-Gate 6 Crosswalks)
o Aggregate value in the A direction for the zone

2. [B]-counter name-zone name (Ex. [B]-Gangnam Station Traffic Counter-Gate 6 Crosswalks)
o Aggregate value in the B direction for the zone

3.5.2 [Vehicle Counting] Example of statistical reporting data

This is the same as the report format in the PeopleCounting app.
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3.5.3 [Occupancy] Example of statistical reporting data

Example data in JSON format

"datetime™:

"[occupancy]-Building Occupancy”:
"[increase]-Building Occupancy™:
"[entry]-Building Occupancy”: 92,

"[exit]-Building Occupancy”: 81,
"[entry]-Building Occupancy-Front Door™:
"[exit]-Building Occupancy-Front_ Door™:
"[entry]-Building_Occupancy-Back_Door™:
"[exit]-Building Occupancy-Back Door™:

Aggregation start time from counters

1. timestamp
o The Unix Epoch value of when the data started being collected.
2. datetime
o Date and time values from when the data started being collected. It is set in the format
specified in the System-Date and Time setting.

Aggregated statistical data from counters

1. [occupancy]-counter name (Ex. [occupancy]-Building_Occupancy)
o The number of people currently occupied by this counter.
o [occupancy]-counter name = All entering counting — All exiting counting, since this counter was
last reset
2. [increase]-counter name (Ex. [increase]-Building_Occupancy)
o The change in the number of occupied people that this counter has counted at this time.
o The sum of the (Entry-Exit) values of all zones set in this counter.
3. [entry]-counter name (Ex. [entry]-Building_Occupancy)
o The sum of entering count from all zones that is set in this counter.
4. [exit]-counter name (Ex. [exit]-Building_Occupancy)
o The sum of exiting count from all zones that is set in this counter.

Statistical data from the individual areas that configure the counter

1. [entry]-counter name-zone name (Ex. [entry]-Building_Occupancy-Back_Door)
o The aggregate number of people entering the zone

2. [exit]-counter name-zone name(Ex. [exit]-Building_Occupancy-Back_Door))
o The aggregate number of people exiting the zone

42



IIl. Reduce False Detection Setting

Deep learning object detection cannot be 100% accurate.
There are several tools to reduce false detections and false alarms.
Learn more about these features below and add settings to reduce false detection.

= Object Size Filter

= Object Exclusion Area

1. Object Size Filter

Within the same field of view, the size of objects of the same type will be approximately constant, or if the
field of view is narrow and the distance is close, the size of objects at the top and bottom will increase and

decrease at a constant rate and be detected.
These characteristics can be used to exclude detected objects from events if their size is too large or small

compared to expectations.

1.1 Object Minimum Size Filter

The Object Minimum Size Filter is a setting that allows a detected object to be recognized as an object only if
the size of its bounding box is greater than the size of the box you set.

To access the settings, click Object Size Filter in the sidebar menu and select Min Size Filter in the body area.

SR Home /' Video Input  False Alarm Reduction

e False Alarm Reduction

Video Stream
. Min Size Filter Max Size Filter Exclusion Area

False Alarm Reduction

Min Size Filter @

[ Display
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1.1.1 How To Filter The Minimum Object Size

Min Size Fitter | Min Size Fitter [
A Al

Object

Min Size Filter

Not Filtered! Not Filtered! Filtered!

If the bounding box of an object is even larger by one horizontal or vertical dimension than the minimum size
filter of the object, it will not be filtered out. Only when the object’s bounding box is completely within the
minimum size filter will the object be filtered out. See the illustration above to see how the minimum size filter
works and which objects are filtered based on the object’s bounding box size.

X Notes
The object minimum size filter is not applied to fire detection.
The object minimum size filter is not applied to fallen detection.

1.2 Object Maximum Size Filter

The Max Size Filter is a setting that only recognizes a detected object as an object if its bounding box is smaller
than the specified box size.

To access the settings, click Object Size Filter in the sidebar menu and select Max Size Filter in the body area.

Home = Video Input False Alarm Reduction

Video Input False Alarm Reduction

Video Stream . . . i :
Min Size Filter Max Size Filter Exclusion Area

False Alarm Reduction

Max Size Filter @

Display

1.2.1 How To Filter The Maximum Object Size
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Ly

Filtered! Mot Filtered!

=%

If the bounding box of an object is even larger by one horizontal or vertical dimension than the maximum size
filter of the object, it will be filtered out. Only when the object’s bounding box is completely within the
maximum size filter will the object not be filtered out. See the illustration above to see how the maximum size
filter works and which objects are filtered based on the object’s bounding box size.

X Notes
The object maximum size filter is not applied to fire detection.

1.2.2 Filters Set Up

1. Select the channel you want to set the Minimum Size Filter.

CH1

CH1

CHZ2

CH3

CH4

CH5

CH®6

CH7

2. Select a Minimum Size Filter type.

Min Size Filter Mot Used C

Not Used

Normal

Perspective Correct Interpolation
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3. Drag the filter area to move the filter position.

1.2.3 Filter Types

1. Not Used
1) No use Minimum Size Filter for this channel.

2. Normal
1) Use a Normal type of Minimum Size Filter.
2) Typically used when the viewing angle is distant, and the screen area contains objects of
approximately similar size.
3) Set a single box and compares all objects to the size of that box. Objects smaller than the box are

filtered out.
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3. Perspective Correct Interpolation
1) Set two boxes based on perspective.
2) Set the Near Object Min Size box smaller than the size of objects in the near part of the screen at
the bottom.
3) Set the Far Object Min Size box smaller than the size of objects in the far part of the screen at the
top.
4) A minimum size filter box, calculated as a percentage of the near box and far box, is applied per
screen area.
5) Minimum Size Filter with perspective applied based on where the object appears.

1.2.4 Save, Load, And Reset The Settings

B Save
1. Save : Click the - button at the bottom of the screen to save the position and size
information of the filter setting.

e~ Load
2. Load : Click the button to load the most recently saved information of the filter that is set
on that channel.

&) Reset
3. Reset : Click the button at the bottom left of the screen to delete and reset the filter

settings for that channel.

2. Exclusion Area

Exclusion zones can be used to filter out the same type of false detection that is consistently occurring in the
same location. Objects in the area you added as an exclusion zone will be ignored and will not trigger an event.
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2.1 Exclusion Zone Settings

1. Click the “False Alarm Reduction > Exclusion Area” in the sidebar menu to access the settings menu.

Home /' Video Input /' False Alarm Reduction

Video Input False Alarm Reduction

Video Stream
2 Min Size Filter Max Size Filter

False Alarm Reduction

- Exclusion Area
Display

2. Select the channel you want to exclude.

CH1

CH1

CH2

CH3

CH4

CHS5

CH&

CH7

3. Click the button to create an exclusion zone box. Up to 10 exclusion zones can be set.
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4. Drag the exclusion zone to move it.

[—

5. Drag the vertex of the exclusion zone box to change the size of the zone.

6. Double-click or right-click the exclusion zone to delete it.
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Double Click

Right Click

Confirm

Are you sure to delete the area?

Cancel n

XCaution

It is recommended that the exclusion area is as small as possible to prevent actual objects from being filtered
out by the exclusion area settings.

Even if the exclusion zone does not cover the entire object, the object is excluded as long as its center is within
the exclusion zone.

2.2 Save, Load, And Reset The Settings

B Save
1. Save : Click the - button at the bottom of the screen to save the position and size information of
the filter setting.

x~ Load
2. Load : Click the button to load the most recently saved information of the filter that is set on
that channel.

&) Reset
3. Reset : Click the button at the bottom left of the screen to delete and reset the filter settings

for that channel.

Arm/Disarm Setting Guide

1. Arm/Disarm overview

In the Disarm settings, you can set the disarm for whether the action is triggered when an event occurs.
Arm/Disarm Overview

In a disarmed state, no actions are triggered when an event occurs. In addition to the settings that are enabled
by default on webpage, you can change the state by entering alarm input, schedule, etc.

Arm/Disarm ( m
You can change the global disarm status of the device via button in the top
header.
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If you checked the Arm activation button even when disarmed in the Arm/Disarm rule settings, the action will
run.

2. Global Disarm

Linked to Alarm IM Mone

None
Alarm In 1
Alarm In 2

Alarm In 3

The global disarm status is synchronized with the status of the selected alarm input.
When linked to an alarm input, the disarm status cannot be changed via the webpage and API.

3. Arm/Disarm instant settings

Disarm Status{Arm/Disarm) (1] 2] 3] 4] System Event Action Rule

Alarm In 234

3 Disarm Configuration
e Global: t can be configured in the top header of the Ul, allowing you to control the operation of all
device actions. This setting takes priority over per-channel settings and system action disarm rules
e All: You can configure the Arm or Disarm operation of all channels and specified actions..
e Per channel: You can configure the operation of all channels and the specified actions
e  System Event Action Rule: You can set whether an action set in a system event/action rule is triggered

or not.
i.
Arm Disarm
CH1 CH2 CH3 CH4
Arm Disarm Arm Disarm Arm Disarm Arm Disarm

System Ewent Action Rule

Arm Disarm
In the Arm/Disarm instant settings, you can set the status of all, per-channel, and system event action rule
individually via the buttons. In Arm/Disarm Instant Settings.

If the status of the global disarm is set to disarmed, the event action will not run regardless of the per-channel
armed status.
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4. Arm/Disarm rules

Arm/Disarm Rules

Rule Name Activation

On the Arm/Disarm Settings screen, you can add a rule by clicking

Rule Name

Active (

Handler

Disarm Status Set

Arm/Disarm Target

Handler Disarm Status Set

Alarm In © Schedule

All

Sun Men Tue Wed Thu
00:00

Arm © Disarm

All

CH1 CH2 CH3 CH4

System Event Action Rule

Enter a rule name to distinguish of rule.
The activate button sets the rule’s activation status.

Arm/Disarm Target

+ Add Rule
button.

Fri Sat

Disarm state set configures the arm/disarm state when the rule triggers.

1
2
3. The handler specifies whether this rule is for alarm input or schedule.
4
5

Arm/Disarm target chooses the entities affected by the rule.

Alarm Input
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Handler @ Alarm In Schedule

Alarm In 1

Status Set Alarm In 1

Alarm In 2

Alarm In 3
rm Target

Alarm In 4

You can set up a rule by specifying the alarm input to use.
Schedule

Handler Alarm In © Schedule

All

Sun Mon Tue Wed Thu Fri Sat

0000

You can set a schedule to change disarm status.

You can set a schedule by setting a target day and specifying a time. For example, you can set a rule to disarm
every Saturday at 00:00.

Was this helpful?

Generic Event Setting Guide

1. Introduction

1.1 Prerequisites
e  AIBOX FW version 103708 or higher.

1.2 Learn about integration architecture

The Generic Event allows events to be sent by calling the APl using the HTTP(S) protocol from an external
source. Since the HTTP protocol is used, account information needs to be entered. For security reasons, it is
recommended to add a new APIl-specific account instead of using the admin account. When the event is
triggered, it can be mapped to various actions. Unlike Virtual Alarm In, when sending the event, multiple
details can be transmitted through the query string, and there is the advantage of being able to send metadata
freely in JSON format.
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HTTP(S)

Generic Event
eventtype
hame
metadata

il

ACTION
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2. Configuration
To use the Generic Event in the AIBOX, the following settings must be configured.

2.1 Event Setting
The method to use Generic Event in the AIBOX is as follows.

Access the AIBOX and click on “APP SETTINGS” > “System Event Settings” > “Event/Action” menu on the left
sidebar.

APP SETTINGS

Explore Al Apps

Active Al Apps

System Event Settings

Event/Action

Alarm In

Virtual Alarm In

Generic Event

Click the “Add Rule” button.

Home = Applications = System Event Settings =~ Event-Action

Event-Action

System 1/O State ==

Alarm In 1
Virtual Alarm In 1
Relay 1

4

2|3
2 3 45 67 8 9% 10 11 12 13 14 15 16 17 18 19 20

Event-Action Rules + Add Rule

Rule Name Activation Operation

No items ©)

55



Click on “Event Setting Add.”

Event Setting

Event Type Video Event Name uuiD Operation

Select “Generic Event” from the Event Type.

Event Type | | ‘

Alarm In

Virtual Alarm In
Cancel Apply

Generic Event

I I

Enter the event_type, name, and description. The Generic Event sends the event via query parameters, and if
any of the entered values match, the event will be triggered. Once the settings are complete, click the “Apply”
button.

All values entered in the input fields are required. However, if there are words separated by commas (e.g.,
Leak, Water, Pipe), the action will trigger if any one of the entered words is included.

(For example, the value could be “Leak, Water, Pipe” or “Leak, Oil, Pipe”)
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Event Setting

Event Type

Event Name Generic Event

Event Matching Rules

* If you do not set a matching rube:
@ |f you do not set a matching rule for each item, that tem will always satisfy the condition
when it receives a signal .
= If a matching rule is set:
o The set iterm must be included in the query stri ng, and the set value must be It is case
insensitive.
@ |n one entry If multiple values are set, the condition is satisfied if any one of the entered
values matches,

o Example: If name contains: fire, intrusion is set, the query string contains < The condition
Is satisfied if code>name="fire or nas ision s included.
o Example queny: /api/spps/system/generic/event/ Iname=Ffire

o If the set item is not induded in the query string, the condition is considered not met.
>
* When matching rules are set for multiple items:
o An event occurs anly when the conditions for all set items are met simultaneously. (AND

condition)
event_type contains Leak
name contains Water,Qil
description contains Pipe

2.2 Action Setting

Once the Generic Event setup is complete, you need to configure the action that will occur when the event is
triggered. The following explains the process, and this guide document uses Relay as an example.

Click the “Action Setting Add” button.

Action Setting m

Action Type Action Name Operation

Click on “Relay.”
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Action Type ‘

System

Modbus Relay

Click on “Relay Action Add.”

Action Setting

Action Type Relay

Relay Action Add

Mame Operation

Cancel Apply

Set the desired Output Type. You can test it by pressing the “Test” button. Once the settings are complete,
click the “Apply” button.



Relay Action Setting

Action Preset Name Relay

Qutput Type On for Duration

5 = second(s)

Cancel Apply

Tip. When the relay is turned on and off, you will hear a clicking sound from the AIBOX.
Click “OK.”

Confirm X

o Do you want to continue?

Click the checkbox, then press “Apply.”

Action Type Relay

* Check the target action you want to apply to this rule.
* You need to choose one action.

Relay Action Add
Name Operation
Relay O & m

Cancel | Apply

Click the “Submit” button at the bottom right of the settings page.
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Click “OK.”

Confirm

o Do you want to continue?

2.3 Combined Rule Setting

If the action setting is complete, you can additionally set up a Combined Rule. Please follow the steps below.
Click the “Combined Rule Add” button.

@ Combined Rule Add

Reference Rule / Event NOT Time Range 1/0O Status Reference Operation

Click the “Search” button.

Combined Rule
Reference UUID ‘m

NOT

Time Range(ln Secs) -5 ~ ]

Cancel Apply

Select the UUID to be combined.
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Reference Rule / Event
~ Intrusion Detection (1)
[R] Rule #2960 (0c%a29a5-8929-4334-8dc0-2ee70c2f5386)
--—- CH 1 Intrusion Detection {(af75b30c-99ch-4dca-a2d7-a70b42d07085)
v System & 1/O (1)

Reference 1/0 Devices
v Alarm In (4)
v Virtual Alarm In (20)

Cancel

Read the instructions, set the desired values, and then click the “Apply” button.

Combined Rule

Reference UUID 0c9329a5-8929-4334-8dc0-2ee70c2f5386 m

Rule #2960

Time Range(ln Secs) -5 - 0

True if the "0c9a29a5-8929-4334-8dc0-2ee70c2f5386" event occurs within -5 to 0 seconds of the main event

occurrence time,

Note. On the other hand, you can also combine the Generic Event with other pre-existing app events (e.g.,
Intrusion).
Confirm that the settings are complete and click the “Submit” button.

@ Combined Rule  Add

Reference Rule / Event NOT Time Range  1/O Status Reference Operation

Rule #2960 -5~0 AR

|2
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3. Demo
Now, you can check if the Event/Action is properly mapped.
3.1 Testing using the AIBOX

Access the AIBOX webpage and click on “Generic Event” under “System Event Settings” in the “APP SETTINGS”
menu on the left sidebar.

APP SETTINGS

Explore Al Apps

Active Al Apps

System Event Settings

Event/Action

Alarm In

Virtual Alarm In

Generic Event

Tamper Detection

Click the “Test” button.

Home = Applications = System Event Settings = Generic Event

Generic Event

G ic Event
eneric Even

® Events can be raised using standard API calls in the form of HTTP strings

o The API call address is https://192.168.77.183:8443/api/generic/event/

* Keys in the querystring can optionally include event type (eventtype), name (name), description (description), channel (ch), occurrence
time (timestamp), and additional metadata (metadata)

o ex) https://192.168.77.183:8443/api/generic/event/?eventtype=camera&name=name&description=text description of the event

Generic Event Log (7)

Time Message Channel IP Address Username Operation
11/25/2024 14:03:33 There are no matching event action rules. 2 192.168.77.181 admin > View
11/22/2024 17:22:59 The event action rule has been triggered. 2 192.168.77.181 admin [> View
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Fill in the properties of the event to be requested for testing, then click the “Test” button. The final API request
will be displayed inside the green box.

AP GET /api/generic/event/?
eventtype=Leak&iname=Water&description=Pipe8ich=28&timestamp=1724305306.194416&metadata=
{"manager”:*Joon”, "location™"USA"}

eventtype Leak

name Water
[description Pipe

ch 2
timestamp 1724305306.194416
metadata {"manager":"Joon",
"location™:"USA"}
IE

® Close

If the test is successful, a pop-up like the one below will appear, and the relay will click.

o Success X

The request has been completed

You can view the events that occurred in the list, and by clicking “View,” you can see the details.

Generic Event Log (5)

Time Message Channel |P Address Username Operation
11/22/2024 16:45:55 The event action rule has been triggered. 2 192.168.77.181 admin B> View
11/22/2024 16:33:53 The event action rule has been triggered. 192.168.77.181 admin > View

3.2 Testing using Postman

Open Postman and add the account information under Authorization. Append the query string to the specified
endpoint to make the request.

(e.g., /api/generic/event/?eventtype=Leak&name=Water&description=Pipe&ch=2)

If the request is successful, an “OK” response will be returned, and the relay will be triggered.
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Home = Applications = System Event Settings = Generic Event

Generic Event

Generic Event

® Events can be raised using standard API calls in the form of HTTF strings.
I The API call address is https://192.168.77.183:8443/api/generic/event/.
® Keys in the querystring can optionally include event type (eventtype), name (name), description (description), channel

(ch). occurrence time (timestamp), and additional metadata (metadata).

it hitps://192.168.77.183:8443/api/generic/event/?eventtype=Leak&name=Water&description=Pipe&ch=2 [ Save ~ Share

‘ GET ~ https://192.168.77.183:8443/api/generic/fevent/Teventty pe=Leak&name=Water&description=Pipe&ch=2
Paramse  Autherization Headers (6) Body Scripts Settings Cookies

Auth Type

(D) Heads up! These parameters hold sensitive data. To keep this data secure while workingina
Digest Auth e ‘ collaborative environment, we recommend using variables. Learn more about variables.

The autharization header will be

automatically generated when you Username | Userna |
send the request. Learn more about
Digest Auth authorization. Password | Pas |

By default, Postman will extract
values from the received response, « Advanced configuration
add it to the request, and retry it. Do

e i Postrman auto-generates default values for some of these fields unless a value is specified.
you want to disable this?

Body Cookies Headers (8) Test Results D 200 OK 21ms - 3468 - @ @ [E2] oee
Pretty Raw Preview Visualize JSON = & O Q
2 "result": "ok"

3 1

IV. Action setting guide

Utilizing Event Meta Tokens & Creating Action Message Guide

Action handlers that use the network can send messages using various event meta-information, such as the
event name and the event occurring time.

When you set up an action handler of the type that sends a message from a device, the action message you
want to send is configured in a format that you edit yourself.
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By using the various event meta tokens provided when editing an action message, you can easily add dynamic
event meta information to your action message.

This approach to action handlers allows users to write and use protocols with a high degree of freedom,
depending on the protocols of the target device or server you want to interact with, without requiring
additional development.

Edit Action Message Ul Components

The Edit Action Message Ul consists of a template settings control, a token settings control, an edit box, an
example box, and a test button.

String Construction

Editable Box CHY{CH}} - {EVENT NAME}} - {{TIMESTAMP}}

Message Example

Send example message

Edit box, Example box, and Test button

Typically, when composing a message, you type the message you want to send into the edit box. The typed
message can contain an event metadata token in the form of {{XXX}} event metadata token. A list of available
event metadata tokens is displayed in the Token Settings control dropdown list.

Click the Test button to actually send the hypothetical action message you see in the example box and test the
integration with the recipient you're setting up.

Template Settings Controls

Use the Set Template control to set an action message in the form of a predefined template directly in the edit
box.
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5tring Construction se

Basic Information
Editable Box Basic Information (JSON)
Basic Information + Objects
Basic Information + Objects (JSON)
Basic Information + LPR

Basic Information + LPR (JSON)
Message Example

JS5ON Pretty (Old)

1. Select the template you want to set from the drop-down list.
Use
2. Click the button on the right.
XCaution

When you use a template message, everything in the edit box is replaced with the template message. If you
are working on something, you will lose your work if you replace it with the template message, so be careful
when using it.

Token Settings Controls

You can insert event metadata into the action message using the Token Settings control.

| | Add

CH MAME . Channel Name
RTSP URL Stream RTSP URL
EVENT TYPE[ENM] Event Type English Notation
EVENT TYPE Event Type
EVENT NAME Event Name
EVENT UUID Event UUID
EVEMNT META Event Metadatas

1. Select the token you want to set from the drop-down list.
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Add
2. Click the button on the right.

The selected event metadata token is added to the edit box, and the virtual event metadata appears in the
example box.

The token string can be moved anywhere in the edit box. The list of supported tokens and details of each are
described below in the manual.

How to use logical condition token {{IF Statement}}

If you use a logical token among the event metadata tokens, you can output a statement only if the
corresponding status-condition (Statement) is satisfied.

To use the logical condition token, {{IF Statement}} Context {{FI}} form should be used.

The {{IF Statement}} and {{FI}} are markers to indicate the beginning and end of the conditional statement,
respectively.

Anything in between will only be shown if the condition is true. If the condition is not met, that portion will be
ignored and skipped.

The Statement at the moment the event occurs determines whether Context is output.
You can use Arm/Disarm status and Event Type as conditions.
The rules for using logical tokens are as follows.
o {{IF XXX}} and {{FI}} must be paired.
e |t can be used with other event metadata tokens. ex) {{IF XXX}} {{CH NAME}} {{FI}}
e [t can also be used with object tokens.

o  {{IF }} token cannot be nested. Cannot be used as in the following example. ex) {{IF AAA}} {{IF BBB}}
{{FI {{FI13}

1st Example of using a condition token

Fditahle Box {{IF DISARM STATUS[arm]}}
Arming
{END IF}]
{IF DISARM STATUS[disarm]}}
Disarming
{END IF}]

When used as a message in the action of the Disarm system event, as in the example, it can output different
sentences depending on the Arm/Disarm state.

2nd Example of using a condition token
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IF EVENT TYPE[TYPE] ‘ m

Editable Box {{IF EVENT TYPE[intrusion]}}
{{END IF}}

Intrusion Detection
Loitering Person Detection

People Counting

When you add IF EVENT TYPE, you’ll see a combo box where you can select the event type.

3rd Example of using a condition token

Editable Box {
“ch": "{{CH}Y",
“event_name"; "{JEVENT NAME}",
“date": "{{TIME}}",
“utc_timestamp”: "{{TIMESTAMP}}",
“mac”: "{{MAC}H",
"objects”: [{{LIST OBJECTS[PARAM=COMMA]IH
{{IF EVENT TYPE[intrusion]}}
“track_id": {{=zOBJ[TRACK ID}},
{{END 1F}}
"class™ "{=OBJ[CLASSIH",
"bbhox™ {
"1 {{=OBJ[BBOX_X11}
“yv1" {{=OBJ[BBOX_Y1]}}.
"x2" {mOBJ[BBOX_X211
"y2" {{=OBJIBEBOX_ Y211

1
T HLIST OBJECTS[PARAM=COMMA]}

}

This is an example of using IF tokens as part of the object token usage. The track_id is only shown if the Event
Type is Intrusion.

4th Example of using a condition token

Editable Box HIF EVENT TYPE[loitering]}}
{{LIST OBJECTS}}
"track_id":{{=OBJ[TRACK ID]}}
{{LIST OBJECTS}H
HEND IF}}

This is an example of using the entire object token as the content of the IF token. The Object List is only output
if the Event Type is Loitering.
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How to use object token {{::0BJ[XXX]}}

In the list of event metadata tokens, tokens of the form {{::OBJ[XXX]}} must be used according to specified
rules. {{::OBJ[XXX]}} is a token representing different information about the object(s) causing the event.

An event may contain multiple objects, and the event’s object information token is repeatedly replaced by
object count.

Therefore, to specify where to repeat the syntax from and to for object information tokens, you must use a
separate token, which is a list of objects.

The rules for using the OBJ token are as follows.

o All {{::OBJ[XXX]}} tokens must be placed between two {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMA]}} tokens, with the first LIST token signifying the start of the iteration and
the second LIST token signifying the end of the iteration.

o All {{::OBJ[XXX]}} tokens must be placed between two {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMAL]}} tokens, with the first LIST token signifying the start of the iteration and
the second LIST token signifying the end of the iteration.

o Alist of object information starting with {{LIST OBJECTS}} and ending with {{LIST
OBJECTS[PARAM=COMMA]}} and a list of object information starting with {{LIST
OBJECTS[PARAM=COMMA]}} must both end with {{LIST OBJECTS[PARAM=COMMA]}}.

e Object information enclosed in {{LIST OBJECTS}} has no delimiter to separate the items, and the string
inside the list is simply repeated.

o  {{LIST OBJECTS[PARAM=COMMA]}} appends a comma (“,”) character to separate items in the list.
To understand how to use the rule, see the following sample.

1st Example of using an object token
Editable Box {{LIST OBJECTS}H{=OBJ[CLASS]YHILIST OBJECTS)H

{ILIST OBJECTSIH{:OBJ[CLASS]}
{iLIST OBJECTSH

Meszage Example

The “{{LIST OBJECTS}}” token repeats the string between it and the next “{{LIST OBJECTS}}” token for the
number of event objects. The message between the {{LIST OBJECTS}} is repeated twice because the fictional
event used to construct the example message contains two person objects.
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In the above example, the string is “{{::OBJ[CLASS]}}” and “{{::OBJ[CLASS]}}[newline]”. This has resulted in a
different message in the example field.

2nd Example of using an object token

Editable Box {{LIST OBJECTS}iClass: {{mOBJ[CLASS]H
Bounding Box: P1({{::OBJ[BBOX_X11}}. {{zOBJ[BEOX_Y11}}) P2({{zOBI[BBOX_X21}}.
{{=OBJEBOX_Y21})

k{_IST OBJECTS}

Message Example

’

It is an example message sending object information by adding the bounding box positions of two persons
objects containing a fictional event. The plain text remains the same, and the OBJ token repeats the object

information syntax twice the number of objects.
3rd Example of using an object token
Editable Box [{{LIST OBJECTS[PARAM =COMMATH
“event_name": "{{EVENT NAME}}'
"class™ "{{zOBJ[CLASS]}"
"bbox": [{{zOBJ[BBOX_X11}, {=OBJ[BBOX_Y 11}, {zOBJ[BEOX_X21}, {zOBJ[BBOX_Y2T}I,
HILIST OBJECTS[PARAM=COMMAT}I

Message Example

If you use the {{LIST OBJECTS[PARAM=COMMA]}} token to enclose the phrases of the list of object
information, it will add a comma (,) between each phrase if there is more than one event object.

You can use this to build JSON strings, even if you use repeating object information sentences.

Event Metadata Token List

This section describes each of the supported event metadata tokens.
The event metadata tokens are categorized into four groups: event source, event information, object
information, and time information about the object that generated the event.
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1.

Event sources and information
It is a list of tokens for basic information about the event, such as where it happened on what
equipment.

o {{cH}

= The channel number where the event occurred (1-8)
o {{CH NAME}}

= Channel name where the event occurred

=  Video Source — the channel name specified in the video stream setup

CH5

Attribute

Channel Mame

u Vidan Sanress

o {{MAC}
= Device MAC address
o {{DEVICE NAME}}

=  The name of the device as seen in the top left of the device’s WebUI. Characters
length includes the Mac address you set.

o {{RULE NO}}

= The action rule ID containing the event

Intrusion Detection (1)

Mo Name Activation

1 My Rule #nfmW (

o {{RULE NAME}}

=  The action rule name containing the event
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Intrusion Detection (1)

No Name Activation

1 My Rule #nfmW (

o {{EVENT NAME}}

= Event name

Intrusion Detection Basic Setting

Rule Name My Rule #nfmW

© UUID 78a2bb0d-113b-4d38-9da9-cfd 18407747

0 Activation (

Event Setting Add

Video  Event Type Event Name uuID

CH1 Intrusion Detection Front Door Intrusicn e971dee5-cf54

Action Setting Add

o {{EVENT TYPE}}

= Eventtype

Intrusion Detection Basic Setting

Rule Name My Rule #nfmW

@ UUID 78a2bb0d-113b-4d38-9dad-cfd18407e747

@ Activation (

Event Setting Add

Video  Event Type Event Name uuiD

CH1 Intrusion Detection Front Door Intrusion e571dee5-cf54

Action Setting Add
L |

o {{EVENT TYPE[EN]}}
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o

o

It will always have an English EVENT_TYPE value, and the value will not change
based on the language set.

{{# OF OBJECTS}}

Number of event objects

{{COMBINED COUNT}}

In events in counting apps such as Occupancy, PeopleCounting, VehicleCounting,

and Advanced Visitor Analytics, the summed count value of the event target counter

at the time of the event.

Event time-related tokens

For example, if the event was at 18:43:9.739 on 7 March 2023 in the GMT+9:00 time zone, each time

token would be replaced as follows.

o

{TIME YYYY-MM-DD}}

Event date ex) 2023-03-07

{TIME YYYYMMDD}}

Event date ex) 20230307

{TIME DD/MM/YYYY}}

Event date ex) 07/03/2023

{TIME YYYY}}

Event year with 4-digit ex) 2023

{TIME YY}}

Event year with 2-digit ex) 23

{TIME mm}}

Event month with 2-digit ex) 03

{TIME dd}}

Event date with 2-digit ex) 07

{TIME HH}}

Event occurrence hour on a 24-hour basis ex) 18

{TIME MM}}

Event occurrence minute with 2-digit ex) 43

{{TIME sS}}

Event occurrence second with 2-digit ex) 09

{TIME MS}}

Event occurrence millisecond ex) 739

{TIMESTAMP}}

Timestamp of the event occurrence time ex) 1678182189.739000

{{TIME 1SO8601}}

ISO8601 standard format for the event occurrence time ex) 2023-03-
07T18:43:09.739000+09:00

{{uTCIs08601}}
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o

= UTCtime in ISO 8601 standard format for the event occurrence time ex) 2023-03-
07T09:43.09.739000+00:00

{TIME}}
= Event time format as designated ex) 07 March 2023 18:43:09

3. logical condition token

o

o

o

@)

{{IF DISARM EVENT[arm]}}

=  The beginning of an IF logical condition token. Only when Disarm is arm in the
Disarm event as a condition, it shows the sentence between {{IF}} and {{FI}}

{{IF DISARM EVENT[disarm]}}

=  The beginning of an IF logical condition token. Only when Disarm is disarm in the
Disarm event as a condition, it shows the sentence between {{IF}} and {{FI}}

{{IF EVENT TYPE[TYPE]}}

=  The beginning of an IF logical condition token. Only when the Event Type matches a
character in the TYPE position as a condition, it shows the sentence between {{IF}}
and {{FI}} ex) {{IF EVENT TYPE[loitering]}}

{Fi}}

= The end of an IF logical condition token. An IF token must be paired with an FI
token.

4. Token for object information

@)

{{LIST OBJECTS}} ~ {{LIST OBJECTS}}
=  Repeat as many times as objects to output the internal syntax.
{LIST OBJECTS[PARAM=COMMA]}} ~ {{LIST OBJECTS[PARAM=COMMA]}}

= Use commas (,) to separate repeated statements, and repeat the internal syntax as
many times as there are objects

{{::OBJ[INDEX]}}
= The event object’s index, starting from 0
{{::OBJ[TRACK ID]}}
=  Object tracking ID
{{::OBJ[CLASS]}}
*  Object class. Different apps and event types detect different objects.

= person / car / bike / violence / fire / abandoned / animal / man / woman / helmet /
no-helmet / vest / no-vest / fallen /Ip / ...

{{::OBJ[SCORE]}}

=  Object confidence score value

=  The value is for reference and is not appropriate to make a general judgment.
{{::0BJ[BBOX_X1]}}

= The X coordinate of the top left point of the object’s bounding box.

= The coordinate system is normalized to 0-1. The left end is 0, the right end is 1.
{{::0BJ[BBOX_Y1]}}

= The Y coordinate of the top left point of the object’s bounding box
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= The coordinate system is normalized to 0-1. The top end is 0, the bottom end is 1.
o {{::OBJ[BBOX_X2}}

=  The X coordinate of the right bottom point of the object’s bounding box.
o {{::0BJ[BBOX_Y2}}

=  The Y coordinate of the right bottom point of the object’s bounding box.

5. Token for displaying LPR object information
When using LPR object information, you must use {{LIST OBJECTS}} or {{LIST
OBJECTS[PARAM=COMMAI}} to enclose the object display syntax, as with normal object information.

o  {{::OBJ[LP_TEXT_DETECTED}}

=  The plate number by License plate recognition
o {{::OBJ[LP_TEXT_DB}}

=  The plate number registered to DB by the user

= LP_TEXT_DETECTED and LP_TEXT_DB are usually the same. However, if you are
using a loose matching policy, they may be matched even if they are not exact

Matching Policy Mormal

Allow similar characters
matches.
o {{::OBJ[LP_GROUP_NAME]}}
= Group name containing the user’s registered plate number in DB.

= |If the number is in several groups at the same time, it is replaced by a comma (,)
separated list of group names.

= ex)Group 1, Group 2
o {{::OBJ[LP_ID]}}
= Index number registered in DB
o {{::OBJI[LP_NOTE]}}
=  The note on the plate number the user has registered in DB.
o {{::0BJ[LP_COUNTRY_CODE]}}
= Country code of the recognized vehicle number
= 2-digit alphabetic country code for LPR-EU. Replaced by EU if not detected.
= 2-digit alphabetic state code for LPR-US. Replaced by US if not detected.
=  Replaced by JP for LPR-JP.
=  Replaced by KR for LPR-KR.
o {{::0BJIMOVEMENT_DIR]}}
=  The direction of movement of the recognized vehicle number (indicated by A or B).
o {{::OBJIMOVEMENT_DIR_NAME]}}

=  The event name you set for the direction of movement of the recognized vehicle
number.
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Object Movement Direction @

Direction Discrimination Vertical 3
A-Direction Recognition
A-Direction Name Direction A

B-Direction Recognition §

B-Direction Mame Direction B

Object attributes information token

When you activate the Basic Attributes app or the Advanced Attributes app, additional analysis of
detected person’s attribute information is performed.

If you want to include object attribute information in an action message, the object display syntax
should be start and end with {{LIST OBJECTS}} or {{LIST OBJECTS[PARAM=COMMA]}}.

Please refer to the token information for representing the attributes below.

o {{::OBJIATTR_TOP_COLOR]}}
= Top clothes color

=  When top clothes color is analyzed, it will be replaced with one of red, orange,
yellow, green, blue, purple, pink, brown, white, gray, black.

= |f the estimated top clothes color is unclear, it is replaced with an empty string.
o {{:0BJ[ATTR_BOTTOM_COLOR]}}
= Bottom clothes color

=  When bottom clothes color is analyzed, it will be replaced with one of red, orange,
yellow, green, blue, purple, pink, brown, white, gray, black.

=  |f the estimated bottom clothes color is unclear, it is replaced with an empty string.
o {{:OBJ[ATTR_TOP_TYPE]}
=  Top clothes type

=  When top clothes type is analyzed, it will be replaced with one of long_sleeve,
short_sleeve, sleeveless, onepiece.

= Inthe case of onepiece, it includes all types of clothing that are a single set of top
and bottom, such as long padding.

= If the estimated top clothes type is unclear, it is replaced with an empty string.
o {{::OBJ[ATTR_BOTTM_TYPE]}}
=  Bottom clothes type

=  When bottom clothes type is analyzed, it will be replaced with one of long_pants,
short_pants, skirt, none.

= |f the top clothes type is onepiece, bottoms can be none
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=  |f the estimated bottom clothes type is unclear, it is replaced with an empty string.
o {{::OBJ[ATTR_GENDER]}}
=  Gender
=  When gender is analyzed, it will be replaced with one of man, woman.
= [f the estimated gender is unclear, it is replaced with an empty string.
o {{:OBJ[ATTR_AGE]}}
=  Agegroup
= |f age group is analyzed, it will be replaced with one of child, teenager, adult, senior.
= |f the estimated age group is unclear, it is replaced with an empty string.
o {{::OBJ[ATTR_ACCESSORIES]}}
= Accessories

=  When accessories are analyzed, the token will be replaced with one of carrier,
umbrella, bag, hat, glasses, none.

= If the estimated gender is unclear, it is replaced with an empty string.
o {{::OBJ[ATTR_PET]}}
= Pet

= |f the presence or absence of a companion animal is analyzed, it is replaced with
either yes or no.

=  |f the estimated presence of the pet is unclear, it is replaced with an empty string.

System Action Handler

Relay

Relays are functions that output digital signals through device 1/0 terminals. Relays can be used to control a
warning light or to operate with a door lock as a door control signal.

Relay actions can be added from the Action Settings.
Action Type Relay

Select the action type to Relay, you'll see the relevant settings at the bottom.
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Output Type On for Duration

Off for Duration
C' P\

OFF

The relay’s output type is actually two settings, ON/OFF, but the settings screen is configured to allow you to
select four different items. The definitions for each output type are as follows.

Output type Description Priority

On for Duration ON output maintains during the duration time High

Off for Duration ON output maintains during the duration time High

ON Changes alarm output status to ON Normal

OFF Changes alarm output status to OFF Normal
You’ll notice that the right side of each output type describes its priority. Since there are a limited number of
relays, and many event action items can be assigned to them, this creates an issue of control over the relay
device.
3 Relay type control policy

1. If multiple relay actions are the same priority, the last one to occur takes control

2. If a higher and lower priority actions are competing, the higher relay type takes control. Higher priority
alarms have a duration, so the last lower priority action takes control after the time elapses.

3. Low-priority items have no duration, so they permanently change the default state of the output until a new
request is made by another event action.

Camera speaker Output

If IP camera connected to the AIBOX supports audio output through speakers, you can drive an event action to
emit audio output.

Camera speaker output operates based on the protocols defined by the ONVIF Audio Backchannel standard.

¥ Preconditions

To run the Camera Speaker Output action, you must set the video stream to connect an additional audio
session for sound transmission.

Make sure the following settings are checked for the camera you want to use in the Video stream — Etc
settings.
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Use Cam Speaker Connect additional audio session for transmitting sound sources.

Action Settings
The camera speaker output action can be added from the Action Settings.

1. Select the Action Type to Camera Speaker, then, the relevant settings at the bottom.

Action Type Camera Speaker

Target Camera

Sound Test

Audio File(mp3/wav) Mew  Recently Added

MName

Audio File m

2. Select a camera connected to the AIBOX to output speaker sound

Target Camera Video 1 ‘
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3. Select a sound source to send to the camera. Sound files can be uploaded on the New menu. MP3
and WAV formats are available.

New Recently Added

Audio File(mp3/wav)

Mame

Alternatively, select the audio file on the existing list to send to the camera.

Audio File(mp3/wav) MNew Recently Added

m
[
[w)
it
m

© Intrusion Warning

RS485 (RS232)

You can send messages through the RS485 or R$232 interface when an application event occurs. (RS232 is not
supported on some models.)

Basic Interface Wiring
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= Rear View

© RS-232 (DB-9) Connector Pinout

Below is the pinout of a typical 9 pin RS-232 connector, this connector type is also referred to as a DB-9 connector.
A computer's COM port (DTE) is usually male, and any peripheral devices you connect to this port usually have a female connector (DCE).

Pin Signal DTE Signal Direction Description

RS-232 IERE -

Receive Data
Pin 2 (RXD) is connected 1o Pin 3 (TXD) of another device

PINg PING )
¥

o 3 ™D out T::ST:‘T)?I:;HE connected 1o Pin 2 (RXD) of another device.
4 - - =
] GND - SE:&; ?&i‘g:dus commonly connected across all devices.
6 -
7 - - -
s -
9 I- -
© RS-485 Connector Pinout

Pin Signal Signal Direction Description

1 TX+ Transmit Data+ Device A's TX+ is connected to Device B's RX+

2 TX- Transmit Data- Device A's TX- is connected to Device B's RX-

3  RX+ Receive Data+ Device As RX+ is connected to Device B's TX+

4  RX- Receive Data- Device A's RX- is connected to Device B's TX-

RS-485 Topologies
Connecting RS485 4-wire to 4-wire (Full Duplex)

This is an example of a standard 4-wire RS485 device to RS485 device configuration.

Slave 1 Slave 2 Slave n
Tx Tx Tx
VAV NIV N VAN
o]
s
o |Tx f1200 ! 31200
fm} 7/
=
w
< Iy
2 x| 1200 7 i1200

Connecting RS485 4-wire to 2-wire (Half Duplex)

For 2-wire transmission, you will need to short the transmit (TXD) and receive (RXD) signals together on the RS-485 port.
Wire the 2-wire device's send pin (TXD) to both TXD- and RXD-. Wire the device's receive pin (RXD) to both TXD+ and RXD+.

Slave 1 Slave 2 Slave n

WA YA VA

f1200 | Ji 31200 |
i

MASTER

=

Action Setup

The setup procedures for RS485 and RS232 are the same, with the only difference being the output interface.
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You can add an RS485 or RS232 action from the action settings screen.

[¥p]

Action Type RS43

When you set the Action Type to RS485, the related settings will be displayed below.

Message Type

Message Type Hex Codes

Hex Codes

UTF-8 Characters

You can set the message type to either Hex Codes or UTF-8 formats. The default setting is Hex Codes.

Hex Codes

When you select the Hex Codes format, you can transmit binary data using hexadecimal values. Event
metadata tokens cannot be used when transmitting binary data; instead, you must use fixed binary data.
Please refer to the setup example provided.

Setup Example

Message Type Hex Codes

UTF-8

The UTF-8 format allows settings to be configured using Tokens and templates. Please refer to the setup
example provided.

Setup Example
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Message Type UTF-8 Characters

String Construction lUse

Editable Box =~ UDEVICE NAME}}
{MACH
{CH}
{{CH NAME}}
{EVENT TYPE[EN]}}
H{EVENT NAME}}
H{TIME YYYY-MM-DD}} {{TIME HH:MM:SS}}
{TIMESTAMP}}

Message Example Device

Bel16FRae3FD

3

Front Door
Intrusion Detection
My Event Name
2922-89-82 15:37:82
15619611684 .123456

RS485 (RS232) Setting

Configure Baudrate, DataBits, Parity, and StopBits. These settings are shared across all items of the same
action type. Therefore, if you change settings in a specific action handler, it will apply to all action handlers.

RS485 Setting

Baudrate 115200 bps
Data Bits & bits
Parity MNone

Stop Bits 1

** This setting is the initialization setting for "RS485; and is shared by all action handlers of the "RS485 type.

Cancel
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RS485 Modbus (Satel)

1. Introduction
1.1 Prerequisites
e AIBOX FW version 103813 or higher.
e  RS485 Modbus Relay Box
Recommended Alarm Box models:
e ACU-220
1.2 Learn about integration architecture

When an event occurs, the AIBOX transmits a signal to the ACU-220 via RS485, combined with video. The ACU-
220, as a wireless system controller, transmits the signal to control the devices connected wirelessly. The
advantage of this usage is that up to 48 relays can be controlled through the ACU-220, and since it uses
wireless communication, there is no need for additional cables such as LAN cables.

-0
EVENTS

T RTSP
Video Stream

&

&

'.I

2. Configuration
2.1 HW wiring method
2.1.1 Wiring method for connecting the ACU-220 and AIBOX

The AIBOX uses full-duplex communication, while the Al BOX uses half-duplex communication, so the
connection method differs due to hardware differences. Please follow the steps below.

Connect the RS485(RX+) and RS485(TX+) of the AIBOX, and connect the RS485(RX-) and RS485(TX-) as well. We
will refer to these as RS485(D+) and RS485(D-) going forward. Connect either RX or TX from the RS485(A) of
the ACU-220 to the RS485(D+) of the AIBOX. Similarly, connect either RX or TX from the RS485(B) of the ACU-
220 to the RS485(D-) of the AIBOX. Finally, connect the COM of the ACU-220 to the GND of the AIBOX.
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ALARMIN RELAY

s SEREERE i 5 +
z|z 2= x x

‘o" = @
R E gl glslE s BRER
2=EEREERE

ALARMIN RELAY WIEGAND oo ACU-220
Al Bridge

2.2 AIBOX
Here are the steps to configure the AIBOX for use with Modbus equipment.

Before configuring the AIBOX, you must complete the setup of the ACU-220 device. Please refer to the Satel
manual or FAQ.

2.2.1 Modbus Relay Setting

Log in to the AIBOX, then click “Modbus” under “System Event Settings” in the “APP SETTINGS” menu on the
left sidebar.

D EdgeDX

Active Al Apps
System Event Settings
Event/Action

Alarm In

Virtual Alarm In

Generic Event

Tamper Detection

Modbus

Disarm

Select RS485 for Transport, then choose the Baudrate, Data Bits, Parity, and Stop Bits to use, and enter the
Device Address.
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Home = Applications ./ System Event Settings =~ Modbus

Modbus

Modbus Device

Transport RS485

Baudrate 9600 bps

Data Bits § bits

Parity MNone

Stop Bits 1

Device Address Ox oM

Cance' -

Note. Each configuration value must match the MODBUS settings configured on the ACU-220.
Tip. The Baudrate of the ACU-220 supports a range from 1200 to 19200 bps.

Enter the following configuration values: For the ACU-220, the Function is fixed at 0x10, the Start Address
increases by 1 starting from 0x0500, ON is 0x0001, and OFF is 0x0000.

Modbus Relay (20) Download CSV Upload CSV

Id Name Function Start Address ON OFF Test

1 Modbus Relay 1 Ox 10 Ox 0500 Ox 0001 Ox 0000 ON OFF
2 Modbus Relay 2 Ox 10 Ox 0501 O 0001 Ox 0000 ON OFF
3 Maodbus Relay 3 Ox 10 Ox 0502 Ox 0001 Ox 0000 ON OFF
4 Modbus Relay 4 Ox 10 Ox 0503 O 0001 Ox 0000 ON OFF

Tip. You can set the name of the Relay you wish to use and click the ON/OFF button to test it.

Modbus Relay (20) Download CSV Upload CSV

Id Name Function Start Address ON OFF Test

1 Modbus Relay 1 Ox 10 Ox 0500 Ox 0001 Ox 0000 ON OFF
2 Modbus Relay 2 Ox 10 Ox 0501 Ox 0001 Ox 0000 ON OFF
3 Modbus Relay 3 Ox 10 Ox 0502 Ox 0001 Ox 0000 ON OFF
4 Modbus Relay 4 0x 10 Ox 0503 0x 0001 Ox 0000 ON OFF

Note. If the command is successfully received by the ACU-220, the red LED in the center of the device will turn
off or on. (If it was off initially, it would turn on; if it was on, it would turn off.)
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2.2.2 Modbus Relay action
Below are the instructions for adding the Relay device registered in the AIBOX to the action settings.

After setting up the Al App or system events, click on Action setting and then select Add.

Action Setting I Add

Action Type Action Name Operation

Select Modbus Relay from the Action Type.

Action Type | | |

Systemn
Syster

Relay

I Maodbus Relay

Camera Speaker

Count Reset

Network

HTTP

Cancel Apply

Clicked ‘Modbus Relay Action Add’ Button.
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Action Type Meodbus Relay

Modbus Relay Action Add

Name Operation

Cancel Apply

The Index refers to which Relay of the Relay device set in section 2.2.1 you want to control. Select the desired

Output Type, then click the Test button to verify its proper operation. Finally, click the Apply button to save the
settings.

Modbus Relay Action Setting

Action Preset Name Modbus Relay

Modbus Device Config [ Move To Setting

Index 8
Output Type On for Duration

5 . second(s)

Cancel Apply

Check the checkbox, then click the Apply button.
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Action Type Modbus Relay

* Check the target action you want to apply to this rule.
* You need to choose one action.

Meodbus Relay Action Add

Name Operation

After completing the settings, click the Submit button to apply the changes.

© Run Rule in Disarm

Schedule Setting Setting

Name

Always

0 Combined Rule  Add

Reference Rule / Event NOT Time Range /O Status Reference

3.FAQ
3.1 ACU-220 Device Setting
3.1.1 Connecting the ACU-220 to the PC (RS232)

Modbus Relay 0 =

i

Cancel Apply |

Operation

Operation

Connect the RS232 to the PC connector provided by SATEL to the ACU-220, and connect the opposite USB to

the PC. Then, run ABAX2.

Click the menu button in the top-right corner (three horizontal lines), then click “CONFIGURATION.”
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[] aeax 2 soft v1.04.002 - (] X

Module type: ACU-220 Version:

Devices Serial number: 0
Programmable outputs
Status L .
Communication period: 12 seconds E NO/MNC  Operating time
NO |0 min 0 sec, o) ] 1
Comm. history ouT1 ak CONFIGURATION
ouT2 NO |0 min 0 sec,
Keyfobs Inputs Cutputs ouT3  NO  |0min 0 sec, .
b an A
NOMIC NOMC OUT4  NO |0min 0 sec, R0f LANGUAGE
Keyfob state AR1 NO TPR NO oUTS  NO |0min0 sec.
AR2 NO CON NO OUT  NO  Omin0 sec. (1) asout
iy
AR3 NO JAM NO ouT7  NO |0 min0 sec,
AR4 NO LBA NO 0ouTs NO 0 min 0 sec.

] Mo automatic update of wireless devices firmware

Select the port and click the “OK” button.

Connection
R5-232 port§ COMS v

Click the button marked with a red box() in the top-right corner to successfully connect to the ACU-220.
Once the connection is successfully made, the model name and firmware version will appear in the green box
at the top center, and the asterisk (*) next to the model name will blink. Additionally, the current status of the
ACU-220 can be seen in the blue box.
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[7] ABAX 2 soft v1.04.002 - m] X

abaxe * ACU-220 v6.08 2024-04-12

Module type: ACU-220 Version: 6.08 2024-04-12

Devices Serial number: 772655

Programmable outputs
Status L -

Communication period: 12 seconds E NO/MC  Operating time
ouT1 MO 0 min 0 sec.

Comm. history
ouT2 MO |0 min 0 sec.
Keyfobs Inputs Outputs ouT3 NO |0 min 0 sec.,
NO/MNC NO/NC oUT4  NO | Omin 0 sec,
Keyfob state ARL NO PR NO oUTs  NO  Omin0sec.
AR2 NO CON NO OuTs  NO  Omin 0 gec.
AR3 NO JAM NO ouT7  NO  Omin 0 sec,
AR4 NO LBA NO ouTs  NO  0min 0 sec.

[ No automatic update of wireless devices firmware

[ Mo jamming detection

@ mobeus

RS-485: 9600 bpsE Parity: MNone E Stop bits: 1 E
MODBUS address: | - 1 +

|

Tip. If you have just connected the ACU-220 or if a specific information box is highlighted in red, click the
button marked with a yellow box() in the top-right corner to fetch the current status of the ACU-220.
3.1.2 Register a wireless device in the ACU-220

Click “Devices” in the left menu of ABAX 2.

abaxZ2

Configuration

Status

Comm. history

Keyfobs

Keyfob state

Click the button( © ) at the bottom and enter the Serial number of the device to be connected. This manual is
written based on the ACX-210.
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Adding devices

Serial number:

No.. 1 |z| Type:

Name:

S 15 |2 |ae]

Tip. The Serial Number of the device is marked on the device as “sn:” and consists of 6 digits.

When you enter the Serial number, a message saying “Trigger device tamper contact” will appear as shown
below.

Adding devices

Serial number:

Moo 1 IZI Type:

Mame:

5 o [ [u-

At this point, please power on the ACX-210. The device will then be recognized, and the screen will change as
shown below. Select how many outputs you want to use, choose the position to list them, and then click the
“OK” button.
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Adding devices

Device's data read

=704944, typ=

Serial number:

Name: ACK-210

B T

Note. If only one position is selected, the outputs will be selected sequentially starting from position 1.

If the device is successfully added, click the button in the top-right corner (E) to save.

[] aBAX 2 soft v1.04.002 - O X

* ACU-220 v6.08 2024-04-12

Mame A Tipe Output Input ARLI Filter Configuration Temp.c

wome

Status ouT 4 AR 4 Wiring type:

Comm. history

Keyfobs

[F- I T - T T S )

Keyfob state

T i R R I e
= I T I T =

If the save is successful, the red box will disappear.

Mame A Type Output Input ARL Filter Configuration Tem)
1 1.ACK-210( ACK-210 ouTl AR 1 33 Wiring type:
n ZACH-210 = ouT 2 AR 2 Wiring type
FACH-210 = ouUT 3 AR 3 Wiring type
4 4ACK-210 = ouUT 4 AR 4 Wiring type

5
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Note. The ” symbol in the Type indicates that it is the same as the above content.

3.1.3 ACU-220 Modbus settings

In the Configuration tab of ABAX2, check the MODBUS settings at the bottom and select the desired

configuration values. Once the settings are complete, click the button() in the top-right corner to save.

[] ABAX 2 soft v1.04.002

ACU-220 v6.08 2024-04-12

= a X

Version: 6.08 2024-04-12

Module type: ACU-220
FoiEms Serial number: 772655
Status
= Communication period:
Comm. history
keyfobs Inputs Cutputs
NO/MC
Keyfob state AR1 NO TPR
AR2 MO CON
AR3 MO JAM
AR4 MO LBA

12 seconds |E|

NQ/NC
NO
NO
NO
NO

Programmable outputs

ouT1
outz
ouT3
ouT4
ouTs
ouTs
outry
ouTs

NOJNC

NO
NO
MNO
MNO
MNO
MNO
MNO
MNO

Cperating time

0 min 0 sec.
0 min 0 sec.
0 min 0 sec.
0 min 0 sec.
0 min 0 sec.
0 min 0 sec.
0 min 0 sec.

0 min 0 sec.

[ No automatic update of wireless devices firmware

] No jamming detection

B moDBUS

MODBUS address: | -

R53-485: 9600 bps |Z|

1 <=

Parity: None |Z| Stop bits:

1 [7]

Tip. The Baudrate of the AIBOX is from 9600 to 115200 bps.

Note. The values set here are used in the AIBOX. The MODBUS address refers to the Device Address in the

AIBOX.

TCP Modbus (WAVESHARE)

1. Introduction
1.1 Prerequisites
e  AIBOX FW version 103719 or higher.
e TCP Modbus Relay Box
Recommended Alarm Box models:
e Waveshare Modbus POE ETH Relay
e  Waveshare Modbus POE ETH Relay (B)

e Waveshare Modbus POE ETH Relay 30CH
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1.2 Learn about integration architecture
There are two ways to integrate AIBOX out of Alarm Box ( Modbus POE ETH Relay ) :
1) Case 1 : Direct LAN2 Connection with AIBOX

You will connect the Waveshare Modbus POE ETH Relay (hereinafter “Relay”) to the LAN2 port of the AIBOX.
You must assign an IP address to LAN2 on the AIBOX, and the Relay needs to be powered. You will need to use
a POE injector or supply external power to the Relay. If you assign the LAN2 IP address of the AIBOX to
192.168.1.xxx, there’s no need to configure the IP on the Relay, as the default IP of the Relay is 192.168.1.200.

2) Case 2 : LAN1 Connection via Switch (Non-Recommended)

In this case, you will connect the Relay to the LAN1 port. This setup requires configuring a switch. If the switch
does not support Power over Ethernet (POE), you will need to supply additional power to the Relay and change
its IP address. However, since Modbus TCP does not include any built-in authentication mechanisms, this
method is not recommended due to potential security risks, as unauthorized access to the Relay could occur
on the network

2. Configuration

To integrate the AIBOX with the Waveshare Modbus POE ETH Relay, each device must be configured properly.
Below are the steps for configuration, based on Case 1. If you prefer Case 2, refer to section 3.1 for additional
settings required for the Waveshare Modbus POE ETH Relay.

2.1 AIBOX
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Here are the steps to configure the AIBOX for use with Modbus equipment.

2.1.1 Network Setting

We recommend using Case 1, so you need to configure Ethernet2. Below are the instructions for setting up

Ethernet2.

Access the AIBOX webpage and click on Network Setting under SYSTEM SETTING in the left menu bar.

Click on Ethernet2, then turn off DHCP and configure the IP address and Subnet Mask.

Home MNetwork Metwork Settings

Network Settings

Ethernet1 | Metric

IP Setup

f EdgeDX

Kecoraing

SYSTEM SETTINGS
Network
Network Settings
IP Filter
Service Port

System

License Management

Cloud Service

DHCFP
P Address 192.168.1.201
Subnet Mask 255.255.255.0
Gateway 0.0.0.0
DNS 1 0.0.0.0

e~ Cancel B Apply

Note: If only the Relay device is connected to eth2, do not configure the gateway and dns1 settings.



2.1.2 Modbus Relay Setting

Access the webpage and select APP SETTING > System Event settings > Modbus from the left menu bar.

M EdgeDX

Al Bridge

License Management

Cloud Service

APP SETTINGS

Explore Al Apps

Active Al Apps

System Event Settings

Event/Action

Alarm In

Virtual Alarm In

Generic Event

Tamper Detection

Modbus

Disarm

Select TCP for Transport and configure the Host and Port settings. For the Waveshare Modbus POE ETH Relay,
the Device Address is fixed at Ox01.

Home = Applications = System Event Settings =~ Modbus

Modbus

Modbus Device

Transport TCP

Host 192.168.1.200

Port 4196

Device Address O 01

Note. The device’s default IP is 192.168.1.200, and the port is 4196.
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Enter the following configuration values: For the Waveshare Modbus POE ETH Relay, the Function is fixed at
0x05, the Start Address is 0x0000, ON is 0xff00, and OFF is 0x0000.

Modbus Relay (20) Download CSV Upload C5V

Id Name Function Start Address ON OFF Test

1 Modbus Relay 1 Ox 05 0x 0000 0x 00 Ox 0000 ON OFF
2 Modbus Relay 2 Ox 05 0Ox 0001 0Ox 00 Ox 0000 ON OFF
3 Modbus Relay 3 Ox 05 Ox 0002 Ox f00 Ox 0000 ON OFF
4 Modbus Relay 4 Ox 05 Ox 0003 Ox f00 Ox 0000 ON OFF
5 Modbus Relay 5 Ox 05 Ox 0004 Ox f00 Ox 0000 ON OFF
6 Modbus Relay 6 Ox 05 Ox 0005 Ox f00 Ox 0000 ON OFF

Tip. Click the Refresh button to check the current Relay status of the connected device.

Modhbus Relay States

ModbusRelay EzE+4B6 7 8

Tip. You can set the name of the Relay you wish to use and click the ON/OFF button to test it.

Modbus Relay (20) Download C5V Upload CSV

Id Name Function Start Address ON OFF Test

1 Modbus Relay 1 0x 05 Ox 0000 Ox 00 0x 0000 ON OFF
2 Meodbus Relay 2 0x 05 Ox 0001 Ox 00 0x 0000 ON OFF
3 Meodbus Relay 3 0x 05 Ox 0002 Ox 00 0x 0000 ON OFF
4 Meodbus Relay 4 0x 05 Ox 0003 Ox 00 0x 0000 ON OFF
5 Meodbus Relay 5 0x 05 Ox 0004 Ox 00 0x 0000 ON OFF
6 Meodbus Relay 6 0x 05 Ox 0005 Ox 00 0x 0000 ON OFF

2.1.3 Modbus Relay action
Below are the instructions for adding the Relay device registered in the AIBOX to the action settings.

After setting up the Al App or system events, click on Action setting and then select Add.
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Action Setting Add

Action Type Action Name Operation

Select Modbus Relay from the Action Type.

|I|HHHHHI%HHHIHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Action Type ‘ | ‘

System

Relay

Modbus Relay

Camera Speaker

Count Reset

Metwork

HTTP

Cancel Apply

Clicked ‘Modbus Relay Action Add’ Button.
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Action Type Modbus Relay

Modbus Relay Action Add

Name Operation

Cancel Apply

The Index refers to which Relay of the Relay device set in section 2.2.1 you want to control. Select the desired

Output Type, then click the Test button to verify its proper operation. Finally, click the Apply button to save the
settings.

Modbus Relay Action Setting

Action Preset Name Modbus Relay

Modbus Device Config [ Move To Setting

Index 8
Output Type On for Duration

5 second(s)

Cancel Apply

Check the checkbox, then click the Apply button.
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Action Setting

Action Type Modbus Relay

* (Check the target action you want to apply to this rule.
* You need to choose one action.

Maodbus Relay Action Add

Name Operation

Modbus Relay 0 o

Cancel Apply

After completing the settings, click the Submit button to apply the changes.

@ Run Rule in Disarm

Schedule Setting Setting

Name Operation

Always

© Combined Rule  Add

Reference Rule / Event NOT Time Range 1/0 Status Reference Operation

3. FAQ
3.1 Waveshared Modbus POE ETH Relay Device Setting
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To locate and configure the device, please download the installation file provided below. The tool is a zip file
containing a Windows executable.

VirCom Tool Download Link
3.1.1 Search Device

On a Windows PC connected to the same network as the Relay device, download the VirCom tool, extract the
compressed file, and run the tool.

Clicked the ‘Device’ Button

Mit Virtual Serial & Device Management - VirCom = O *

Manage(M) Config(C) View(V) Help(H)

In... | Status Discription

Information

[2024-09-30,17:42:48] Create ok! a
[2024-09-30,17:42:42] Create ok|
[2024-09-30,17:42:41] Listen at port 4196 OK.

Devices on the same network will be detected. If a device is not found, please check the network connection
and the power status of the device.
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Device Management X
e —

l. | Ty-. j Name Dev IP Loc.. | Dest IP Work . | TCP.. | Virtual . | Vircom St | Dev ID T |R

1 | Su..j ZLDEVOOO1 192.168.0.10 4196 192.168.1.3 TCP Ser.. Not .. Haven't. NotLinked 09C90355 | 13.. 9
Su... | ZLDEW0O0O1 192.168.0.11 4196 | 192.168.1.3 TCP Ser.. Not .. Haven't.. NotLinked 150D2FC2 0 0 Auto Search |
Su.. § ZLDEVOO0O1 192.1658.012 4196 | 192168.1.3 TCP Ser.. Mot ..  Haven't. | Not Linked 1DCE262B | 17.. |1

Add Manually

Search Serial

P2P Device

Edit Device

Search List

R

3.1.2 Configuration

Connect to the device you identified in section 3.1.1.

Modbus POE ETH Relay

Password:

Please enter password.

www.waveshare.com

Note. The device has no default password. You can enter any value or leave it blank to log in.

Set the device’s IP and port, and configure the work mode as TCP Server.
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Device Information
Device Name ZLDEV0O001 Firware Version V1. 486 Device MAC 04-EE-ES8-19-03-65

Network Settings

IDewce IP 192.168.0.10 Device Port 4196 Bg;lce L 30
Work Mode TCP Server v Subnet Mask 255255 255 0 Gateway 192.168.1.1
E,?E’)tmgtion 192 16813 Bgﬁtination 4196 IP mode Static v
Serial Settings
Baud Rate 115200 v Databits 8 v Parity None v
Stopbits 1 v  Flow control None v
Advanced Settings
e o e, i

5~1270 second 1~255 second

Note. The device’s default IP is 192.168.1.200, and the port is 4196.

Tip. When setting up multiple devices, ensure that you configure each device one at a time. Since all devices
start with the same default IP address, configuring multiple devices simultaneously may cause conflicts, and
changing the settings for one device could inadvertently affect the others. To avoid this, always complete the
configuration of one device before moving on to the next.

Network Action Handler

HTTP

When an event occurs, the device can upload event information and snapshot images to an external HTTP
server.

Messages to be uploaded can be easily edited using token variables.

Action Type HTTP

Select the Action Type to HTTP, then the relevant settings at the bottom

1. URL Settings
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1. Select the HTTP API URL and Method.

Method GET

URL GET https://edgedx.ai/api
2nd URL PosT
PUT

Validate Server Certificate .

Method GET
URL HTTPS https://edgedx.ai/api
2nd URL HTTPS

o 2nd URL :If you configure a 2nd URL, the request to the 2nd URL is automatically retried only
if the request to the primary URL fails.
However, if the request to the primary URL is successful, the request to the secondary URL
will not be made.
The 2nd URL is not a required value, so you do not have to set it

2. If you input Https protocols, the Validate Server Certificate is activated.

URL GET https://edgedx.ai/api
\alidate Server Certificate On
2. Authentication
Authentication ‘ Mone ‘
Username None
Password Basic
Digest

Authentication methods are available None, Basic, and Digest.

3. Action Delay

Action Delay 0
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After the event occurs, the message is sent after a delay of the amount of time specified in Action Delay.

Normally, you can leave it at the default value of 0.

4. Show event data

API request data can contain event information.

CH Channe
CH NAME Channel Name
MAC MAC Address
TIMESTAMP timestamp(UTC)
TIME ISO8601 time({UTC)
TIME time
TIME Sa¥YYY 4 digit year of the time

1. Enter event data values using predefined tokens.

Editable Box
{IMACH

2. Select the desired token value from the combo box.
o The selected token value will be added as {{token}} in the form of {{token}}.
o  When sending actual data, this part is replaced by event data.

o Tokens can only be used where they can be input via the combo box.

5. Custom Header Settings

1. Click the n button to set the header
Custom Header ﬂ
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2. You can use event data tokens on the Custom Header settings page. To use a token, select the text
field and add the token. It is only available for Value.

mac timac} Delete

Delete

6. Query Settings

Query String ﬂ

The query string can be configured in the same way as the header.
Once set, you will see a quick view of the query string.

7. Content-type
Selecting Content Type will display the Type settings page.

Content-type : multipart/form-data

From Field Settings

1. Click the “ button to set the data.

Content-Type multipart/form-data

Form Fields event =

Attach Snapshot

Snapshot Time Range From 3 s To 1 sec:

Snapshot files key snapshots
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2. Ifyouclick the “ button, the settings window pop-upUse the event data token to set the
value. There’s also a simple template.

String Construction

Editable Box CH{{CHI} - {{EVENT NAME}} - {TIMESTAMP}}

Message Example

(‘3 nce'

o There are also simple templates available.

String Construction ‘ Use

Basic Information
Editable Box Basic Information (JSOMN)
Basic Information + Objects
Basic Information + Objects (J50N)
Basic Information + LPR
Basic Information + LPR (JSOMN)

Message Example
JSON Pretty (Old)

Snapshot settings

multipart/form-data allows snapshots to be appended.
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Attach Snapshot

Snapshot Time Range From 3 s To 1 secs

Snapshot files key snapshots

Content-type: Application/Json

Application/Json provides event data token functionality and template functionality.
It also provides templates in the form of Json.

Content-Type application/json

String Construction

Editable Box {
"ch":"{{CH}}".
"event_name":"{{EVENT NAME}}",
"utc_timestamp":"{{TIMESTAMP}H"
}

Message Example {
"ch":"3",
"event_name":"My Event Name”,
"utc_timestamp™:"1561961100.123456"
¥

8. Message test

You can test your setup data using the Test button at the bottom.
Success is displayed at the top.
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Gt SSting © Requested. Please check your server log.

Action Type HTTP
Action Preset Name HTTP
Method GET
URL HTTP http://192.168.101.11:8883/
2nd URL HTTP

Validate Server Certificate
Action Delay 0

Authentication None
Username

Password

Custom Header Set

Query String Set

Content-Type application/json

String Construction

Editable Box {
e ICHIT"
"event_name""{[EVENT NAME}}",
"utc_timestamp":"{{TIMESTAMP}}"
}

Message Example {
“ch":"3",
“event_name""My Event Name”
"utc_timestamp™:"1561961100.123456"
H

Send example message

FTP Upload

FTP upload allows you to upload an event snapshot to an FTP server when an application event occurs. The
directory and file name to store the snapshot file can be set variably using the event’s metadata.

The FTP Upload can be added from the Action settings. Select the Action Type to FTP, then, the relevant
settings at the bottom.
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Action Type FTP

Snapshot Time Range Settings

1. Set the time range for uploading snapshots based on the time of the event.

=2
H

Snapshot Time Range - second(s)

In the example set above, snapshots taken from 2 seconds before the event to 1 second after the event will be
uploaded.

Periodic snapshots are taken at least once per second for each channel, in addition to event snapshots.

Snapshot Upload Directory and File Name Format Settings

Directory | {TIME YYYYMMDD}/{TIME %HH}}

Filename {TIME YYYYMMDD}_{TIME HHMMS5}} f[als] TIME ¥YYYYMMDD YYYYMMDD
TIME HHMMSS HHMMSS

Example 20220902/15/20220902_153702.jpg
TIME %6YYYY 4 digit year of the time
TIME %emm  Month of system time
TIME 96dd Date of system time
TIME %HH Hour of system time
TIME %6MM  Minute of system time

e Directory : Specify the location where the snapshot image is stored when the FTP Upload action is
performed.

o Event metadata can be included in this setting. Setting the path to include timestamps, as in
the setting example above, specifies the upload directory based on the event time. The
snapshot will be saved to the root directory of the FTP connection if this setting is not
specified.

e Filename : Snapshot file names can be set similarly to directories.

o The extension for snapshot file names is automatically set to .jpg, so there is no need to
change it in the preferences.

e If you specify a snapshot file name, the Example shows an example path to the snapshot created by
the directory and file name you specify.

FTP Server settings

In the Server item, add the FTP server settings you want to transmit.
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Once added, the FTP server settings can be used to set up other rules or FTP uploading actions in other
applications.

Add

1. Click the button to add new server settings.

FTP Server

Protocol O FTP

My FTP Server

192.168.0.5

Username myftpuser

Password mypassword

Passive Mode

Cancel Apply

Apply
2. Enter the destination FTP server information and click the - button.

Server Add

Name Host Operation

My FTP Server 192.168.0.5:21

After adding an FTP server setting, a new entry is added to the FTP server list.
Select the desired server in the FTP server list to complete setting up the server.
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AWS S3 Upload

AWS S3 Upload action uploads event snapshots to AWS S3 storage when an application event occurs. The
passkey value for the storage storing the snapshot file can be set using event metadata.

AWS S3 Upload Action can be added from the Action settings. Select the Action Type to AWS S3, then, the
relevant settings at the bottom.

Action Type AWS 53

Snapshot Time Range Settings

1. Set the time range for uploading snapshots based on the time of the event.

Snapshot Time Range -2 - 1 second(s)

In the example set above, snapshots taken from 2 seconds before the event to 1 second after the event will be
uploaded.

Periodic snapshots are taken at least once per second for each channel, in addition to event snapshots.

Snapshot Upload File Path Settings

File Path HUTIME YYYYMMDD}}/{TIME HHMMSS};

Example 20220902/153702.jpg TIME Y¥YYMMDD
TIME HHMMSS HHMMSS
TIME %YYYY 4 digit year of the time
TIME %mm  Month of system time

Bt TIME %dd Date of system time | ™

TIME %HH Hour of system time
TIME 26MM  Minute of system time
TILAC v CC

e  File Path : Specify the path where the snapshot is stored.

o Event metadata can be included in this setting. Setting the path to include time metadata, as
in the example above, sets the upload file path based on the time the event occurred.

o Set a file path excluding the Region and Bucket parts. You only need to set the path within
the bucket where the file will be saved.

e After setting the file path, the Example section shows an example snapshot path.
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AWS S3 Storage Settings
Add AWS S3 storage settings to the Server item.

Once added, AWS S3 storage settings can be used to set other rules or to set AWS S3 upload actions in other
applications.

Add

1. Click the button to add new server settings.

Mame My Seoul Event Bucket

Region Asia Pacific (Seoul)
Bucket mycompany.event.seoul
Access Key AKIA43)3ITYRCPWUX3HF

SECrEt KE‘:!‘,I' (R R R R R R L R R R R R R R R L]

Cancel Apply

2. Enter your target AWS S3 store information.

Apply
3. Click the button to save the settings.

4. Once your AWS S3 storage has been added, it will be listed.

Server Add

Name Region Bucket Operation

My Seoul Event Bucket ap-northeast-2 mycompany.event.seoul

o Once you have ticked the destination box, the setup process for your AWS S3 storage is
complete.
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TCP Communication

You can connect to a TCP server and transmit data when an application event occurs.

Server configuration

Host 192.168.101.11

Port 1234

You can set the server’s IP address and port number.

Action Flow
Action Flow Send, Close
Send, Close
Message Type
Send, Recv, Close
Send, Close

After connecting to the server, send the preconfigured message and then terminate the connection.
Send, Recyv, Close

After connecting to the server, send the preconfigured message and receive the response message before
terminating the connection.

The response timeout is 3 seconds.

Message Type
Message Type UTF-8 Characters
String Construction UTF-8 Characters
Hex Codes

You can set the message type to two options.
The UTF-8 type is used for standard text messages with UTF-8 encoding.

Hex Codes represent binary data values in hexadecimal format.
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UTF-8
The UTF-8 format can be configured using tokens and templates

Configuration examples

Stnng Construction

CH{{CH}} - {{EVENT NAME}} - {{TIMESTAMP}}

Reception examples

. Please refer to the configuration examples.

Hex Codes

In the Hex Codes format, tokens cannot be used; however, you
values. Please refer to the configuration examples.

Configuration examples

Reception examples

o—virtual-mac

- -I!'I. |:| |:| - 'I" r

can configure raw data using hexadecimal

hine

rirtual-machine:
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MQTT Publish

You can use the publish feature of MQTT to integrate AIBOX with a variety of devices.

[+]

Mobile App notification

L]

[ =

Publish Al Events
via MQTT topic —
(= | Subscribe WMS
| == |
==
MOTT Broker @

1oT cloud Apps

Al Bridge device

=

e’

Record on Storage

1. MQTT?

MOTT(Message Queuing Telemetry Transport) is a lightweight messaging protocol that is ideal for efficient
communication in low-bandwidth or unreliable network environments, particularly with loT(Internet of Things)
devices. Its lightweight nature makes it specifically designed for delivering messages between remotely
connected devices.

MQTT Features

e Lightweight protocol :MQTT is an efficient protocol for low-bandwidth and resource-constrained
environments.

e Asynchronous communication : Clients able to send first and receive messages at a later time.

e Quality of Service(QoS) Level: MQTT also offers various Quality of Service (QoS) levels to guarantee
message delivery reliability.

e Last Will and Testament(LWT) messages: The messages is sent when a client experiences an
unexpected disconnection.

Main components of MQTT
e  Broker
o The MQTT broker is server as a relay between clients, transmitting messages.

o The broker receives messages from clients and forwards them to other clients subscribed to
the topic.
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o The broker typically functions as a centralized server, serving as the hub for all message
exchange.

e (lient
o MAQTT clients are endpoints that send and receive messages.
o Clients can publish messages to the broker or subscribe to specific topics.

o Clients can take many forms, including loT devices, mobile apps, and server applications.

o Topics in MQTT define how messages are categorized.
o Topics are strings that can be hierarchical. (Ex: “home/livingroom/temperature”)

o Clients subscribe to the topics they are interested in, and receive messages only about those
topics.

e Message Payload
o The message payload is the data component of the MQTT message.

o It canvaryin form, including text or binary data, and its size is determined by the broker’s
implementation.

o The message payload contains the information that the client wants to send to other clients.

2. How to set up the MQTT Publish action

Action Type MOTT Publish

Select “MQTT Publish” as the action type and click “Add” to show the relevant settings.

— Topic Setting

Topic Setting

Topic {DEVICE NAME}R-{CH} | |

Topic Example Device-3 DEVICE NAME Device Name including MAC address
MAC VIAC Address
CH Channe
’ayload Setting
CH NAME Channel Name

ng Construction EVENT TYPE[EN] Event Type English Notation

EVENT TYPE Event Type

EVENT NAME Event Name

Editable Box e

Set the Topic. You can input which can be a specific phrase or a predefined token.

— Message Payload Setting
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Message Payload Setting

String Construction

Editable Box

Message Example

0 QoS 0 Level 0 Level 1 Level 2

You can set the Message Payload and set the QoS level.

Please refer to “Utilizing Event Meta Tokens & Creating Action Message Guide” for how to set the Message
Payload.

— MQTT Broker Setting

MQTT Broker Add

Name Host Operation

You can add an MQTT Broker, or select a Broker to use from the added MQTT Brokers.

Click the ‘Add’ button to display a menu to add an MQTT Broker.
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MQTT Broker

Mame |M[1TT Broker Name

Varsion 9 v3i1 v5

Host

Port

Protocol

CA Certificate

Username

Password

broker.hivemg.com

1883

MQTT owver TCP

Cancel Apply

You can set the name of the MQTT Broker and set the MQTT Broker access information.
If you need help with access information, contact your MQTT Broker representative.

3. How to test the MQTT Publish action

Here show you how to test using the MQTT Broker and MQTT Web Client, both of which are available for free

from hivemq.

— MQTT Client : Subscribe Setting

Access to hivemq’s MQTT Web Client. Click the Connect button, as the connection to the hivemq free broker is

already established by default.
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Connection

Host
mgtt-dashboard.com
Usemame Password

Last-Will Topic

Last-Will Messsage

Port
8684

@
ClientlD
clientld-UtNuQzOWRT |
Keep Alive SSL Clean Session
&0 X x
Last-Will QoS Last-Will Retain

0

Click the “Add New Topic Subscription” button after connecting, and then input the name of the Topic
(“ACTION_TEST_MQTT_PUBLISH”) you wish to configure in the MQTT Publish action.

Connection

Publish

Topic Qos
testtopic/1 0

Message

Retain

® connected

A Subscriptions

=3 | Acd New Topic Sabacription |

Once set up, you will see a page below. Check the Message section of this page for the test result once you

have set up the MQTT Publish action.

Connection

Publish

Topic QoS
testtopic/1 0

Message

Retain

@ connected
A Subscriptions

W Add New Topic Subscription

X
I ACTION_TEST_MQ...

Messages

»

— MQTT Publish Action Setting

Set up the MQTT Publish action as follows.
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TT Publish Action Setting

Action Preset Name

lopic Lxampie

Message Payload Setting

Strng Constructic

Etable Box

Message Example

© Qot

T Broker

MOTT Publish

TION_TEST_MOTT_PUBLISH

ACTION_TEST_MQIT_MUBLISH

Basc Indormation US

device_rame " {[DEVICE NAMLE]]

MAC n
ch*s (ICM)}
h_naeme H A

{EVENT TYPEIENI
event_name""{[EVENT NAME)
TIME YYYY-MM.DODR

AMPY

event_type

“date_tme

tmestamp”

Ny Peent Name®,
12-80-03 15:37:0,
SELL00, 123456~

Level ¥

Level 0

L+ I

Add

Name

MQTT Sroker Name

Set up the MQTT Broker as follows.
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MQTT Broker

Mame MQTT Broker Name
Version '@ Vv3.1.1 v5
Host broker.hivemg.com
Port 1883
Protocol MQTT over TCP
CA Certificate m
Username

Password

Cancel Apply

After configuration, click the Test button to run the MQTT Publish Test Action. When you see the MQTT Web
Client, the test result is displayed as shown below.

123



Connection

Publish

Topic
testtopic/1

Message

Messages

QoS Retain

@ connected

¢

»

A Subscriptions

Add New Topic Subscription

X
I ACTION_TEST_MQ...

»

{ "device_name""Device", "MAC":"00116F0003FD", "ch":"3",

"ch_name":"Front Door”, "event_type":"Intrusion Detection”,
"event_name":"My Event Name", "date_time":"2022-09-02 15:37:02",
"timestamp":"1561961100.123456" }

Email Alarm

You can email event snapshots and event metadata information when an event occurs.

Email Action using an SMTP Server Settings

Email actions using an SMTP server can be added from the Action settings

1. Select the Action Type to Email(SMTP), then, the relevant settings at the bottom. If you set up your
own SMTP server and credentials, you can configure an email action using that SMTP server.

Action Setting

end example message

© fallen
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Mew
2. Click the tap to add a new SMTP server configuration. Registered SMTP server configuration
can be referenced to all event actions.

SMTP Server Settings

MName

SMTP Server 25
Encryption None
Validate Server Certificate Off
From email

SMTP Authentication
Username

Password

o Name : Enter a SMTP name.
o SMTP Server : Enter the address and SMTP server port.
o Encryption: Select the encryption method used by the server, such as SSL/TLS.

o Validate Server Certificate : If you set the Validate server certificate item to ON, the server
includes a procedure to verify the certificate presented by the server with a certificate
authority. If you use a certificate that a certificate authority has not verified, the email will
not be sent.

o From email : Enter the sender’s email address if required by the SMTP server.

o SMTP Authentication: Enter the SMTP server authentication information.
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3. If an SMTP server is added, it shows in the SMTP server list. Select one to configure the email alarm
action.

SMTP Server New

© My SMTP Server

un
=]
-1

smip-mail.outlook.com :
MY_USERMNAME

Video Clip / Snapshot

Video Clips and Snapshots can be attached to Al App Actions such as: Email, HTTP, FTP and AWS. The video clip
consists of 3 to 5 clips, and the snapshots last about 2 to 3 seconds.

Note. The Video Clips and Snapshots will be .TS files, in most cases you will need to install VLC player to view
them.

Follow the steps below to add Video Clips and Snapshots to an Action.

In this example, we will navigate to Applications > Intrusion Detection, then click on the Add button.

m EdgeDK = Device 9656E1 Arm/Disarm ( [ Arm ] ) Vids

Al Bridge

VIDEO Home = Applications Intrusion Detection 1
Video Input Ed It Ru |e

Display
Intrusion Detection - Rule Setting

Event Action List
Rule Name Rule #9095

SYSTEM SETTINGS
O UUID 65bele24-3d17-4c98-9ede-537bb13c8906

Network

System O Active (

License Management
Event Setting Add

Al Cloud
Event Type Video Event Name uuID Operation
APP SETTINGS
Intrusion Detection CH2 Intrusion Detection )
Explore Al Apps
Action Setting Add
Active Al Apds
§  Intrusion Detection Action Type Action Name Operation

LPR-Europe

System Event Settings
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Select Email(SMTP) from the Action Type drop-down list.

Action Type ‘ ‘

MQTT Publish

FTP

Email(SMTP)

AWS S3
TCP

ONVIF

Click on the Email(SMTP) Action Add Button.

Action Type ‘ Email(SMTP) ‘

Email(SMTP) Action Add

Name Operation

Cancel Apply

Add an email that you have previously configured

127



Email(SMTP) Action Setting

Action Preset Name Email(SMTP)

_u n

Sender Name

String Construction

TUkEH “

Email Title

Title Example

Email Message

Message Example

Scroll down the page and enter an optional email message, then select the Attach Snapshot and Attach Video
Clip option. Next, click on the Test button to test the email settings. When done, click on the Apply button to
close the window.

Attach Snapshot

Snapshot Time Range -3 ~ 2 = second(s)

Attach Video Clip

Video Clip Time Range ~ second(s)

SMTP Server New

© smtp server Edit Delete

SMTP Server | smtp.server.com : 578

Send Example Message

Click Apply again on the next window.
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Action Setting

Action Type Email(5MTP)

* Check the target action you want to apply to this rule.
* ‘You need to choose one action.

Email(SMTP) Action Add

Name Operation

Email(SMTP) 0o

Cancel Apply

Finally select Submit to save your changes.

Action Type Action Name Operation
Email(SMTF) Email(SMTF) E m@
Condition Setting (Optional)
© Disarming Rules Rule only work when Arm

Schedule Setting Setting

Name Operation

Always

O Combined Rule  Add

Reference Rule / Event NOT Time Range 1/0 Status Reference Operation

Cancel

You should now receive snapshots and video clips to the email address you have set up when an event occurs.
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VMS / Alarm Monitoring

Avigilon ACC Integration Guide

1. Introduction
1.1 Prerequisites
e AIBOX FW version 103000 or greater.
e Avigilon ACC7.14 or greater.
1.2 Learn about integration architecture
There are two ways to integrate AIBOX with Avigilon ACC VMS:
1) Case 1

The AIBOX receives the RTSP video stream from the IPCAM and provides the annotated video and event data
after Al analysis. The annotated video is transcoded to provide object recognition information, bounding
boxes, zone information, and more from AIBOX’s Al analysis.

2) Case 2

aviaGiLon

Bia> =2 ACC7
DTCD lirdam Cé 2T SOETWARE
RTSP Video Stream

Al Event

& Annotated Video

RTSP Video Stream

Both AIBOX and Avigilon ACC VMS simultaneously receive the RTSP video stream from the IPCAM, and the
AIBOX sends the Al analysis events to Avigilon ACC VMS. It can also receive the RTSP stream from Avigilon ACC
VMS instead of the IPCAM’s RTSP video stream.
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aviGiLon

S ESINGER )| ACCT
PT‘_SP \."I(ff'(? »Str'c:;._r_n__ SoFTwARE

M

Al Event

A

RTSP Video Stream J

2. Configuration

2.1 Avigilon ACC VMS Configuration

We will explain how to integrate AIBOX with Avigilon ACC VMS using the Casel method.

1) Installing the ACC Web Endpoint Service

The ACC Web Endpoint Service must be installed on the same system as the ACC Server software.
Download and install the ACC 7 Web Endpoint Service from the Avigilon website:
https://www.avigilon.com/software-downloads

Once installed, you can view the health of the ACC 7 Web Endpoint Service at: https://localhost:8443/

[0 | = Dashboard - Avigilon Control C= X | == - = X

<« G A THESH HE | hitps//localhost8443 A Ty m = @ % £ 0O
Avigilon Control Center Web Endpoint -~
Dashboard Q
Health: GOOD &
ACC Version: 7.14.24.8
Build- 24.16.0
Uptime: 0 days 0 hours 2 minutes 32 seconds o

+

® G B8

2) To add an ‘api’ account to Avigilon ACC VMS

131



To integrate AIBOX with Avigilon ACC, you add an account that will be used for the integration. In this
document, we will create an ‘api’ account.

Click on ‘Users and Groups’ in the site settings of the Avigilon ACC Client, then click on ‘Add User’.

Search_

~ ol DESKTOP-FSPFMHZ DESKTOP-FSPFMH2

» EE DESKTOR-FSPRMH2

Users and Groups - DESKTOR-FSPFMHZ

Users | Groups  Extemal Directory

gener! e e e
administratar
o a
|| General Users and Growps

Extemal Notifications Rules l Edlit User Dt Lgar

Ex
Other
om

S 3

Enter the Username as ‘api’ and set the Login Timeout to 5 minutes. Then, make sure to set the password so
that it does not expire (check ‘Password never expires’).
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Add/Edit User

General | Member Of

- User Information

Usermame: api
First Name:
Last Mame:
Email Address:

Disable user
Login Timeout

+ Enable login timeout
Idle Time: 0 > hour 5 . min
Password
Password
Confirm Password:
Strength:
Require password change on next login
I + Password never expires I

Password Expiry (Days): | 20 .
Avigilon Cloud Services
User Status: Disabled
Email Address:

Connect

N -

The account created will need permissions for alarm triggering and bookmarking. In this document, we will
select administrator rights.
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Groups: . User Privileges for =2iik Access Rights for 22| Xk
T RS A8R viv Search...
/ v [
@ A A} v ‘ 7
B v v
loud PH2|X 7 >
joud 7 v v
v v
v v
viv &
v v
A v
v v
v v
v v
_
v
v
v
o
v
v
v
v v
v
v
i

3) Adding the AIBOX to Avigilon ACC VMS.

In the Avigilon ACC Client, select “Connect/Disconnect Devices”.
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Site Login Setup X

Search,
| g8 DEsKTOR-FsPRMLZ - DESKTOP-FSPFMH2
- ?:Ei':::;jj_:FMHZ
& KB_N4Z0A

7. = « s

External Monfications Ruibes Backup Settings Restore Settngs

Other

o L 8 g

Site Wiew Editar Manags St Connect/Discannect Apcess Contral
Diavices

& W

Avigilon Cloud Senvices Site Uparade License Managemant

AIBOX operates like an Onvif Device, so it is automatically detected by Avigilon ACC VMS. If the device is not
automatically detected, please check your network configuration.

Connect/Disconnact Devices.., X

Fird Device Show All Servers » Uninitialized devices Search._.
Discovered Devices
Al_Bridge_Pro (AIB-T2-08) 192168100236 OMMIF Al_Bridge_Pro_(AIE-T52-0
192168.102.251 ONVIF Al Bridge Pro_(AIS-TS2-0
Connected Devices

= & DESKTOP-FSPFMHZ

KE_Na204 192.168.102.226 Kb (ONVIF) KB-H4204 OHOT-DEIE 02 A Cannested LA
Al_Bridge_Pro_(AIB-T52-08) 1P Agidress: 192168103251
A1_Brigge_Pro_(AIB-T52-08)

Device is Misconnected
A, This device is mol conmacted [0 & SeVEr. ANy EVenis of images mE
not being recorsed. Replace
Click on ‘General’ in the properties of each video channel to assign a Logical ID.

This Logical ID is used to link channel information between AIBOX and Avigilon ACC. Please ensure that it does
not duplicate with other channels.
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= Setup x = gr - o x

wearch,.

- gff DESKTOP-FSPRMHZ AiBPro_LTE(27384:1)
« Bl DESKTOP-FSPFMHZ

- % AiBPio_LTE EDX {ONVIF) Al_Bridge_Pro

% AiBPro_LTE(2T384:0)

AIBPra_LTE(

B-T52-08)

&iBPra

.

.

% AiBPro

& AiBPro_LTE[272045)
& AiBPre LTE(272
% AiBPro_LTE

ABPre:_LTE[27304;
% KB_N4ZO0A ﬂﬂ I Logical I

General

Dievice Marme AEPro_LTE(Z7 35844

Device Location

Video
-} ®
Campression and Manual Recording Dwargireg
Image Rate

The Logical IDs assigned to each channel can be viewed in the ‘Site Health’ menu.

Site Health x |48 &g - o x

off DESKTOP-FSPFMHZ o Bl Site Information:

hanrelz 27300

= o B DESKTOP-FSPFMHZ

Davicas
el Hardware e
" BiBPro_LTE(27384:1) 60310.1.103000.101 Unik
ED (ONVIF) Al_Bridge_Pra_{AIR-TS2-00) 5Kt 140015k Gkl
ogical 10x 3001
” " RiBPro LTE(ZT384:2) B0310,1.7103000.907 i

SME 34082150 6l

L (ONVIF] Al_Brid ge_Pra_{AIB-T52-08)

Logical IC: 3002

o AIBPro LTE[27384:3)
BN (ONVIF] Al Brdge_Pro_(ATH-T52-08

Losgical ICx 3003

" AiBPro LTE(2T384:4) 152.168
EDX (ONVIF) Al Bridge_Pra_(AIR-TS>-08) 3450

60310.1.103000 101 Uik
SN 34:08:27; cf8

Losgical 10 3004
o _AiRPro LTEL2TIRAS 197, 160103 734 101103000 101 ik

4) Add Al alarm definitions.

In the Avigilon ACC Client, select “Alarms” from General panel
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Site Health

B — DESKTOP-FSPFMH2
e

% AiBPro LTE(2T3847)
% AIBPro_LTE(Z7364:2)
% AIBPro_LTE(27384:3)
% AiBPro_LTE(27204:4)
% AIBPro_LTE(Z7364:5)
& AIBPro_LTE(IT364:6)
% AIBPrO_LTE(ZT364:7)
% AIBPrO_LTE(ZT364:6)

W KE_N4Z04 .‘

Alarm

Alarms
i Add
FRestare Settings

Choose the trigger source “External Software Event”.

Select Alarm Trigger Source

Alarm Trigger Source: lExtemaI Software Event VI

Auto-acknowledge alarm immediately after it activates
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Select the video channel that will be integrated with this alarm.

Select Linked Devices

Select the device(s) to link to this alarm:

‘- Search...

~ gl DESKTOP-FSPFMH2
~ B DESKTOP-FSPFMH2
€% AiBPro
~ & AiBPro_LTE

v| & AiBPro_LTE(27384:1)
" | % AiBPro_LTE(27384:2)
|| % AiBPro_LTE(27384:3)
|| % AiBPro_LTE(27384:4)
| & AiBPro_LTE(27384:5)

| | AiBPro LTE(27384:6)

Pre-Alarm Record Time: |5 E seconds

Recording Duration: |1 E] min |0 @]sec

(] View linked devices when alarm is triggered

[0 Previous H % Next | | Cancel

Enter the event name as “Al Eventl1“. This value is an essential key for distinguishing events between AIBOX
and Avigilon ACC. It must be entered in the “Alarm ID” property in the Avigilon Action handler settings of
AIBOX.
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Select Alarm Properties

Name: |AI Event1| |
Priority: I 1 v l
Schedule:  |Always v| Ld

Enable alarm

4 Previous l| @ Finish | | Cancel

If you want to use different Alarms for each AIBOX channel, you designate video channels for each channel and
create alarms sequentially, as shown in the attached example.
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Alarms - DESKTOP-FSPFMH2

Alarms:
Al Eventl Al Event8
Al Event2
Al Event3 Alarm priority: 1
Al Eventd Alarm is enabled
Al EventS Alarm Schedule is "Always’
Al Eventt
Al Event? Alarm triggered on an external software event

Al Events Auto-acknowledge alarm immediately after it activates

Alarm is linked to device AiBPro_LTE(27384:8)

Alarm recipients are 112 AF2 XA}, BE|Af, 2F AHZA}

® Edit

= Delete

e Add

2.2 AIBOX Configuration
1) Add Video Stream

Set (add) the video stream. You can add it either by using an Onvif device search or by directly adding the
IPCAM RTSP stream address.
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CH3

Attribute

Video Source

2) Set up the Al App

Select the desired Al App and set the Al event for the channel.

In the Actions Setting, click the Add button to add the Avigilon action handler.
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Intrusion Detection - Rule Setting

Rule Mame Rule #6434

O UUID d10a2533-8227-4554-8f30-c61ba95dab11 O

O Active (

Event Setting add

Video Event Type Event Mame I  Operation
CH3 Intrusion Intrusion Detection (£
F m
Detection

Action Setting | Add

Action Type Action Name Operation

3) Enter the Avigilon ACC VMS Server Information

Enter the IP address of the Avigilon ACC VMS and other server information. Then click the channel “Mapping”
button.

FAuigilon Server Setup

Part

Use SSL connection

Password

Channel Mapping

r‘]nrpl m

Enter the Camera Logical ID of Avigilon ACC VMS.
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Note: If you enter the IPCAM’s Logical ID information instead of the AIBOX's Logical ID in the camera mapping
information, it operates as the Case2 integration type.

Channel Mapping
1CH 3001
2CH 3002
3CH 3003
4CH 3004
5CH 3005
6 CH 3006
7CH 3007
8CH 3008

For the “Alarm ID” property, input the name of the “Alarm” that you added in Avigilon ACC. In this guide, we
have entered it as “Al Event”.

If you select ‘Add Channel Number,” the channel number will be automatically added to the Alarm ID.

For example) Channel 1: Al Eventl, Channel 2: Al Event2, Channel 8: Al Event8
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Action Preset Name Avigilonl

Awvigilon Server
9 O 192168100 2368443 s

Only one Avigilon server can be used.

Alarm ID Al Event Add Channel Number

Use Bookmark B Enabled

Bookmark Message CH{{chl} - {{event_name}} - {fiso8a01}} Sat

fehen o n
e

The Bookmark Message field can be utilized in various ways. You can enter event texts, LPR information, etc.,
so you can send additional information in the Avigilon ACC VMS.
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String Construction

Simple msg template
Editable Box Simple msg template(Json) 1P})
Basic Object msg template
Object msg template(Json)
Simple LPR msg template
Basic LPR msg template

Message Example 456
LPR msg template(Json)

Object
String Construction Simple LPR msg template m

Editable Box ({LIST OBJECTS[PARAM=COMMA}}}
{{-OBJ[LP_TEXT_DETECTEDJJ{{LIST
OBJECTS[PARAM=COMMAJ}}

Message Exan]p|e DR161AR, FR809XE

Note: If you want to set the Object property differently for each Al App, you can create a separate Avigilon
Action handler for each Al App.
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By pressing the “Test” button, you can check the Test Event in the Avigilon ACC Client.

— . — -

¥ ¥ e § 2= o ———— I R =S . =
5 Search: Alarms % ;f_ ,;_." = m
Alarms to Search:

AiBPro_LTE(27384:7
+ Al Eventl
Al Event2 2023-1108

Al Event?
Al Events
Date Range.
From 2023-11-09 5 11:04:03.016 2% .
To: 2023-11-02 B2 /11:05:11.306 @F 4
|
Duratior [ (I 12 g2/l
Days Hours Minutes Seconds

20234 118 9% §a¥

04 =
4 > » ,”,‘04'04‘432 3 2% 1103 o8 104 oM 113 oM 11:06 o3 11:07 2% 11:08 28 11:09
20230 NI [ WK
ABbvo LTE(I7I8%:1) . - Ea B s =
B s + €0

If the test fails, please refer to the error message that appears at the top right of the screen and check the
settings. You can verify various issues such as VMS connection failure, authentication failure, incorrect Alarm
ID, or incorrect Logical ID of the video.

g Inwalid username or password

Action Preset Name fongilon
Basgilc = - -
O 192168100 73608443
Caily one Avigikon sefver can be used.
- B [ - | Mumber
Bookmark B enat

CHch - fhevent_namel] - [iso8601) Set

If the event test is successful, check the “Activate Avigilon action handler” checkbox and press the “Apply”
button to save the handler settings.
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Action Type Avigilon

* Check the target action you want to apply to this rule.
* You need to choose one action.

Avigilon Action Add

Name Operation

Avigilon1

©

E mw

Cancel

Finally, press the “Submit” button located at the bottom of the Al App settings to save all configurations.

@ Combined Add

Rule

Reference Rule / Event  NOT Time Range Operation

Active Al Apps

Intrusion Detection

Loitering Person
Seaple Counting

3. Demo

3.1 Live/Recorded

In the live view of Avigilon ACC, you can check object recognition information through the annotated video
provided by AIBOX, and a pink BBox appears when an event occurs.
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« gl DESKTOP-FSPFMH2
% AiBPro_LTE(27384:1)
4 AiBPro _LTE(27384:2)
. AiBPro_LTE(27384:3)
4 AiBPro LTE(27384:4)
% AiBPro_LTE(27384:5)
4 AiBPro_LTE(27384:6)
A AiBPro_LTE(27384:7)
% AiBPro LTE(27384:8)

AIBPro tTERT73I84T)

In the recorded data screen of Avigilon ACC, when

aviGiLon

an Al Event occurs, a bookmark icon appears on the

timeline information at the bottom of the screen, and by clicking on the bookmark, you can view the details of

the Al Event.

T
.

~ gl DESKTOP-FSPFMH2
4 AiBPro_LTE(27384:1)
4 AiBPro LTE(27384:2)
 AiBPro_LTE(27384:3)
4 AiBPro_LTE(27384:4)
% AiBPro_LTE(27384:5)
4 AiBPro _LTE(27384:6)
A AiBPro_LTE(27384:7)
4 AiBPro LTE(27384:8)
4, ABPr
LN
o AB
& KB _N420A

2416:1)

E=r2023-11-09

04 X
a po 110?.03‘0169;1

Hou S8

¥ 11'}»‘1;( 23 11:04:30

ABPro_LTE(27384:1)
ABPYo_LTE(27384:2) <« »
ABRY0_LTE(27384:3)

ABSro_L TE(27384:4)

3.2 Search

{1 -11-09711:05:22 812686+09:00

- - .
g’cﬂl - Hand & Foot Intrusion - 2023

—-nnawvmy

O~
B2 a v

— 11 0F- X
FER0T3:11-09 1{.07.27.300 23
3 =
.\ 3 Y|
S;m § ; b | AiBPro LTE(27384
. W 2023-11-09 11:07:55.361 23 FHTQ023-11-09

11-09 23 110519
g 23 110532

—~ €.
PrisPPLTER7384:6)

CH1 - Hand & Foat Intrusion -... OVIGILOn
% Export
& Edit

% Delete

=rroondl

2 11:06:30

27 11:07:00 273 11:07:30 27 12:08:00

H

e — N =
PSS e ST S T e = T ]

In the bookmark search screen, you can search for Al Events that have been automatically bookmarked when
they occur. By utilizing the Bookmark Message in AIBOX’s Avigilon settings, you can dynamically generate
various information. For example, using the LPR (License Plate Recognition) information template, you can find
the license plate information through bookmark search.
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Searc Ai8Pro_LTE(27384:2) -

CH2 - imminent Threat - 2023-11-09T11.05149  2023-11-09 23 11:0611

0553

3

CH2 - imminent Threat - 2023-11-09T11:05563  2022-11-08 27 11
CH2 - imminent Threat - 2023-11-09T11:053282  2022-11-09 27 11:05:35
CH1 - Hand & Foot Intrusion - 2023-11-09T11:0  2023-11-09 2% 110519
CH2 - imminent Threat - 2023-11-09T110520.3  2023-11-09 2% 11:0517

]
Bookmark ] Export this Boslkmark

Name: CH2 - imminent Threat - 2023-11-09T11:0633.518960+ 0200

Start 2023-11-09 27 110630 I Pertorm 3 motion search on this Dookmark
Enc 2023-11-09 2F 110643

Dwatione 0 hours, 0 minutes, 13 seconds I Felit Wiz bckmavk

Created By. api
Export resuits to a file

Camerals): AiBPro_LTE(27384:2)
Created On: 2023-11-09 27 11.0634

X 1 BookmarkSelected | @ @ W O Descriptioet CHZ - bmminent Thveat - 2023-11-0971 10633 51696040900
e i 20234 118 0% 8%
O = :
4 ’ » 1!'06'30'5]8 23 10:30 21 10:45 2% 11:00 2m 1145 2% 11:30
20238 NY R S8 e
ABPro_LTE(27284:2) i
B ° + co q

Search: AiBPro_LTE(27384:2) b

CH2 - Imminent Threat - 2023-11-09T11:06:149  2023-11-09 2% 11:06:11
CH2 - Imminent Threat - 2023-11-09T11:05:56.3  2023-11-09 27 11:05:53
CH2 - Imminent Threat - 2023-11-09T11:05:382 2023-11-09 27 11:05:35
CH1 - Hand & Foot Intrusion - 2023-11-09T11:0  2023-11-09 2% 11:05:19
CH2 - Imminent Threat - 2023-11-09T11:05:20.3  2023-11-09 2 11:05:17

AiBPra LTE(27384:2)8 "

Bookmark [ Export this bookmark l
Name: CH2 - Imminent Threat - 2023-11-097T11:06:33.518960+09:00

Start: 2023-11-09 27 11:06:30 [ Perform a motion search on this bookmark l
End: 2023-11-09 27 11:06:43

Duration: 0 hours, 0 minutes, 13 seconds l Edit this boolmark

Export results to a file

Created By: api
Camera(s): AiBPro_LTE(27384:2)
Created On: 2023-11-09 2% 11:06:34

X 1 BookmarkSeleted | @ @ A T Description: CH2 - Imminent Threat - 2023-11-09T11:06:33.518960+09.00
o 20234 118 o R9%
e = R
apor 11:06:30.518 23 10:30 27 1045 2% 11:00 28 11:15
2034 112 92 82 o
ABPro_LTE(27384:2) “ i w
- L 2 + co

3.3 Alarm Manager

In the Alarm Manager, by clicking on an individual alarm, you can check detailed event occurrence information
with recorded video.

149



| Sitelogin | Setap | Siteteath [ROTIE

B a v

Al Event2 Auto-acknowledged Al Event1 Auto-acknowledged

AiBPro LTE(27384:2) AiBPro LTE(27384:1)
l PNge Al gan Toe | Purge Alarm ‘ Alarm Trigge
. Live
I Open In View | Open I View !
I Bookmark Alarm | Bookmark Alarm }
|
[ Search Alarm | Search Alarm [
L
l Export Alarm | Export Alanr ‘

exacqVision Integration Guide

1. Introduction
1.1 Prerequisites
e AIBOX FW version 103708 or higher.
e exacqVision Client 24.06.1.0 higher.
1.2 Learn about integration architecture
There are two ways to integrate AIBOX with exacqVision VMS:
1) Case 1

AIBOX receives the RTSP video stream from the IPCAM and processes it to provide annotated videos and event
data after Al analysis. The video is transcoded to include object recognition data, bounding boxes, zone
information, and more.
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/,

l RTSP Video Stream E
‘. exacqg\ision

/,

2) Case 2

Both AIBOX and exacqVision VMS simultaneously receive the RTSP stream from the IPCAM. AIBOX sends the Al
analysis events directly to XProtect VMS and can also source the RTSP stream from exacqVision VMS instead of
directly from the IPCAM.

RTSP Video Stream
exacqg\/ision
RTSP Video Strear v

Among Casel and Case2, this guide will explain how to integrate using Casel.
2. Configuration

To integrate events between AIBOX and exacqVision, exacqVision Serial port configuration and AIBOX
configuration are required. The following explains each configuration method.
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2.1 exacqVision Configuration

2.1.1 Adding Device

To use the annotated video, you must first add the device. The following explains how to add the device.

If you are not using the annotated video, you can skip this session.

Note. We have created this guide using Casel because we prefer annotated video.

Note. To successfully add the device, the video stream must be input into the AIBOX.

In the exacqVision Client, click ‘Add IP Cameras’ and then press the ‘New’ button to enter the device
information and add the device.

W mescgvison Cieet
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£ Toe

B Ly

B ok ki
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A Acid Secarty Integutions
B St
o Sl Pt
kSl Ptk
£ Hoificiion
4 s

&
2 Chung Pasewcrd

L]
L]

P Cames Ug

Add IP Cameras

]

Chpdaying 1 carmesa

P Cammiea ommuion

Cwwe Trpe | OAMT

Hosname®® fodness | 150 108 77 180

doet itz @

wearram | adnn ]
Fierl SESSSSS e
L L L LT
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Jeytems

dd Srinctes

Add IP Cameras

D0 B

Moty A 30, 104 32008 Bl

I Carners List IP' Carnera Informistion

r Q Fiter : Davice Typs: | ONVIF -

nabled | ddress Make =] Model MAZ Firmware Satus Hostname/P Address 182 16877182 | Doen
AT = Drid 1 3100 0 800053, |0 anneded
P | B0 Protocel: = (@D
Usemame: | admin |
Fisvod. | @9888e ]
Praczwand l.'nufi:m.| L |
A show Dstails
TmE B2E024 329355 PM
Apply Cancel

Dizplaying 1 camers

[ R o iog o ]
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=-4¥ exacqVision Server
- Configure Systern
: E]nn Add IP Carneras
. -8 Camera Recording

.. Ji EDX Al_Bridge_(AIB-TE1-04) ch O

WA rlLer
Enabled ] Address Make [ Model N [
M 10216877183 EDX Al_Bridge_Pro_(AIB-T52-08) 24-
192.168.77.183#bank=2 Al_Bridge_Pro_(AIB-TS2-08) 24-

W i 1 et

Al_Bridge_(AIB-TE1-04)

Note. When registering an AIBOX with more than 4 channels, please add #bank=n after the IP address.
(Example: 192.168.77.182, 192.168.77.182#bank=2, 192.168.77.182#bank=3, 192.168.77.182#bank=4)

2.1.2 Serial Ports Setting
Once the device registration is complete, follow these steps to register the Al Event in exacqVision.

In the Serial Ports tab, click New, then enter your desired value for Name. Set Use to ‘POS’, and Profile to New.
For Type, select ‘TCP Listener’, and enter the AIBOX’s IP in the Address field. Enter the port that you will
configure in the AIBOX for the Port field. Set Max Line Length and Timeout appropriately, and enter ‘\x0a’ for
Line Ending.

After completing the settings, click the Apply button. This will automatically take you to the Serial Profiles tab.
Note: ‘\x0a’ is a hexadecimal code that represents a line break and is specified in the exacqVision manual.

Note. If you have an existing Profile, please select that Profile.
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2.1.3 Serial Profiles Setting

In the Serial Profiles tab, click New, then select the Port Name you created earlier. Enter ‘@Start’ in the SOT

marker field and ‘@End’ in the EOT marker field, then click the Apply button.

W mescguison Cimet
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In the Live Display tab, select the background video where the message will be displayed, then drag within the

video to choose the location for the message. You can adjust the font settings in the Text Formatting section.

TIP. The exacqVision server port can only use one port, and since exacqVision also only allows one
communication per port, all events for a single AIBOX will be received on that port. Therefore, it is
recommended to set the Serial Profile’s background to None instead of a specific channel.
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Serial Profiles

Global Settings
[JEncrypt database
Days to Retain Data: [60 =] Apply Cancel

| Configuration | Live Display | Event Keywords | Line Masks | String Replacements | Rules |
[5elect Al

I String I Live I Search
O @start M
[0 @end| M M

[[]Case Sensitive

Mewy Delete
[ New
Apply Cancel

TIP. In the Line Masks, you can add the desired text to ignore specific data.
2.1.4 Event Keywords Setting for Event Linking

In the Serial Profiles tab, go to the Event Keywords section and add the Channel keywords.
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Serial Profiles

Global Settings
[CJEncrypt database
Days to Retain Data: |80 :} Apply Cancel

F =1
| Configuration | Live Display || Event Keywords [JLine Masks | String Replacements | Rules |

| String | Enable

[J channel : 1 (%]
O cChannel : 2 %}
O channel ; 3
[0 Channel : 4

[] Case Sensitive

=

In the Event Linking tab, register the event actions for each channel.

156



W mescguison Cimet O x

L]
2%

al @ | exacg\vision

D Q@] _

Event Linking
Sre e Adi06s

Loy Berthpe  Bemt Sone & Leen Al Tgw A Tage S Irgger  Fof Trgger Stz

BT EregiFid & fowd - Erywod Chunnel 1 _imimedaie Fcoo aten G0 A arge (RE-TE1_ G [ [

E-1] 1T [ Reknf |

-
=
-
k"
-
-
-
=
-
-
- Fru Trigger
e 5| Eeoones
Pas Trigger
[T 2 copmesc
Rz Daps oo Kewp Boris [0 &
e O 0 Risp BNR g B Mt X
e
5 Q00 B Tuesdiy, dsgust 2L 2004 75700 Obd

2.2 AIBOX Configuration
This is a section for creating AIBOX events.

Navigate to: APP SETTING > Explore Al Apps in the menu bar on the left.

f» EdgeDX

Al Bridge
Input

Display

Event Action List

SYSTEM SETTINGS

i Explore Al Apps
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Select the desired Al feature from the available options.

Note : As an example, Intrusion Detection.

Intrusion Detection

Detect people in no-entry zones, send notifications, and configure various other actions.

4CH 1 Rules in Use

Click ‘Add Rule’.

Mome  Applicatioms | Ininsion Deseciion
Intrusion Detectio

Irnaizn Datectian

[ T e |
Mas Aalabie Chanaele a a
Tharneh in e i:1 4

0 Mas &0 Carriim plins s CH au
Tatal & Remsarce Ucsge A 10

e

Rude Hame Acibilan Chanssls In U Opssation

Mo items &)

Add Event Setting, set the area, and click Apply.
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Intrusion Detection - Rule Setting

Rule Name Rule #4181

O Active (

Event Setting Add

Video Event Type i

Event Type CH1 m

rased on e upnat i s

-

Import Zone Settings o

Add Action Setting, select exacqVision as the Action Type and check the box.
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Action Setting Add

Action Type Action Name Operation

Action Type exacqVision

exacqVision Action Add I

Name Operation

Cancel Apply

Modify exacqVision Server settings:

Action Preset Name exacqVision

exacqVision Server o

300

Only one exacqVision server can be used.

Enter the IP address of the exacqVision Server, and then enter the Port you created in Serial Ports in section
2.1.2.
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Exacqvision Server Setup

Host ‘ 192.168.76.68

Port 3000

Reset Cancel m

Fill in the Editable Box with the desired content. You can choose String Construction or use the desired Token
values.

Note. To link Events to specific Channels in exacqVision, a field that distinguishes between channels must be
present.

Fditable Box Device : {{DEVICE NAME}} ([{MAC)Y)

i : WVIE DD,J’MMW} {TIME HH:MM:S5}}
IChanneI : {CHHE {iCH NAMER
vent lype: ENT TYPE[ENT}} - {HEVENT NAMER

Message Example Device : Device (B@116FB8@3FD)

= = /89726822 15:37:82

Front Door
Ven vpe : Intrusion Detection - My Event Name

After filling in the message, click the Test button.

Test Event

If the transmission is successful, a “Success” message will appear.

' €) Success X

The request has been completed

—f

If the transmission fails, an “Error” message will appear. In this case, please check the server settings.
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€) Error

The request could not be completed.

-

Note. There are two ways to check if the server is connected. You can verify the status in exacqVision by
checking the Status in either the Serial Ports or Serial Profiles tabs.

Serial Ports
P
Select INa'ne IUss qucﬂle J Type Jﬁdduﬁs IPmt IMax Ling I.engll.ine Ending I'rimeml: IstaLus
O A4l Bridge dch POS ~ | LPR-KR ~ | TCP Lister) ~ | 19216877 182 3000 256 ela 3 onnected

Serial Profiles

Global Settings
] Encrypt database
Days to Retain Data: |60 3y Apply Cancel

| Configuration | Live Display | Event Keywords | Line Masks | String Repl

Serial Preview Profile

Port Nare: Al Bridge 4ch v|

Port Status: Connected.

SOT

Mark

Note. If the event is not working properly, check the firewall
Note. How to Add a Rule or Port to a Windows 10 Firewall
https://www.youtube.com/watch?v=JsEulhg5P8k

Once all settings are complete, click the Apply button.
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Editable Box Device : {{DEVICE NAME} (MACH)
Timestamp : {{TIME DD/MMOO00 ITIME HEMM:SSH
Channel - {{CH}} - {{CH NAME}
Event Type : [[EVENT TYPEIENIH - IEVENT MAMEN

Message Example Device : Device (B@116FBB63FD) o
Timestamp : 92/@9/2822 15:37:82
Channel : 3 - Front Door

Event Type : Intrusion Detection - My Ewent Name

Cancel

Click on the exacqVision settings you created earlier, then click Apply.Note. If there are many detected objects
and the message becomes too long, some objects may be truncated.

Action Setting

Action Type exacgVision

* Check the target action you want to apply to this rule.
* You need to choose one action.

exacqVision Action Add

Name Operation

exacqVision D E M

Cancel Apply

Finally, click the Submit button.
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3. Demo
3.1 Live

In the Live Cameras tab of the exacqVision Client, you can check the Live Video.

L - 0O x

| Q @ K =

Live Cameras

Q Fonme Ly Nama, Group By Dwacs
™ i

= . GG Tt

e 10 A_Ericige Poc I
0 0 4 ke Pom 1023

AT KRG Ty, Aoguit 20 2004 73309 M

3.2 Recording Search

TIP. If you select multiple videos, they will be displayed in a split-screen view.
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4. FAQ
4.1 LPR Group scenario

As shown in the picture, using Group Mode in the LPR License allows for more efficient use of Al Events.

Add a Group.

Home = Applications = LPR-KR

LP Management

LP Management

Event-Action
License Plate Group
Group (1)
No Group Name
1 ViF

Add the license plate number and select the Group..

Mote
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LPR-KR = LF Management

Home = Applications

LP Management

Event-Action LP Management

License Plate Group

License Plate {3}

No License Plate Number
1 4344
2 1650
3 5839

When searching for VIP in Search Serial, it will appear as shown below.

Note

Operation

| Al Bridge ach |
Devics SE56E1 ( 24T259EEEE] )
o ]
AR4-06-20 10:48:45
Licerse Plates: VIP - 4344
Dewice SBSGE1 ( 2476250SEE! )
ch: 1
20024-06-20 18:49:00_
License Plotes: YIP - 5609
Device SBBGE] 2 SEEEE] )
e
A4-06-20 15:49:8
Licer Flat YiP - 1650
Dewice 9BS6ET ( 24TEC50B5EE! )
ch 1
b :
Dewice QESBE1 ( 24TCCLESEET )
Search Senal Z
“'w V|, o 4 « 4« > » » 44 M| 0 Paused -+ l‘-ﬂ%_‘: { h‘
—— d -
[
B/20v2024 "
End Time: | 0640 PM 1=

@ Client Time
O Sever Time

= Ll =R

Make sure that LP_GROUP_NAME is included in the Editable Box
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Editable Box HDEVICE NAME} ( {{MACH )
ch : {{CH}} {CH NAME}R}
{TIME YYYY-MM-DD}} {{TIME ey
WAAAAS P AAAAAAAAAS

License Plates:{{LIST OBJECTS}} {{=OBJ[LP_GROUP_NAME]}} - § {{-=OBI[LP_4_DIGITS[}} {{LIST
OBJECTS}

Message Example

LAl lowed - B415 White,Truck, Restricted - 3911

Ganz Cortrol Integration Guide

1. Introduction
1.1 Prerequisites
e AIBOX FW version 10124 or greater.
e  Ganz Cortrol Premier/ Global VMS version 1.22 or greater.

1.2 Learn about integration architecture

COIRTIROL

Client, Mobile App

Object Metadata Display
Event Notification

[

- CORTROL

External Service (HTTP API)
Al Metadata & Event

RTSP Video Stream

IP Camera transmits video stream to Cortrol VMS and AIBOX.
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AIBOX analyzes the received video stream by Al Apps and sends metadata & event to Cortrol VMS.

AIBOX responds to Cortrol VMS's search requests.

2. Configuration
2.1 AIBOX Configuration

Add Al app settings.

Home | Applications  Crowd Defect

Video input Crowd Detection

Diisplay

Crowd Detection

Ewent Action List

License Status (T2

RECORD SETTING Max Available Channels 4
Channels In Use 123 4
Recording 0 Max Al Consumtion per CH 204
Tetal Al Resource Usage 61 1000
Event-Action Rulss + Add Rule
Rule Name Activation Channels In Use Operation
MNo items ()
Add Event Setting.
Crowd Detection - Rule Setting
Rule Mame Rule #6487
0 ncive
Event Setting Add
Video Event Type Event Name UuIiD Operation
Action Setting Add
Action Type Action Name Operation

Zone or detailed setting of Al App.
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Event Type CH2 m

Import Zone Settings

Event Name LPR-KR Recognition Mode Any LP Number

Fenan

Add Cortrol Plugin Action Setting.

Action Setting Add

Action Type Action Name Operation

Select Cortrol Plugin.

Action Setting

Action Type I ]

VMS

NX Plugin

Cortrol Plugin

Milestone
Genetec
Avigilon

exacqVision

Cancel Apply
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Click the “Cortrol Plugin Action Add” button.

Action Setting

Action Type Cortrol Plugin

Cortrol Plugin Action Add

Name Operation

Cancel Apply

Click the “Edit” button.

Cortrol Plugin Action Setting

Action Preset Name Cortrol Plugin
Server B 5
[-] Disconnected Edit
Web Port | 8080

Only one server can be used.

Event Action Message Set

Test Event “
Cancel Apply

Enter the Cortrol VMS information ( Server Address, Port number, Username, Password)
You can check if the Cortrol VMS settings are correct through the “Login” button.
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Cortrel Sarver Setup

IP Addrass 192.168.76.62 Connected
Web Port 8080

Username admin

Password [ — Login

Use Recording Server

Metadata Enabled

Channel Mapping Mapping
Create Cortrol External Service

a

Use Recording Server

Recording Server IP Address

Recording Server Web Port 8080

Note. When “Metadata Enable” is enabled, AIBOX transmits object Metadata detected by Al to Control VMS.
Please note that performance issues may occur if the Al app is installed in an environment where many objects
are detected.

Note. If you are a Cortrol Global user and have registered the device using Cortrol Recording, please check
‘Use Recording Server and enter the ID and password. For the Cortrol Premier version, you do not need to
check this option.

2.2 AIBOX Channel Mapping
Set up the relationship between the AIBOX channel and the channel of Cortrol VMS.

Press the “Mapping” button to open the settings pop-up window.
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Cortrol Server Setup

IP Address 192.168.76.62 Connected
Web Port 8080

Username admin

password T m

Use Recording Server

Metadata Enabled

Channel Mapping Mapping
Create Cortrol External Service

Channel Mapping

1CH sconnected
2CH Disconnected
3CH Disconnected
4CH Cisconnected

Cameras

update

Enter the Recording identifier (UUID) of the channel registered in Cortrol VMS into AIBOX.

Recording identifier (UUID) can be obtained from the Details menu of Channel in Cortrol Management
Console.
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@ Configuration > Channels

o Create channel group Assign main stream recordil

TTLE

Configuration

= Servers

& Networks

7 External services
B Failover clusters
&L Users

B4 Devices

B Channels

@ Recording

@ Maps

a o

]

test 1

test 2

test 3

test 4

B ftest
B fest
B fest

B test
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e

ER IP

MH 192.168.77.182
AlH 192.168.77.182
ME 192.168.77.182

MY 192.168.77.182

po..

80

80

80

80

EMAE...

enabl...

enabl...

enabl..,

enabl...
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B Channel test 1%

Charne
# Details
1 itle
3 Members
& Membership Channel title

oy Permissions kain stream recording configuration

none Change...

# Motion detector Recording configurtion assigned to the main video stream [includes supplementary streams by default]

=0 Wideo anakytics Main stream storage

_ Default Change...

i Audio a a
Target skorage for the main stream recording

=*| Inputs - .

2] Ine Substream recording configuration

B Outputs* none Change..
Recordin InTigurtion assigned to the secondary video strea

Channel configuration
Substream storage

Video overlays
i s E Default Change...
! DEWET’D arget storage for the substream record ng
Record supplementary streams with substream
Audio stream WOA stream Motion stream Data stream

IF enabled, the selected data stream will be recorded wath the substream instead of the man stream

¥ideo lost time

1

Wideo timeout interval in seconds, #fterswhich the wdeo loss ewent iz tHggered

Ln

Passive mode

ar-de

IF enabled, 52 Ace communication and Wwdeo streaming will be paused until at least one chent re

Recording identifier
FFEF33CD-37C1-441A-AS3C-34B9AZCEB19C2

Unique red ng identfier of the oumrent channe

Related items - Apphy OK Cancel
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Channel Mapping

1CH

2CH

3CH

4CH

FFoF33CD-37C1-441A-A53C-3489A2C819C2

9E534C99-67EB-45BC-95BD-9A170F789171

166A0FCD-0AB0-41AF-A21B-CTBR02TCSEZE

Cameras

update

Lonnecied

Lonnooied

Enter the Recording identifier (UUID) and press the “Cameras update” button to check if it is entered

correctly. If the channel is connected successfully, green Connected is displayed.

2.3 Create Cortrol External Service

Create an external service by clicking the “Create” button on AIBOX's “Cortrol VMS Setup page”.

Cortrol Server Setup

IP Address 192.168.76.62
Web Port 8080

Username admin

Password RPRR—

Use Recording Server

Metadata Enabled [

Channel Mapping Mapping

Create Cortrol External Service

175



Note. Clicking Create will reset the Group mapping, so you will need to map it again. Rule settings and other
configurations will not be reset.

Next, Create an External Service Group.

[1] Ganz CCRTROL Management Console - localhost:60554 - M9 A

@ Configuration > External services

+ MNew external service group ||
= Servers
TITLE GROUP SERVER
@ Networks 7 Al Bridge-64:1¢10:1c06:b2 none

[ External services

B Failover clusters

Enter the name of the new External Service Group as “AIBOX”.

[ External service group Al Bridge*

External service group

& Details*

Title

off Permissions
Al Bridge]

Extermal services group hame

[[] Ganz CORTROL Management Console - localhost:50554 - B9 A H

@ Configuration > External services

Configuration

= New external service group | v Edit (I
= Servers
TITLE GROUP SERVER
€ Networks 4 Al Bridge-64:1¢10:1c06:2 none
[ External services Al Bridge

E Failover clusters

Assign AIBOX to the new External Service Group.
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4 External service Al Bridge-54:1c:10: 1c:06:b2

Externa service

# Details*

Tite

% Events and actions
Al Bridge-64:1c10:1 c06:b2

== Related resources Externzl service title
Sernvar
none Change...
Ferver [if none is selected the external service will run on central server)
Group

Al Bridge

aroup towhich the external service belongs

Note. If you are using the Cortrol Recording Server, please select the Cortrol Recording Server in the Server
settings.

Oc
" ] : i ) B Chiarred test 1
@} Configuration > Channels
S Charmel
Cionfigurabion # Detals
& Create channgl group External matadats -
XLETTI 2lalddla 20UNCES
=| Servirs W hambars
E FACE v Camera-side metadata
@ Notworks B oestl Wajesi 2= M Membersnip
ey - External metadata
B9 External serdces B test 2 = ok Parmizsions ! External metadata
3, 3 T test 3 st =
B Failover custers # Motian detector 7 External service metadat
B testd [ TEES: =
X Usees = Widen analytics
Software video analyti
W Devices i Audin
§ Aus
Enable server-side WA
B Channak =] Inputs T h
® recording B Cutouts S
nane
@ Maps Ml channel configuration
Fd Laywaut templates B videa averlays

Note. To use the external service, you need to enable the external usage settings in every channel
configuration. You need to configure this setting separately for each channel.
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@ Configuration > Recording

iConfguraton
= Servers
& Networks
[} External services
B Failover dusters
X Users
B Devices
5 Channels
® Recording
@ Maps
= Layout termplates
M Layouts
22 Viden walls
B} User buttons
@ Visual groups
&8 CrossLinks
& Lve podcasts
Data sources

& Data channels

2.4 Set Event Action Message

& Mew recording cenfiguration | = Edit ® 1 selected

G Continuous recording Recording profile

@ Mo recording
& Recording by mo
@ Continuous recon
® o recording

Recording by mo
g By

Recording profie

# Details

Title

Centinuous recording

Conbinuous recording

» Yideo stream

imit frame rate

~ Wotion stream

~ Data stream

~IWCA stream

Alertrecording

With the Event Action message, you can configure the message format that is sent to Cortrol when an event
occurs in AIBOX. For example, you can add LPR information or counting data to the message, which can then

be viewed in Cortrol.

Click the“Set” button to configure the Event Action Message.
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Cortrol Plugin Action Setting

Action Preset Name

Server

Caortrol Plugin

D 192.168.T6.62 Connected

S050
admin

Only one server can be used,

Event Action Message

Test Event

Select the desired event message, th

Set

en click ‘Use’ to configure the event action message.

String Construction

Basic Information + Objects Use

Token

Editable Box

Message Example

License Plates:{{LIST OBJECTS} {{=OBJ[LP_GROUP_NAMEI}}
- {{=OBJ[LP_TEXT_DETECTEDI}H{UIST OBJECTS}}

License Plates: Red,Van,Allowsed - DR161AR I.“hite,Truc\J;,Fh

Note. In Cortrol version 1.27.0.1366, there are multilingual issues and line breaks are not recognized properly,

Click the “Apply” button to save the

so data must be sent in a single line.

Cortrol Server settings.
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Confirm

If an action is changed, the change is applied to all

rules using that action. Do you want to continue?

Cancel 0K

If you see the device registered in the format “AIBOX-MacAddress” in the External Service tab of the Cortrol
Management Console, it’s OK.

2.5 Create Cortrol Event & Rule

We need to configure the events, actions, and rules that will be sending notifications

Click the “New Event” button to add a new event.

[ Ganz CORTROL Management Console - locahost:60554 - B9 M

@ Events Actions > Events

Events & Actons
S Rules
% Events
W Actions
]} Global events
(D Conditions
A Counters
&% opC
P Indicators
A Varizbles
& Tags

o Subjects

= New event

MW M NN NN N NN NN N NN NN

Central server connected

Central server disconnected

Disk exduding
External event 1
External event 2
Extermal event 3
Fallower actiwating
Fall-back activating
Global event
Motion

Motion started
Maotion stopped
Recording error
Record ng recoveren
User button clicked
Video lost

Video restored
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Disk exduding

Channel external event
Channel external event

Channel external event
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¥
T

Failower activating

Fallback storage activating
Global event

Motion detected

Maotion started

Maotion stopped

Recoding error

Recoding recoversd fram errar
Jser button

Video lost

Yideo restored



Select Event Type as External Event — External Service.

# Select event type

Available event types

4 [ channel related (3)

Auxliary device ewvent

anel, sensors, audio detectors

d by device (e.g., alarm pan

| by device digital input (DI} stat
d by device-side analytics

4 [ External events (5)

Ewent triggered by Modbus device

35 triggered by a Modbus dey

]

Ewvent triggered by MOTT notification
a5 triggered by an incoming MOQTT n

m
o

y 0 otification

Exte
Ew

rvice
| from LPR, FR, or via HTTP AP

External

by event ID

QK Cancel

% Bvent test 1 External service™®

Event

# Details*

Event twpe

External service

felect event type from list of possible event

Title

test 1 External service

Event name
Source

T test 1

Event source

Service group
B 4l Bridge
SEMCE group

Target event

Change...
types

Change...

Change...
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Create a rule by combining the created event type and action.

[ Ganz CORTROL Management Console - localhost:60854 - B9 Ay

@ Events Actions > Rules

Events & Actions -
Server =Y MY Change... Open configurator
% Rules
SOURCE SOURCE TYPE EVEM EVER
% Events
* Actions

¥} Global ewents
(1) Conditions

OB Counters

Server  EETE MH

Ewvents | Spars Q, Rules |Search Q. Bctions Soarch Q,
2 Expand { Collapse Ikt 2 Expand J Cellagse kst % Expand / Collapsw list

< Pirest 1 p (& « P test 1 = test 1 Exterial service

— B test 1 == Pop.up an sossn

started Pop-up on screen
stopped Pop-up playbeck on soeer

e RITGT + et 2
Recarding rocovarnsd G
test 1 Exbemnal service
Vicdeo lost

Video restared

« Btestz

th Condsian G Schedule Rrers

3. Demo
3.1 Live
Set the Cortrol Client to display metadata and alarms to check if it works with AIBOX.

Click the icon at the bottom of the video.
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3.2 Search

4. FAQ

4.1 Object Metadata Transfer Options

If this feature is turned OFF, ONVIF Metadata and the Metadata set in the Plugin will not be transmitted. This
applies to the overall operation of Metadata.
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Home / Display / Object Metadata

Object Metadata

Object Metadata Transfer Setting L ]

Mode Channel Event Objects Only

Event Objects Only

Mo Transmission
3 Event Objects Only
4 Event Objects Onl
ignore Static Static objects are not ransmitted and are ignored.

*To apply the changes, please click the “Apply” button below.

w Cance B Apply

4.2 Cortrol Client Side Video Analytics Overlay Settings

If Video Analytics is not enabled in the Settings under Edit in the Cortrol Client Application, metadata may not
function correctly. The default value is ON, so do not turn this feature off.
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Ganz CORTROL Client Application settings

General
Videa Analytics Settings
Usability
Viewport overlays
Library
Snapshots export Zones
Video export Counters
Sounds
Video Analytics

HTTP APl

Identifier

Value

4.3 Check the connection between AIBOX and Cortrol

Click on “Event Action List” under “VIDEO” in the AIBOX webpage.

f EdgeDX

Al Bridge
VIDED
[ Video Input

]  Display

off  Event Action List

Enter “Action Preset” and click the Cortrol Plugin settings button that was configured earlier.
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Home Event Action List

Event Action List

Event Action List || [t lla -1

All
All (2) + Add Actions
Action Type Name Action Summary Operation

Cortrol Plugin Cortrol Plugin =

If it is confirmed that you are connected to the Cortrol Server, click the “Test” button.

Cortrol Plugin Action Setting

Action Type

Action Preset Name Cortrol Plugin

Sener | o 192.168.76.62 | Connected -

Only one server can be used.

Event Action Message Set

Test Event
Cancel Apply

Note. Before clicking the TEST button, ensure that the green Connected button is visible on the Cortrol Server.
If the gray Disconnected indicator is displayed, please check the server settings.

After clicking the “Test” button, if the message is successfully sent, a pop-up like the one below will appear.

@ Test event sent. Please check event.

Now, go to Cortrol and check the alarm message.
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Event: Test Message

Genetec Integration Guide

1. Introduction
1.1 Prerequisites
e  AIBOX FW version 1035xx or higher.
e  Genetec Security Center 5.11 higher.
1.2 Learn about integration architecture
There are two ways to integrate AIBOX with Genetec VMS:
1) Case 1
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AIBOX receives the RTSP video stream from the IPCAM and processes it to provide annotated videos and event
data after Al analysis. The video is transcoded to include object recognition data, bounding boxes, zone
information, and more.

Bt
Stream

P Video Stream \

2) Case 2

Both AIBOX and Genetec VMS simultaneously receive the RTSP stream from the IPCAM. AIBOX sends the Al
analysis events directly to Genetec VMS and can also source the RTSP stream from Genetec VMS instead of
directly from the IPCAM.

RTSP Video Stream

/,

%
%

RTSP Video Stream v

Y/

Among Casel and Case2, this guide will explain how to integrate using Casel.

2. Configuration
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To integrate events between AIBOX and Genetec, WebSDK registration, Genetec event configuration, and
AIBOX configuration are required. The following explains each configuration method.

2.1 Setup the WebSDK

It is necessary to check whether it is a license that supports WebSDK function. If it is not, it does not work
properly. In order to integrate AIBOX and Genetec, you need to purchase a WebSDK license.

Config Tool > Task > System > General settings

Tasks | g !

Private tasks

Area view y Access control
Public tasks

Configure roles, macros, schedules, and other
Tools system entities and settings.

L 4

Options . # General settings @ Macros

Administration

About Cardholder B Roles ‘ Output behaviors
management

8 schedules

B Scheduled tasks

O ®* B B %

System status Audit trails Activity trails Health history Health statistics

Access the Roles tab, click on ‘Add an entity’ at the bottom left, and add a Web-based SDK.
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® System Alarms

® General settings ™ Roles Schedules @@ Scheduled tasks

Y
®_ Access Manager
ALPR Manager
: Archiver
Health Monitor
Map Manager
Media Gateway
Media Router
Moabile Server
-~ Record Fusion Service

Report Manager

Access Manager Show all

Active Directory

@ ALPR Manager

= Archiver

&« Cloud Playback

Ly Global Cardholder Synchronizer

Media Gateway
LB Mobile Server
€) Omnicast™ Federation™
3 Plugin
& Record Caching Service
& Reverse Tunnel
@) Security Center Federation™

M@ Wearable Camera Manager

ok Web-based SDK

& Zone Manager

= Add an entity

Process: Next > Create > Close
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Fill in the following fields. The entity description is optional.

Basic inforssation Entity name: |Web-based SDK

Entity description:

Cancel

R i

Verify that the information below is correct. Use the Back button to go back and make
corrections.

4 Role
Partition: DESKTCOP-VIEBGHP
Role: Web-based SDK
Genetec™ Server: DESKTOP-VIEBGHP

Cancel




The operation was successful

Enter the desired port number.

Tip : If the event is not working properly, check the firewall.

= Video ® System

® General settings ™ Roles HEl Schedules @R Scheduled tasks $ Macros BS Output behaviors ¢ > B

Y ™ ] B
*_ Access Manager Identity | Properties = Resources
&5 ALPR Manager

= Port: | 4590
= Archiver -

Health Monitor Streaming port: | 4591
Map Manager
® Media Gateway
— "

= Media Router Use SSL connection:
[0 Mobile Server

“ Record Fusion Service

Base URI: | WebSdk

B Report Manager
2 Unit Assistant
Web Server

2.2 Genetec Configuration

2.2.1 Adding Device




To use the annotated video, you must first add the device. The following explains how to add the device.
If you are not using the annotated video, you can skip this session.
Note : We have created this guide using Casel because we prefer annotated video.

In the Video section of the Config Tool, add the AIBOX.

" ®m Video | C System

® Roles and units = Archive transfer [Z)! Modules # Cloud storage

Y

4 ® DESKTOP-VIEBGHP
= Archiver
™ Media Gateway
_Ih Media Router Manufacturer:

Unit Assistant

F

ONVIF

Product type: |Multisensor

IP address:
HTTP port: | 80 =

Authentication: () Default logon

® Specific

Username: | admin

Password: eesssssses
Use HTTPS: e

* DESKTOP-VIEEGHP

Close Add and close

o Videounit + Fi Unit enrollment
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4 ™ DESKTOP-VIEB6HP
4 = Archiver
4 ¥ 192.168.103.251 - Unit
192.168.103.251 - Camera
192.168.103.251 - Camera
192.168.103.251 - Camera
192.168.103.251 - Camera

192.168.103.251 - Camera
192.168.103.251 - Camera
192.168.103.251 - Camera

Lo

Lo

-

-

™' 192.168.103.251 - Camera
=

Lo

L)

Media Gateway

3

= Media Router
% Unit Assistant

2.2.2 Event and Action Settings
Once the device registration is complete, follow these steps to register the Al Event in Genetec.

Navigate through: Config Tool > Task > System > General settings
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Alarms

Tasks | g

Private tasks

Area view
Public tasks

Access control

Configure roles, macros, schedules, and other

Tools system entities and settings.

Aministration

L 4

Options . # General settings  § Macros

Cardholder B9 Roles

management

About
8 schedules

B Scheduled tasks

L

Audit trails

&

System status

Activity trails

In the event panel, click the + button at the bottom left to add an Al-Event.
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= Video ® System
® General settings ™ Roles Schedules @B Scheduled tasks '$ Macros Output behaviors

1'
Custom events  Event colors

Dl Custom fields

Custom event Value Role

Actions

Logiea 10 [ cote cmom oot L

. MName: | Al-Event
User password settings

Entity type: " Custom entity

Activity trails Value: | 1001 =

Audio :
Threat levels

Incident categories

Features

Updates

In the ‘When’ selection, select the Al Event created earlier. In the Action tab, select the desired Action and
Camera. (ex. This guide uses bookmarks.)
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Entity name:
Events

Event-to-

- When: | |*' Al-Event

Logical ID
From
User password settings

Action: | = Trigger alarm

Activity trails -
Alarm: .~ AlBndge_Alarm

Audio
Effective

Threat levels

Cancel

Incident categones

Note : As shown in the picture below, you can set various output events in the Action tab. Use them as
needed.

Action: [7 Play a sound

/" Edit bookmark

User, User group: B Email a report
Sound to play: B Email a snapshot
= Export report

& Forgive antipassback violation
Effective: | mm Gé liciia

= Go to preset

J Import from file

# ' Override with event recording quality

# ' Override with manual recording quality

I Play a sound
9 Reboot unit

® ' Recording quality as standard configuration
S Reset area people count

= Reset external system

® Run a macro

= Run a pattern

# Send a message

B Send an email

@ Send task

B Set reader mode

Set the door maintenance mode
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If you want to use different Alarms for each AIBOX channel, you designate video channels for each channel and
create alarms sequentially, as shown in the attached example.

"_""T’“_ﬂ -
A
Custom events Event colors

Custom event Value Role

& Al-Event1 1001 Local system
& Al-Event2 1002 Local system
@ Al-Event3 1003 Local system
@ Al-Eventd 1004 Local system

Domain: | All
Entity name: | S (+]

Entity Event Action Arguments Details
All entities [** Al-Event Trigger alarm © AlBridge_Alarm

All entities Al-Event2 Trigger alarm © AlBridge Alarm
All entities *' Al-Event3 Add bookmark ™' 192.168.103.251 -...
All entities *' Al-Event4 Add bookmark ™' 192.168.103.251 -...

2.2.3 Alarm Monitoring Event Setting
Go to the Alarm tab in the Config Tool and set it up as follows.

Note : You can select cameras freely.
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= Video

Alarms % Monitor groups ' ™ AlBridge_Alarm

identity ~ Properties

Priority:

Recipient

% Administrators

d entities 192 168.103.251 - Camera - 01

play option

‘o 5 5| second(s)

& Alamm  +| X Delete ™ Trigger alarm ¥ Forcibly acknowledge all alarms WP Copy configuration tool € Maintd
gq ) g

For the previously created Al Event, select Trigger Alarm, and for Alarm, select the alarm created above.
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Logical ID

User password settings
\ctivity trai =
ASLL Lals Action ﬁ, Add bookmark

Audio Camerz ®' 192.162.103.251 - Camera - 01

Threat levels

Incident categones

Features

Updates

== Add an entity

2.3 AIBOX Configuration
2.3.1 Adding Al Apps
This is a section for creating AIBOX events.

Navigate to: APP SETTING > Explore Al Apps in the menu bar on the left.
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Select the desired Al feature from the available options.

Note : As an example, Intrusion Detection.

Detect people in no-entry zones, send notifications, and configure various other actions.

8CH 1 Rules in Use

Click ‘Add Rule’.
Home | Applications = Intrusion Detection

Intrusion Detection

Intrusion Detection

License Status
Max Available Channels g 8 g
Channels In Use 12 3 45678
0 Max Al Consumtion per CH 204
Total Al Resource Usage 2820/ 4000

Event-Action Rules

Rule Name Activation Channels In Use Operation

Add Event Setting, set the area, and click Apply.
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Intrusion Detection - Rule Setting

Rule Name Rule #3765

O Active (

Event Setting Add

Video Event Type Event Name

Event Type = CH1 m

B
vk e aridgel Siippear
3 }Qﬂh‘n‘f[\:,cd Gt oppey WY vl

TR W

Import Zone Settings

2.3.1 Action Handler Settings

Add Action Setting, select Genetec as the Action Type and check the box.
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Action Setting Add

Action Type Action Name

* (Check the target action you want to apply to this rule,
* You need to choose one action.

Genetec Action Add

Name

Genetec

Modify Genetec Server settings:

Operation
Operation
O & w

Genetec server © 192.162.103.243:4500

Web3Sdk

Username | admin

Only one Genetec server can be used.

Set the IP of the Genetec Server as the Host, enter the previously set Port number, and set Base URI to

WebSDK. Input the ID and password for Genetec.
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Host 192.168.103.243
Port 4590
Base URI Web5dk

Use S5L connection

Username admin

Password [ sessssses

Channel Mapping Mapping

For channel mapping, click the following button and enter the appropriate Genetec VMS Camera’s Logical ID
for the corresponding AIBOX’s video channel.

Channel Mapping Mapping
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1cH | 1| ‘
2CH 2
3CH 3
4CH 4
SCH S
6CH 6
7CH 7
gcH 8

Close

You can check the Channel Logical ID on the Logical ID screen in the Config Tool.
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5 - v
® System Alarms

@ Scheduled tasks ® Macros B Output behaviors

I:II Custom fields

51 - Camera - 01
Events 51 - Camera - 02
531 - Camera

- Camera -
51 - Camera

51 - Camera

User password settings 192168103251 - Camera

Activity trails

Audio

Threat levels

Inaident categones

Features
B Cameras and public tasks -

You should enter the Custom Event Value created in section 2.2.2, and it can be verified in the Events section
of the Genetec Config Tool’s System.

If you select ‘Add Channel Number,” the channel number will be automatically added to the Custom Event
Value.

(ex. Channel 1: 1001, Channel 2: 1002, Channel 8: 1008)
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Genstec Server

0O 192.168.103.243:45080

Only one Genetec server can be used

Add the channel number to the logical ID. Example) i an event occurs in channel 3, an event occurs with logical ID 1003. 1000{logical ID you set) + 3.

Custom Event Value 1000

I Add Channel H.|-“L::'I

Lise Bookmark Enabled

Actions

Logical ID

User password settings

r’ Activity trails

If you want to automatically create bookmarks, select the ‘Use Bookmark’ option. You can record information
such as LPR data or object attributes with the bookmark, and they can be viewed and searched in the
Bookmark menu of Genetec Security Desk

Test Event CH1 Test

Note: For license plate recognition, Basic Notification + LPR is convenient.

208



Bookmark Message x

String Construction Basic Information U

1]

[1+]

Editable Box

T TYPE[EN]}
ENT NAME}}
(TIME YYYY-MM-DD}} {{TIME HH:MM:55})
HTIMESTAMP}
License Plates:{{LIST OBJECTS))
{{=OBJILP_GROUP_MNAME]}} - {{=OBJILP_TEXT_DETECTEDI}}
ST OBIECTSH

Once all settings are complete, you can use the Test button to verify if the event integration is working
properly.

Test Event CH1 Test

If the event is successfully transmitted, an alarm will appear in Alarm Monitoring.

Hidiin d ¥ FUdinl LU SLANLE SLANLE LHIE VLRI Ry eV e s miext

® Albridge Alarm [ * DESKTOP-VIEBGHP 2024-05-17 2% 5:04:54 Al-Event1

Tip : If the event is not working properly, check the firewall.
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3. Demo
3.1 Live

In the Video tab of the Config Tool, you can check the Live Video.

Live video - 192.168.103.251 - Camera

3.2 Bookmark

Navigate through: Genetec Security Desk > Task > Bookmarks
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Tasks
r 4 o~
Private tasks

Monitoring Alarm monitoring
Public tasks

Tools

Options @

About Archives Bookmarks Motion search

Reads (Multi- Patroller tracking Inventory report
region)

0 ® B

System status Audit trails Activity trails

Select the desired camera and then click the report button.Note:Events do not update in real-time, so it is
necessary to click the report button to refresh.




& Bookmarks

4 B8 W DESKTOP-VIEB6HP

192.168.103.251 - Camera -
192.168.103.251 - Camera -
192.168.103.251 - Camera -
192.168.103.251 - Camera -
192.168.103.251 - Camera -
192.168.103.251 - Camera -

192.168.103.251 - Camera -

Time range

® During the last | 1

Specific range

Generate report
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View the bookmarks and videos related to the occurred events.

A g2
Device 96419C
24762596419C

~ 192168103251 - Camera - 01 = Archiv.  2024-05-17 2% 20335

2024-05-17 140336
1715922216.088167
License Plates:

Dewice 36213C
24TE2598419C
1

Building Intrusion Detaction!
Intrusion Dstection

:.! Intruzion Detection
2024.05-17 140336

1715922216.088167
Ucsrze Plates

3.3 Alarm Monitoring
You can Alarm Monitoring in real time.

Select the Alarm Monitoring menu in Security Desk. You can then view real-time alarm monitoring information
for events with real-time alarm triggers, as configured in section 2.2.3.
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Tasks

— ~
Private tasks
Monitoring Maps Alarm monitoring
Public tasks

Tools ‘%E) !g!%'

Visitor People counting  Hotlist and permit
Options management editor

About

When a real-time event occurs, you can manage the alarm while viewing the associated alarm event and the
related video channel.
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Alarm moni...
P Trigger alser Y Forcibly acknow
ID  Alarm Priority | Alarm color  Source Source time Triggering event Context
60 = ABridge Alarm [N * DESKTOP-VIEB6HP 2024-05-17 2% 4:46:03 Al-Event = Active

1 ™ DESKTOP-VIEBG6HP (192 168103.251 - Camera - 01) AlBridge Alarm /2

4
¥
-

4

o

r
o
b4

L/

Luxriot Evo Integration Guide

1. Introduction
1.1 Prerequisites
e AIBOX FW version 103808 or greater.

e  Luxriot Evo S/ Global VMS version 1.22 or greater.

1.2 Learn about integration architecture
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. Luxriot

Client, Mobile App

Object Metadata Display
l Event Notification

Luxriot E

External Service (HTTP API)
Al Metadata & Event

RTSP Video Stream

IP Camera transmits video stream to Luxriot VMS and AIBOX.
AIBOX analyzes the received video stream by Al Apps and sends metadata & event to Evo VMS.

AIBOX responds to Evo VMS's search requests.
2. Configuration

2.1 AIBOX Configuration

Add Al app settings.
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Heme = Applications | Crowd Detaction

e Crowd Detection

Crowd Detection

Licenss Status

Max Available Channels
Channels In Use

0 Max Al Consumtion per CH
Total Al Resource Usage

Event-Action Rules + Add Rule

Rule Name Activation Channels In Use Operatian
No items ()
Add Event Setting.
Crowd Detection - Rule Setting
Rule Mame Rule #64R7

0 rcne

Event Setting Add

Video Event Type Event Name uuiD Operation

Action Satting Add

Action Type Action Name Operation

Zone or detailed setting of Al App.
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Event Satting

Event Type R CH2 m

Import Zone Settings o

Event Name LPR-KR Recognition Mode Any LP Number

emiom

Add Luxriot Plugin Action Setting.

Action Setting  Add

Action Type Action Name Operation

Select Luxriot.
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Action Setting

Action Type

YT Py s

VMS

NX Plugin

Luxriot

Milestone
Genetec
Avigilon

s 5

Cancel Apply

Click the “Luxriot Action Add” button.

Action Type Luxriot

Luxriot Action Add

Name Operation

Cancel Apply

Click the “Edit” button.
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Luxriot Action Setting

Action Preset Name Luxriot
Server . -
[-] Disconnected Edit
eb Port | 8080

Only cne server can be used.

Event Action Message Set

Test Event
Cancel Apply

Enter the Evo VMS information ( Server Address, Port number, Username, Password)
You can check if the Evo VMS settings are correct through the “Login” button.

Cortrel Sarver Setup

IP Addrass 192.168.76.62 Connected
Web Port 8080

Username admin

PaSS“IDrd T m

Use Recording Server

Metadata Enabled

|
Channel Mapping m

Create Cortrol External Service Create
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Use Recording Server

Recording Server IP Address

Recording Server Web Port 8080

Note. When “Metadata Enable” is enabled, AIBOX transmits object Metadata detected by Al to Evo VMS.
Please note that performance issues may occur if the Al app is installed in an environment where many objects
are detected.

Note. If you are a Luxriot Evo Global user and have registered the device using Evo Recording, please check
‘Use Recording Server and enter the ID and password. For the Luxriot Evo S, you do not need to check this
option.

2.2 AIBOX Channel Mapping
Set up the relationship between the AIBOX channel and the channel of Evo VMS.

Press the “Mapping” button to open the settings pop-up window.

Cortrol Server Setup

IP Address 192.168.76.62 Connected
Web Port 8080

Username admin

pessers S m

Use Becording Server

Metadata Enabled

Channel Mapping Mapping
Create Cortrol External Service
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]
i
5

Cameras
update

Enter the Recording identifier (UUID) of the channel registered in Evo VMS into AIBOX.

Recording identifier (UUID) can be obtained from the Details menu of Channel in Evo Management Console.

@ Configuration > Channels

Configuration ' : _ _
o Create channel group Edit Assign main stream recordi
= Servers
TITLE DEVICE SERVER P PO ENAE

® Hebworks B otest! @dtest = 192.168.77.182 80 enabl..
[¥] External services B test2 et = 192,168.77.182 80 enabl...
B Failover dusters T test3 et = 192.168.77.182 80 enabl..
R s B test4 Wit = 192,168,77.182 80 enabl...
W4 Devices
B Channels
@ Recording
@ Maps
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B Charnel test 1

Charne

& Details

'i-' Members

,-.?-, Membership

. Main stream recording configur
* Permissions B = acc

none Change

# Monon detector erording configuriian xssigned to
= Viden analytics Main stream storage

: Dafault Change..
i Audio e —
- |
3] Inputs Substream recording configuration
[ Outputs* nene Change..

Y channel configuration
Substream storage

Video overlays & Defauit Change..
2’ Dewarp wger
Record supplementary streams with substream
Audio stream VICA stream Motion stream Data stream
¥ideo lost ime
Recording identfier
FFaF33CD-3TC1-441A-A53C-3489A2CB19C2
Related items = Apply OK Cancel
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Channel Mapping

1CH

2CH

3CH

4CH

FFoF33CD-37C1-441A-A53C-3489A2C819C2

9E334C99-67EB-45BC-95BD-9A170F789171

166A0FCD-0AB0-41AF-A21B-C7BR0O2TCSE2E

Cameras

update

Lonnecied

Lonneciea

Connected

Enter the Recording identifier (UUID) and press the “Cameras update” button to check if it is entered

correctly. If the channel is connected successfully, green Connected is displayed.

2.3 Create Evo External Service

Create an external service by clicking the “Create” button on AIBOX's “Evo VMS Setup page”.

Cortrol Server Setup

IP Address 192.168.76.62

Web Port 8080

Username admin

Password = sessseees

Use Recording Server

Metadata Enabled [

Channel Mapping Mapping

Create Cortrol External Service
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Note. Clicking Create will reset the Group mapping, so you will need to map it again. Rule settings and other
configurations will not be reset.

Next, Create an External Service Group.

[1] Ganz CCRTROL Management Console - localhost:60554 - M9 A

@ Configuration > External services

+ MNew external service group ||
= Servers
TITLE GROUP SERVER
@ Networks 7 Al Bridge-64:1¢10:1c06:b2 none

[ External services

B Failover clusters

Enter the name of the new External Service Group as “AIBOX”.

[ External service group Al Bridge*

External service group

& Details*

Title

off Permissions
Al Bridge]

Extermal services group hame

[[] Ganz CORTROL Management Console - localhost:50554 - B9 A H

@ Configuration > External services

Configuration

= New external service group | v Edit (I
= Servers
TITLE GROUP SERVER
€ Networks 4 Al Bridge-64:1¢10:1c06:2 none
[ External services Al Bridge

E Failover clusters

Assign AIBOX to the new External Service Group.
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4 External service Al Bridge-54:1c:10: 1c:06:b2

Externa service

# Details*

Tite

% Events and actions
Al Bridge-64:1c10:1 c06:b2

== Related resources Externzl service title
Sernvar
none Change...
Ferver [if none is selected the external service will run on central server)
Group

Al Bridge

aroup towhich the external service belongs

Note. If you are using the Evo Recording Server, please select the Evo Recording Server in the Server settings.

Oc
Y : : . ) B Chanrel test 1
@} Configuration = Channels
S Charrel
Cionfigurabion # Detals
& Create channel group B | d
xtemal metadata sources
= Servirs W hambars
E EACE ¥ Camera-side metadata
& Norworks B testl Wiiesi =4 M Membersnip
BT External services B test 2 =] A Permissions v Extemnal metadata
1 P B test3 [ [ =
B Failover custers # Motian detector 7 External service metadata
B tesed L LECSTO ]
& Uzers = Viden analytics
Software video analyti
W Devices Wi Audin
§ Aus
nable server-side VA
B Channak H Inputs Tum 0 .
@ Recarding B Outauts letectar
nane
@ Maps Hi Channal cenfiguratiza
Ed Layaut templates B vien aventays

Note. To use the external service, you need to enable the external usage settings in every channel
configuration. You need to configure this setting separately for each channel.
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@ Configuration > Recording

Confgurabon
= Servers
& Networks
[} External services
B Failover dusters
X Users
B Devices
5 Channels
® Recording
@ Maps
= Layout termplates
M Layouts
22 Viden walls
B} User buttons
@ Visual groups
&8 CrossLinks
& Lve podcasts
Data sources

& Data channels

2.4 Set Event Action Message

& Mew recording cenfiguration | =

G Continuous recording Recording profile

@ Mo recording
& Recording by mo
@ Continuous recon
® o recording

Recording by mo
g By

Recording profie

# Details

® 1 selected

Title

Centinuous recording

Conbinuous recording

» Yideo stream

imit frame rate

~ Wotion stream

~ Data stream

~IWCA stream

Alertrecording

With the Event Action message, you can configure the message format that is sent to Luxriot when an event
occurs in AIBOX. For example, you can add LPR information or counting data to the message, which can then

be viewed in Luxriot.
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Click the “Set” button to configure the Event Action Message.

Luxriot Action Setting

Server

Event Action Mezzage

Action Preset Name

Luxriot

Q 192.168.76.62 Connected Edit

080
admin

O by ome sarver can be used,

Sat

ITes: Event

Cam'

Select the desired event message, then click ‘Use’ to configure the event action message.

String Construction

Token

Editable Box

Message Example

Basic Information + Objects Use

License Plates:{{IST OBJECTS} {{=OBJ[LP_GROUP_NAME]}}
- {{=OBJ[LP_TEXT_DETECTEDI}H{LIST OBJECTS}}

License Plates: Red,Van,Allowed - DR161AR I.v.‘hite,Tru@Ft‘

Note. In Evo version 1.27.0.1366, there are multilingual issues and line breaks are not recognized properly, so

data must be sent in a single line.

Click the “Apply” button to save the Evo Server settings.
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Confirm

If an action is changed, the change is applied to all

rules using that action. Do you want to continue?

Cancel 0K

If you see the device registered in the format “AIBOX-MacAddress” in the External Service tab of the Evo
Management Console, it’s OK.

2.5 Create Evo Event & Rule
We need to configure the events, actions, and rules that will be sending notifications
Click the “New Event” button to add a new event.

[ Ganz CORTROL Management Console - locakhost:60554 - HE A

@ Events Actions > Events

Events & Actions

G Rules

4 Events

4= MNew event

‘F Central server connected Central server connected
P Actions "' Central server disconnected Central server disconnected
€ Global events ¥ Disk exduding Disk excluding
| £ External event 1 Channel external event
U Conditions

£ Fxternal event 2 Channel external event
BB Counters

4 Cxternal event 3 Channel external event
+% oPC

"' Failover activating Failover activating
P Indicators % Fall-back activating Fallback storage activating
BB Variables 4 Global event Global event

A i 85 A e

& T £ roto Motion detected
.- ‘, Motion started Maotion started
L ﬁubjli:h

4 Motion stopped Motion stopped

4 Recording error Recoding error

% Recordir g recovered Recoding recovered from error

4 User button dicked User button

% video lost Video lost

‘,' Video restored Video restored
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Select Event Type as External Event — External Service.

# Select event type

Available event types

4 [ channel related (3)

Auxliary device ewvent

anel, sensors, audio detectors

d by device (e.g., alarm pan

| by device digital input (DI} stat
d by device-side analytics

4 [ External events (5)

Ewent triggered by Modbus device

35 triggered by a Modbus dey

]

Ewvent triggered by MOTT notification
a5 triggered by an incoming MOQTT n

m
o

y 0 otification

Exte
Ew

rvice
| from LPR, FR, or via HTTP AP

External

by event ID

QK Cancel

% Bvent test 1 External service™®

Event

# Details*

Event twpe

External service

felect event type from list of possible event

Title

test 1 External service

Event name
Source

T test 1

Event source

Service group
B 4l Bridge
SEMCE group

Target event

Change...
types

Change...

Change...
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Create a rule by combining the created event type and action.

E] Ganz CORTROL Management Console - locahost:60554 - 19 A4y

@ Events Actions > Rules

Events & Actions
G Rules

% Events

Server = Change... Open configurator

’ Actions
) Global events
(Y Conditions

BE Counters

Server | EE S My

Evene Q, Rulas Q, Actions Q,

T Bpand / Colapsa list S Expand f Collagse kst % Exgand [ Callapsa list

« Btest 1 p & « P test 1 = test 1 External service -
= <

B test 1 = > Pop-up an soreen

started Pop-up on screen
stopped Fop-up playbedk on soeer
g error M pest 2

Recarding rocovared

best 1 Exbernal service
Widlen lost
Video restared

‘Bz Uy Comion | B S -
3. Demo

3.1 Live

Set the Evo Client to display metadata and alarms to check if it works with AIBOX.

Click the icon at the bottom of the video.
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3.2 Search

4. FAQ

4.1 Object Metadata Transfer Options

If this feature is turned OFF, ONVIF Metadata and the Metadata set in the Plugin will not be transmitted. This
applies to the overall operation of Metadata.
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Home / Display / Object Metadata

Object Metadata

Object Metadata Transfer Setting L ]

Mode Channel Event Objects Only

Event Objects Only

Mo Transmission
3 Event Objects Only
4 Event Objects Onl
ignore Static Static objects are not ransmitted and are ignored.

*To apply the changes, please click the “Apply” button below.

w Cance B Apply

4.2 Evo Client Side Video Analytics Overlay Settings

If Video Analytics is not enabled in the Settings under Edit in the Evo Client Application, metadata may not
function correctly. The default value is ON, so do not turn this feature off.
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Ganz CORTROL Client Application settings

General
Videa Analytics Settings
Usability
Viewport overlays
Library
Snapshots export Zones
Video export Counters
Sounds
Video Analytics

HTTP APl

Identifier

Value

4.3 Check the connection between AIBOX and Luxriot Evo

Click on “Event Action List” under “VIDEO” in the AIBOX webpage.

f EdgeDX

Al Bridge
VIDED
[ Video Input

]  Display

off  Event Action List

Enter “Action Preset” and click the Luxriot settings button that was configured earlier.
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Home Event Action List

Event Action List

Event Action List | el W=

All
All (7) + Add Actions
Action Type Name Action Summary Operation

Luxriot Luxriot = IE

If it is confirmed that you are connected to the Luxriot Server, click the “Test” button.

Luxriot Action Setting

Action Type

Action Preset Name Luxriot

Server | & 192.168.76.62 | Connected -

8080

admin

Only one server can be used.

Event Action Message Set

Test Event
Cancel Apply

Note. Before clicking the TEST button, ensure that the green Connected button is visible on the Evo Server. If
the gray Disconnected indicator is displayed, please check the server settings.

After clicking the “Test” button, if the message is successfully sent, a pop-up like the one below will appear.

@ Test event sent. Please check event.

Now, go to Luxriot Evo and check the alarm message.
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Event: Test Message

Milestone XProtect Integration Guide

1. Introduction
1.1 Prerequisites
e AIBOX FW version 102700 or greater.
e  Milestone XProtect 2023 R1 or greater.
1.2 Learn about integration architecture

There are two ways to integrate AIBOX with Milestone XProtect VMS:

1) Case 1
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The AIBOX receives the RTSP video stream from the IPCAM and provides the annotated video and event data
after Al analysis. The annotated video is transcoded to provide object recognition information, bounding

boxes, zone information, and more from AIBOX’s Al analysis.

& milestone | XProtect

RTSP Video Stream

A

Al Event
& Annotated Video

~

Both AIBOX and Milestone XProtect VMS simultaneously receive the RTSP video stream from the IPCAM, and
the AIBOX sends the Al analysis events to XProtect VMS. It can also receive the RTSP stream from Milestone
XProtect VMS instead of the IPCAM’s RTSP video stream.

RTSP Video Stream E

"~ 4 milestone | XProtect'

TSP Video Stream

2) Case 2

Al Event

®

RTSP Video Stream

2. Configuration
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2.1 Milestone xProtect VMS Configuration
We will explain how to integrate AIBOX with Milestone XProtect VMS using the Casel method.

Note: For the Case2 integration type, you can skip step 1(Adding the AIBOX to Milestone XProtect VMS) and
proceed from step 2(Enable the XProtect analytics events).

1) Adding the AIBOX to Milestone XProtect VMS.

In the XProtect Management Client, select “Add Hardware".

& Milestone XProtect Management Client 2023 R2

File View Action Tools Help

H'Y9 oeai

Site Mavigation - o x lRecordlng Server -

=4 DESKTOP-CBJGAGL - (23.22) || Fifer

=1 Basics
&l License Information
[ Site Information
=) Servers
Y Recording Servers ‘@ Add Hardware... Ctrl +N
9 Mobile Servers
=%2 Devices
=@ Cameras Delete All Hardware
& Microphones
@ Speakers Rename Recording Server ~ F2
& Metadata
o Input
- Output = Refresh F5
=53 Client
' View Groups
Matrix
=& Rules and Events
[E] Rules
Time Profiles
4 Motification Profiles
R llser—drfined Fyvents

=] Recording Servers

Move Hardware...

K4 Remove Recording Server

If you know the IP address of the AIBOX device, choose “Manual”.

Add Hardware
Add Hardware

This wizard helps you detect and set up hardware,

Hardware detection method:

O Express (recommended)
Automatically detects hardware on the recording server's local network

O Address range scanning
Scans defined network address ranges and detects hardware models

® Manual
‘ Detects hardware models for manually entered IP addresses and host names

milestone
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Enter the login information for the AIBOX.

Add Hardware a
op L Epecily i 10 conmact with If he hasdvane i not using the Bciony delails. ‘
milestone
Inchude  Liser name Prssword add
Eooadmin 0 ssssssas
E o oaomn 0 aeessess
EoapMine seneeees
Help < Back Nt Cancel

Select “ONVIF” from the device driver options.

Add Hardware

Select which drivers to use when scanning for hardware.
The more drivers selected, the slower the scanning.

[]Arecont
[ AXKIS
[[]Bosch
[JCanon
[[JHanwha
[JHikVision
[]Infinova
[Ji-PRO/Panasonic
JJvC
[JMilestone
[JMobotix
2] ONVIF
[]Samsung
[JSony

-+

+
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Enter the IP address information of the AIBOX. If you haven’t changed the onvif service port settings of AIBOX,
the Port is 80. HTTPS is not used.

Add Hardware

Enter the network address and port of the hardware you want to add.
Optionally, select the hardware model 1o speed up detechon.

Use HTTPS
Address Port HTTPS port Hardware model
» 192.168.103.233 O 443 (Auto-detect)

Add the detected AIBOX hardware and change the name as desired. If this fails, recheck the setup and try
again.

& Milestone XProtect Management Client 2023 R2

File View Action Tools Help

H9 oen

Site Navigation »~ 3 x |[Becording Server - I

= g DESKTOFP-CBJG4GL — {23 Za) Filter tV
=L Basics

-|& License Information = i S]E coring .._._ 4G
- : = JC-2 0 O dladal
H G””ﬁg’fs'”f(’""at'o” 5 &3 AlBridge (192,165,103.233)
) Recording Seivers <p AlBridge (192.163.103.233) ~ Camera 1
0 Moblle Servers <p AlBridge (192.163.103.233) ~ Camera 2
=p AIBrdge (192,168 103.233) — Camera 3

% Devices < AlBridge (192.168.103.233) - Camera 4
B vl < AlBridge (197.165,103.233) - Camera 5
@ Specler =p AlBridae (192.168.103.233) - Camera 6
@ Motadetn < AlBridge (192.166,103.233) - Camera 7
o ot < ABridge (192.168.103.233) - Camera 8
"0 Ot @ ARrdge (192.168,103.233) - Metadata

-5 Ciient % AlBridge (192.163.103.233) — Metadata

¥ ABridoe (192.168,103.233) — Metadata
Ve Grous & AlBridge (192.168,103.233) - Metadata
- £ Pules and Everts & AlBridee (192.168,103.233) — Metadata
' @ Rulos & ABridge (192.168,103.233) — Metadata
" Time Profies ¢ AlBridge (192,165,103.233) — Metadata
.. Notification Profiles # .-’-'«lBrldElE (192168103233) - Metadata

- R User—defined Events
- % Analvtics Events
% Generic Events
~d% Webhooks

=&l Security

O] T e L R

2) Enable the XProtect analytics events

Click on the Tools > Options menu in the XProtect Management Client.
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<€ Milestone XProtect Management Client 2023 R2

File View Action | Tools | Help

H % © * 88 ¥ Registered Services...
Site Navigation §. Effective Roles... lg Server -~ 1
=g DESKTOR-CE | ~
o i i i
_D%asdcégnse _. Options... Crle0 |-
. . E2=JIDESKTOP-CEJG4GL
H Dﬁ';fs'”f""”a“on = G AlBridge (192,166, 103,233)
B o &% AlBridge (192,168,103,233) - Camera 1
] Mobile Servers -~ ABridge (192,168,103,233) — Camera 2
— % Devices - AlBridge (192.168.103.233) - Camera 3
H “p Cameras - AlBridge (192.168.103.233) - Camera 4
2 Microphones - AlBridge (192.168.103.233) - Camera 5
@ Sneakere - AlBridge (192,168,103,233) - Camera 6

In the Analytics Event tab, check the Enabled checkbox. The service port must be open in the firewall. If you
change the service port, you must enter the same port number when registering the AIBOX’s Milestone action
handler.

| Options e

| Extemal IDF  Audio Messages  Privacy setings  Access Control Settings  Analvtics Events Customer Dashbos € -2

Analytics events

1 Enabled

Port:
900

Security

Events allowed from:
® All network addresses
O Specified network addresses:

Address

Import,

Help Ok Cancel

3) Add analytics events and alarm definitions.

In the XProtect Management Client, select “Analytics events” from the left panel, right-click, and choose “Add

“«

New"“.
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& Milestone XProtect Management Client 2023 R2

File View Action Tools Help

H9 0ef

Site Navigation ~ B %

= §» DESKTOP-CBJGAGL - (23.2a)
=1 Basics

& License Information
Site Information
= U Servers
iy Recording Servers
4] Mobile Servers
= %0 Devices
<o Cameras
# Microphones
¢ Soeakers
¥ Metadata
<o Input
) Output
= 3 Client
£ View Groups
3 Matrix
= & Rules and Events
Rules
@ Time Profiles
~[=0 Notification Profiles
® User-defined Events
¥ Analytics Events
- % Generic Events
&5 Webhooks
=-f Security
¥\ Roles

= Refresh

Enter the event name as “AIBOX Event”. This value is an essential key for distinguishing events between AIBOX
and XProtect. It must be entered in the “Message key” property in the Milestone Action handler settings of

AIBOX.
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€ Milestone XProtect Management Client 2023 R2

File View Action Tools Help

HYD o=@

Site Masvigation = 2 % fAnaltics Events -~ 2 fanalytice Ewvents Information
= g3 DESKTCOP-CRIGAGL - (23,2a) = % Analytics Events

=3 Basics % AlBridge Event L
& License Information |L&|Brldge Ewvent

~[1] Site Information
= ] Servers

~il Recording Servers o
- % bobile Servers Description:

=50 Devices
-0 Cameras
—# Microphones
~@ Speakers

= hetadata
—d'e INoLt
-~ Outout
=2 Client
~B3 View Groups

In the XProtect Management Client, add “Alarm definitions”.

Select “Analytics Events” for the Trigger Event item, and choose the “AIBOX Event” you added earlier. For the
Trigger Source item, add the channel of the AIBOX.

Note: When registering the Trigger Source, if you add the IPCAM channel instead of the AIBOX camera
channel, it operates as the Case2 integration type.

Alarm Defintions v 8 m‘m"ﬁi""r -

& Alam Defintions Alam definition
MBridge Nam
$ Enable %)
Name AlBridge Alarm
Instructions:
Trigoer
Triggering event Analytics Events o
ABridge Event
Sources & items selected [ Select. ., I
Activation period
® Time oeofile: Always
O Bvent il cetect Sousces X
Type filler Al
Map
Alarm manage Groups Servers Selected
) DESKTOP-CBJGAGL “» Alindge (192 168 103 233) - Camera 1 L

Related map i3 Camera Group 1 “® AlBrgge (162 168 103 233) - Camera 2
Overstor actl = AlBridge (192 168 103 233) - Camen > AlBridge (192.168.103.233) - Camera 3

“» AlBndge (192 168 103 233) - Camen: ™ AlBndge (192 188 103 233) . Camera 4
Time ik » AlBridge (192 168.103.233) - Camer:  Airdge (192 168 103 233) - Camera § - X

- o AlBridge (192 168.103.233) . Camen “» AjBndge (192.168.103.233) - Camera 6 s

Events tisgel = ABdge (192 168 103 733) - Camen: |4 > ABridge (192.188.103.233) - Camera 7 ool
Other » AlBridge (192 168 103 233) - Camer: R AlBridoe (192 168 103 223

“» AlBridge (192 168.103.233) - Camern:
Reloted camd = AlBridge (192 168.103.233) . Camen: Select,.,
Inwial atarm of ¢ > =
Indinl slaem ne

2.2 AIBOX Configuration
1) Add Video Stream

Set (add) the video stream. You can add it either by using an Onvif device search or by directly adding the
IPCAM RTSP stream address.
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CH3

Attribute

Channel Name Office-Milestone
Video Source
LR risp://192.168.103.222//live/main
Transport TCP
HTTP(S) Port

Authentication

Username

Q Video Type Normal (Min.1280x720, M

2) Set up the Al App

Select the desired Al App and set the Al event for the channel.

In the Actions Setting, click the Add button to add the Milestone action handler.
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Intrusion Detection - Rule Setting

Rule Mame Rule #6434

O UUID d10a2533-8227-4554-8f30-c61ba95dab11 O

O Active (_

Event Setting add

Video Event Type Event Mame Ui  Operation
CH3 Intrusion Intrusion Detection (£
F m
Detection

Action Setting | Add

Action Type Action Name Operation

3) Enter the Milestone XProtect VMS Server Information

Enter the IP address of the Milestone XProtect VMS and the Analytic Event service port number. Then click the
channel “Mapping” button.

Milestone Server Setup

IP Address

Web Port

Channel Mapping
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Enter the Camera Channel ID of Milestone XProtect VMS.

Note: If you enter the IPCAM channel ID information instead of the AIBOX camera channel ID in the camera
mapping information, it operates as the Case2 integration type.

Channel Mapping

1CH 747dbad9-8bf7-4f47-b91e-6066e0c27d16
2CH
ICH Tbe85d10-b99c-43cd-84b4-dibd96f0bab3
4 CH
5CH
6CH
T7CH

8CH

You can find the UUID for the Camera Channel ID by selecting the channel with the mouse while holding down
the CTRL key and then looking at the bottom of the info tab.
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Site Navigation v 3 X chvk.l:ﬁ - 3
= g3 DESKTOP-CBJGAGL - (23.22) Camaras
= {3 Basics Camera Group 1

& License Infarmation
m Site Information
= I Servers
¥ Recording Servers
1l Mobile Servers
5 R Devices
“® Cameras
2 Microphones
@ Soeakers
@ Metadata
o5 Input
J Output
58 Client
B View Groups
& Matrix
= B Rules and Events
B Rules
@ Time Profiles
= Hotification Profiles
R User-defined Events
® Analytics Events
%, Generic Events
& Webhooks
=l Security
T Rales
& Basic Users
= @ Swstem Dashboard
E] Cument Tasks
[% Configuration Reports
B Server Loas
B ' Metadata Use
| Metadata Search
B+ Access Control
2 il Transact
[E) Transaction souices
= Transaction definitions
=8 Blaims
2 Mam Definitions
B Alam Data Settings
B Sound Settinos

o9 AlBride (182.166.108.233) - C

p AlBridoe (192.165.108.233) - C

3 AlBridge (192.168.108.233) - C
=p AlBridge {192.168.103.233) - C
<p ABridge (192.165.103.233) - C
=p AlEridoe {(192.168.103.233) - C

IFrooeties

Device information
Mams:
AlEridge (192.168.103.233) - Camera 3
Short name:

Description:

Hardware name:
AlBrdge (192.168.103.233)

Port number:
3

Positioning information

GPS coordinates: Nustration:
(Examole: -33.856900, 151,215100) +
Direction (a): Y

0 Dearees ~ i

) ) i)
Field of view (b): 4

1] | Dearees )
Depth (c): €
0 Moters ~

Preview position in browser

ID and primary table =
Edge table = o457 3da—f4e—1002-S40-24197TTb81cb0

For the “Message Key” property, input the name of the “Analytic Event” that you added in Milestone XProtect.
In this guide, we have entered it as “AIBOX Event”.
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Milestone Action Setting

Action Preset Name Milestone

Milestone XProtect
! O 192.168.103.199

9090

Only one Milestone server can be used.

Message key AlBridge Event
—m
Object CH{{ch}} - {{event_name}} - {{utc_timestz Set
Location office
Vendor AlBridge

Test Event Test

The Object field can be utilized in various ways. You can enter event texts, LPR information, etc., so you can
send additional information in the Milestone XProtect Alarm Manager.
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String Construction

Simple msg template
Editable Box Simple msg template(Json) 1P})
Basic Object msg template
Object msg template(Json)
Simple LPR msg template
Basic LPR msg template

Message Example 456
LPR msg template(Json)

Object
String Construction Simple LPR msg template m

Editable Box ({LIST OBJECTS[PARAM=COMMA}}}
{{-OBJ[LP_TEXT_DETECTED]}{LIST
OBJECTS[PARAM=COMMAJ}}

Message Exan~|p|e DR161AR, FR809XE

Note: If you want to set the Object property differently for each Al App, you can create a separate Milestone
Action handler for each Al App.
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By pressing the “Test” button, you can check the Test Event in the Milestone XProtect Client.

If the event test is successful, check the “Activate Milestone action handler” checkbox and press the “Apply”
button to save the handler settings.

Action Setting

Action Type Milestone

* Check the target action you want to apply to this rule.

* You need to choose one action.

Milestone Action Add

Name Operation

Milestone

O
=
S
=}

Cancel Apply

Finally, press the “Submit” button located at the bottom of the Al App settings to save all configurations.
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License Management 0

APP SETTINGS

yre Al Apps Reference Rule / Event NOT Time Range Dperation
Active Al Apps
% Intrusion Detection

Loitering Person

Cancel

3.1 Live

In the Live screen of the XProtect Smart Client, the analytics events will be listed within the Alarms panel as
well as the annotated video.

Exports Search Alarm Manager @

Alurrme  Comtom (M appling) Y Cluwer Petme

Pty Lived S Lot Loceton

1

PIERDEEDE

3.2 Search

In the search menu, click on the “Search for..” button and select Alarms to search for Al Events.
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Views Exports Search Alarm Manager

Search filters 82 results

- H— -

Wi/
Vii

QM 7.07 % 7.07

2023-10-04 2023-10-04

a N

. :
AlBridge (192.108.103.233) - Camera 3 %
4

K 2
7 a)

Mation

Vi

3.3 Alarm Manager

Vii
Vi
Vi
K1

Newest ewent time

23 51344

i H

{

»

AlBridge Alarm

AlBrkige
(192.968.903.233)
Camera 3

AlBndge Alarm

DESKTOP-CBIGAG

In the Alarm Manager, by clicking on an individual alarm, you can check detailed event occurrence information

with recorded video.

Views Search Alarm Manager @

B 5300 Cannon how bounding boe

@ No map has been selected

Fethn 11 - Fation Parson De
Alindge Fulls 3 - Fabien Parson Detection
Al o b Falien Pracson O«
Folhes 1 - Falen Person Dutacticn
Irérusen HO - tetrumcn Detectns

F ol

41 - Falon Pormon Doecton
WEOSIE036.2

1 - Faion Person Oetaction

Note: The Alarm Manager is supported in Milestone XProtect Express+ and higher versions.




To display analytic event properties in the Smart Client, you might need to adjust settings in the Management
Client. First, navigate to “Alarms” and then to “Alarm Data Settings”. From there, choose the event properties
you want and transfer them from the left panel to the right.

& Milestone XProtect Management Client 2023 R2
File View Action Tools Help
B9 og=ei
Site Navigation = R X |Configuration
¥ Metadata AN Alarm Data Levels  &am List Configuration Reasans far Closing
q_fq Input
W Dutput
=L Client Availlable columns: Selected columns:
B View Groups Alarm
& Marix Categery Level
= Rules and Events :%atego"" Name
[l Rules Image
) Time Profiles Location
[ Nofification Profiles Message
| User—defined Events gb'ECt
* fnalytics Events Pr;?rﬁ; Level
% Generic Events Priofity Name
o Webhooks Rule
-eff Security Server Name
L Roles Touice
N : State Lewvel
& Basic Users Ctate Name
=4 Swetem Dashboard Tao
.| Cument Tasks Time
% Configuration Reports Type
[ Server Logs Wendor
=9 Metadata Use
% Metadata Search
Be Access Control
=L Transact
] Transaction sources
Transaction definitions
=& Alams
2 2larm Definitions
[ Y Alarm Data Setfings
B Sound Settings
'

To display the event properties in the Smart Client, right clicking on the event header and select the fields to

display
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Message

AlBridge Event
AlBndge Event
AlBridge Event
AlBndge Event
AlBridge Event
AlBnidge Event
AlBndge Event
AlBridge Event
AlBridge Event
AlBridge Event
AlBndge Event
AlBridge Event

Source

AlBridge (192.168
AlBndge (192.168
AlBndge (192.168
AlBndge (192.168
AlBridge (192.168
AlBndge (192.168
AlBndge (192.168
AlBndge (192.168
AlBnidge (192.168
AlBndge (192.168
AlBndge (192.168
AlBridge (192.168

= 3:59:48.027

mn

Alarm

Category Level

Category Name
ID

Image
Location
Message
Object
Owner
Priority Level
Priority Name
Rule

Server Name

Source

Network Optix Integration Guide

1. Introduction

1.1 Prerequisites
e AIBOX FW version 10137 or greater.
e Network Optix Witness VMS version 4.2.0.32840 or greater.
e Network Optix Witness VMS version 5.0.0.35745 or greater.
e Network Optix Witness VMS version 5.1.0.37466 or greater.

1.2 Learn about integration architecture
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Client, Mobile App
M

Object Metadata Display
Event Notification

RTSP Video Stream

Al Metadata & Event
with AlBridge NX Plugin

RTSP Video Stream

e |P Camera transmits video stream to NX VMS and AIBOX.

e AIBOX analyzes the received video stream by Al Apps.

e AIBOX sends metadata & event to NX VMS with AIBOX NX Plugin.
2. AIBOX NX VMS Plugin Install & Configuration
2.1 Install Nx Witness VMS

Install the Nx Witness VMS v5.X or later. You will need both Server and Client, as the Client will be used in
configuration.

2.2 Install AIBOX Plugin
( On Windows )
Stop the Nx Witness server

By right-clicking the tray icon and selecting Stop Server.
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Server Web Page

Stop Server (started)
Show Server Log

Quit

Download the AIBOX analytics plugin from our Customer Portal and unzip.
Copy the “AIBOX_analytics_plugin.dll” file to {NxInstallPath}\plugins\ usually on
“C:\Program Files\Network Optix\Nx Witness\MediaServer\plugins”.

I = | plugins
oz = =5 27
“ v » LEPC » SYSTEM (CI) » Program Files » Network Optix s Nx Wimess » Mediaserver s pluging
# =537 - - B
=) aibridge_amalytics_plugin.dil 2= 549 o5 S22 =5
CFECEL e _
' awis_analytics_plugin.dll 22 601 =2 A
[F=2=EC - . . R
“_ = % bosch_analytics_plugin.dll 2= =2 o
& =4 ‘% dahua_analytics_plugin.dll 2=557 88 i
= AH = dw_edge analytics_plugin.dil 2= 124 £ z
m =E3A /% dw_mtt_analytics_plugin.dil 2= 5 = H
J.. so1 + dw_mx9_analytics_plugin.all 2= 8 = X
% generic_multicast_plugin.dll 2= 602 = H
& OneDrive 2 generic_rtsp_plugin.dil 2=4 = z
Eurc ‘= hanwha_analytics_plugin.dil ! X6 = Z
"EE L % hikvision_analytics_plugin_dll 2022-10-12 2% 6 SE =09 2y
3

Copy the libzmq-mt-4_3_3.dll file to {NxInstallPath}\ usually on
“C:\Program Files\Network Optix\Nx Witness\MediaServer\”.
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|4 [ = | MediaServer

e = S 27
- s LH PC » SYSTEM (C) » Program Files s Network Optoe » Ao Witness » MediaServer w
0= - ATE LW = =
& SHEA % |dap-dil 2
W HE S 4 |dap_r.dll 27
J c==c 1% libcrypto-1_1-x64.dll 7
T o e =] Iissl-1_1-x64.dll 57 1KE
:_' ’;E [3] libzmg-mt-4_2_3.dll = J5KE
. | log_gibridge 0 2023-03-1 0 e 2419KB
== =l logsibridger 2023-03 a =
H = =] log_abridge_2 A7)
& OneDrive log_aibridge_3 B
| |og_gibridge 4 S 440
= e [ mediaserver S 47
J 3D 7 % msvep140.dil =8 &
¥ O2=c mavep140_1.dll =5

Download & Install vc_redist.x64.exe
( https://aka.ms/vs/16/release/vc_redist.x64.exe )
Start the Nx Witness server

By right-clicking the tray icon and selecting Start Server.

Server Web Page

Start Server (stopped)
Show Server Log

Quit

S A O | T Q)

Setup communication port & Setup Firewall

In the AIBOX analytics plugin engine setting menu, ( Network Optix VMS System Administration > Plugins
Menu ) set a unique port (9911 ) . This is a TCP port which is used for a communication between the Nx
Witness AIBOX analytics plugin and AIBOX.
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v System Administration - Nx Witness Client

aibridge analytics plugin Engine settings

If your Windows is using a firewall, add New Rule in Windows Firewall Setup > Advanced Settings > Inbound
Rules > New Rule.

Note) How to Add a Rule or Port to a Windows 10 Firewall
https://www.youtube.com/watch?v=JsEulhg5P8k
( On Linux — Ubuntu x64 18.04, 20.04, 22.04 )

Download the AIBOX analytics linux plugin from our Customer Portal and please enter the following
commands in order.

tar zxvf AIBOX_plugin_v1.1.0_20230808.tar.gz
cd AIBOX_plugin_v1.1.0_20230808
chmod 755 install.sh

sudo ./install.sh

note) By executing the install.sh script, it automatically detects the Ubuntu OS version and NX Witness, NX
MetaVMS, and installs the necessary packages automatically. Follow the instructions in the script to install the
module, and restarting the VMS will complete the plugin installation

2.3 Add NX api Account
Add NX “api” account to be used by AIBOX.

When creating an account, enable digest authentication and set the administrator role.
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Login = Name

v/ User Settings - api - Nx Witness Client

Administrator Edit Roles

This user can use digest authentication. Leam More

New User
Cancel

Cancel

2.4 Enable video channels to use AIBOX analytics plugin

In the NX client left panel, right-click the camera you want to process with AIBOX and select Camera Settings.
In the Plugins tab, enable the AIBOX analytics plugin.
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New Layout X

4 NX50

° :
- admin

e Server DESKTOP-A9TA3M1
) EN-IRSD2100
U PT?

©J) Web | Open

[©] H' Open in New Tab

L2l SE open in New Wind
n in New Window

- Users pe
- af

Create Group
= Local

Delete
Rename

Check Camera Issues...
Camera Rules...

Camera Settings...
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v. Camera Settings - PTZ - Nx Witness Client

allxidge analytics plgh aibridge analytics plugin

Engine settings

Enable Metadata
[¥ Ignore Metadata (unanalyzed face objects)

etadata (unanalyzad plate objects)

Camera analytics will work only when camera is being viewed. Enable recording to make it work all the time

OK

1. Enable Metadata : It is not recommended to use it except for installation or debugging purposes.
Even if this option is disabled, the object on which the event occurred is automatically displayed
(saved).

2. lIgnore Metadata (unanalyzed face objects) : Face information that has not been analyzed is ignored.

3. Ignore Metadata (unanalyzed plate objects) : plate(LPR) information that has not been analyzed is
ignored.

4. Show Counter : show number of Event Occurred.

5. Enable Debug Dump : It is not recommended to use it except for installation or debugging purposes.
A large size of log files can be stored in the {NxInstallPath}\ usually on “C:\Program Files\Network
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Optix\Nx Witness\MediaServer\”. It should be disabled in a production environment.
A + | MediaServer

oy £ =7 =y
L “ 4 » WPRC » SYSTEM (C) » Program Files » MNetwork Optix » Nx Witness » MediaServer
 SHEZ| % lipzmg-mt-4_2_3.dll t=3
W e S t =| log_aibridge_0 e
J oEss + = log_aibridge_1 =]
i BAM 4 _ log_aibridge_2 :'-_
= 4H . = log_aibridge 3 =
| Ibridge 4 2 =
E EoA = l0g.A I
== mediaserver 2 ==
b &% &) msvep140.dil 2 s=
& OneDrive % msvep140_1.dll 2 =8
% msvcpl140_2.dll 2 ==
B ec > 22

1% msvcpl40_codecvt_ids.dil

6. Metadata Timestamp correction : Metadata (bounding box) is buffered for the set time. (Metadata is
displayed delayed for the set time.)

If you want to resolve the delay, please refer to section 4.1.

2.5 Enable video channel recording
Non-recording analysis channels cannot use the EVENT and OBJECT panel in NX VMS.

v/ Camera Settings - PTZ - Nx Witness Client

Keep Archive For... Motion & Objects Recording Copying Schedule

M Auto 58 Copy Schedule to...

B Auto

3. AIBOX Configuration
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Let’s set up to integrate the Loitering Person app with the AIBOX Nx VMS Plugin.

3.1 Setting the video source

CH1

Attribute

Channel Name

Video Source

- = OC0ww 11223 192.168.103. 229554/ cami 0

rtspe//roa
ansport TCF
HTTP[%) Poat
Lithantication
Password
3.2 Setting up the Loitering Person app
Add Rule
Application Info
S

Channels Available
Channels In Use

Al Consumption per CH
Al Tatal Canumption

Loitering Person

Licerse Managerment

Clow i Ho Hame

%  Loitering Persan

Adding event video source

R

1234807

228

Activation

264

Channiels In Use

No items )

Operation



To save the settings, click the “Submit™ button before exiting.

Loitering Person Detection Basic Setting

Rule Name My Rule #PBEXv

@ Activation (

© Color Label @ Mone » -
Event Setting
Video Event Type Event Name uuIiD Operation

Setting Event Configuration

Event Type Loitering Person Detection VIDEC 1

PRESET1

Import Zona Sattings

Event Name street in front of building Dwell Time

5 second(s)
gvent Count Label Loitering Same Object Repetition
Event Count Reset | Off gnore Duplicate
Reminder Duration second(s)
Ignering Intarval 3 second(s)

Close | Apply & View
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AIBOX’s Event Name field is displayed as Caption field in NX VMS. It is recommended to enter a name that can
identify the event. It is tagged to the object as shown in the figure below. Also, when registering a rule, you
can set a detailed rule through text comparison in the caption field.

Loitering Persor

Event will trigger only if there are matches in the
caption with any of the entered keywords.

J person

ion street.in ffont of building ' [ [
S L o E Schedule

If the field is empty, event will always trigger.
This field is case sensitive.

lick on the jcon to read mere

3.3 Adding NX Plugin action handler
Add Action Setting

Event Setting  Add

Video Event Type Event Name uuID Operation

CH1 Loitering Person street in front of building 3c4781f6-da0e-4d9d-8a94

Detection 20116408778

Action Setting Add

Action Type Operation

Select VMS / Nx Plugin
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Action Type

TCP

MX Plugin
Cortrol Plugin

Milestone

Editing VMS IP and Account

Action Type

.
Nx Witness VMS | &y 192.168.100.253  Diseonnectea D

001

991
Only one NX server can be used.
Description Set

Canecel
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Nx Server Setup

IP Address 192.168.100.253 Disconnected
Web Port 7001
Plugin Port 9911 : |

Username api

Password o m

Metadata Enabled

=
Channel Mapping m

Test Event Test

Canc.ﬂ m

Enter the “api” (case sensitive) account information added in the previous step and test using the Login
button. If the test is successful, you will see a connected green status indicator.

Additional object information can be passed to NX VMS through the Description field. (For example, LPR app
license plate recognition information, group information)
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String Construction

Editable Box cH hannel

CH NAME Channel Name

MAC MAC Address

RULE NO Rule index

Message Example RULE NAME Rule Name
EVENT NAME Event Name

EVENT TYPE Event Type

Channel information connection between AIBOX and NX VMS is required. If the channel id is entered correctly,
the green Connected status will be displayed when you click the Camera Update button.

Channel Mapping

Channel Mapping

1CH 486fad89-a506-2 Connected

2CH Disconnected
3CH Disconnected
4CH Disconnected
5CH Disconnected
6 CH Disconnected
7CH Disconnected
8CH Disconnected

Cameras update
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NX channel ID ( Camera ID ) information can be copied from the camera setup menu of NX VMS.

v/ Camera Settings - PTZ - Nx Witness Client

Edit Streams...

After completing all settings, click the Submit button at the bottom of the webpage. Your settings will not be

saved unless you click the submit button.

Combined Rule  Add

uuip NOT Time Range Operation

Cancel

4. Demo
4.1 Live

Objects with loitering person events are displayed in the NX VMS OBJECTS panel.
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PRESETL

>

/
[ 4
~
|
|
{
|
\

When objects are not visible, activate Objects in “Show on Items” in the popup menu of the video window.
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Open in New Tab

Open in New Window

Maxami

v Objects

v Regions of Interest

Remove from Layout

Check Camera Issues
Camera Rules.

Camera Settings

You can then manually specify the ROl area. It is automatically synchronized with the ROI(zone) information of
AIBOX through AIBOX F/W upgrade in the future.

V. Camera Settings - PTZ - Nx Witness Client

aibridge analytics plugin Polygons
ROI

Street RO

! J

e L

[ Display on video

4.2 Add Nx VMS Event Rules

If you set the desktop notification action by adding Camera Rules in NX VMS, you can see the event in the NX
VMS EVENTS panel.

When registering camera rules, pay attention to the “Event Type” setting. If the APP set in AIBOX and the
Event Type do not match, the event will not occur.
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¥ Event Rules - Mx Witness Client O

180-3506-27d1-6533-3bbdafbaass % + Add — Dalete = Event Log
Ewenl = Source = Action Interval of Action

O Analytics Event L S Show deskiop notification . All Adminestrators Instant

)

[

Lt

Show deskiop notification

Latering Parson =, All Admingstrators

£ scheduls

Restore Al Rules to Dafault Cancel

note) If the AIBOX Analytics plugin is not up-to-date, there may be no App Event Type supported by AIBOX FW.
In that case, select “Event” as the Event Type.

Analytics Event
© P12

Event

Abandon

Animal Detection
Crowd Detection

Event

Schedule...

Fallen Person Detection
Fire Detection
Helmet Not Wearing
lllegal Parking
Imminent Threat
Restore All Rules to Defau

Intrusion Detection

5. FAQ

5.1 Solution for Video Delay




This session explains how to adjust the timestamp when the bounding box in Network Optix does not match
the object (when a delay occurs).

Right-click on the camera and then click “Camera Settings.”

New Layout 1* X

4 NETWORKOPTIX

admin

=w Server NETWORKOPTIX
%= Al_Bridge_Pro_(AIB-TS2-08) 1
©) Al_Bridge_Pro_(AIB-TS2-0

) Al_Bridoe Pra (AIR-TS2-0
Open

) Al_Bri Open in New Tab

Open in New Window
Create Group

EE G
Bl Web Pages
3 Rename
= Local Files

Check Camera Issues...

Camera Rules...

Camera Settings...

Set the Metadata Timestamp to an appropriate value and click the “OK” button. (Typically, values between 500
and 1000 are recommended, but it may vary depending on the network environment.)
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n Camera Settings - Al_Bridge_Pro_(AlIB-T52-08)-channel 2 - Nx Witness Client X ]

v AlBridge Analytics Plugin

AlBridge Analytics Plugin

ROI

Engine settings
[ lgnore Metadata (unanalyzed face object
[ Ignore Metadata (unanalyzed plate objects)
[ Show Counter
[¢ Enable Metadata (for Debugging. not recommended)

700

v

Apply Cancel

Immix Integration Guide

1. Introduction
1.1 Prerequisites

e  AIBOX FW version 100127 or higher.
1.2 Learn about integration architecture

In IMMIX integration, event messages are sent using SMTP. Video is received through RTSP Stream, and when
an event is triggered by setting up an Al Rule, the event message in XML format is sent along with the video
from that time period.
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EVENTS

SMIP__, immix

XML Format data + snapshot

RTSP
Video Stream

&

S &

2. Configuration
To use Immix, some settings need to be configured. Please follow the steps below.
2.1 Immix Configuration

In order to link AIBOX and Immix, you must register AIBOX in Immix. Watch and follow below. First you need to
add equipment.

Click the site where you want to add the device, and then click Manage Devices and Alarms.
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EDIT SITE

Site Details

SITES LIST

Search By Name: SITE ACTIONS FOR 209 TEST 2020

| | o
~ Advancedsearch [# Edit Details

- Manage Devices and Alarms
-I-§fy Videcon

Manage Maps
B 209 test J ?

Manage Scheduled Patrols
Manage Site Disarm Schedule
Alarm Disarm Schedule
Expected Alarm Schedule
Autohandle Schedules

View Summary

Jmeeoolkdy

Setup History

Click the “Add a Device”

EDIT DEVICES FOR: 209 TEST

M Cameras Itiviews m Audios } Relays } Alarms } Alarm Groups

CURRENT DEVICES

DEVICE NAME DEVICE TYPE IP/HOST PASSTHROUGH

Add a Device

In the Device Type Filter, select “Show All” and choose “Videcon Concept Pro DL” for the Device Type.

277



DEVICE DETAILS

Device Type Filter Video Devices
Alarm Panel
Access Control

e Show All

LB 1 Videcon Concept Pro DL

Fill in the information for the device to be connected, check “Use Passthrough” under VIDEO SETTINGS, and
then click the “DONE” button.
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Title
Videcon Concept Pro DL Plus

CONNECTION DETAILS

Used to connect to the device toring. Obtain these
from the person who installed the device.

Connection details are configured via the UAC setup page.

IP/Host

Ports must only contain numeric values

Username

RTSP Port

Configured port for RTSP Streaming, defawlt is 554.

VIDEO SETTINGS

(#] Use Passthrough

DONE | CANCEL

nCius nal eou waul - are required

You can check the SMTP Server Address by going to “Summary” in the top menu.
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EDIT DEVICES FOR: 209 TEST 2020

SITE SUMMARY REPORT

= GetReportashx

No Alarms (No Alarms)
Identifier:

(EDX) Videcon Concept Pro DL Plus (Videcon Concept Pro DL Plus)
&

I SMTP Server Address: S$2527@ImmixAlarms.com I

Port:
Usemname:

Page 10of 2 24/12/2024 08:51:15

2.2 AIBOX Configuration
The method to use Immix integration in the AIBOX is as follows.

Access the AIBOX and click on “APP SETTINGS” > “Explore Al Apps” menu on the left sidebar.

M EdgeDX

Al Bridge
VIDEO
Video Input
L Display

Event Action List

SYSTEM SETTINGS
Network
System
License Management

Al Cloud

APP SETTINGS

888 Explore Al Apps

Active Al Apps

System Event Settings

Please click on the event you want to use. In this manual, we will use LPR-Europe as an example.
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&% LPR-Europe

Recognizes license plates and compares them to pre-registered car numbers to generate events such as

match/mismatch. For European license plate recognition only.
g CH

Please click the “Add Rule” button.

Home = Applications = LPR-Europe

LPR-Europe
LP Management

LPR-Europe

License Status
Max Available Channels 8
Channels In Use 1 3 B A S S e E
6 Max Al Consumption per CH 432
Total Al Resource Usage 0 /4000

Document App Details APl Document

Event-Action Rules

Rule Name Activation Channels In Use

No items )

Click the “Add” button in the Event Setting.
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Event Setting Add

Event Type Video Event Name uuID Operation

Zone or detailed setting of Al App. And Click the Apply button.

T ——

Event Name LPR-Europe Recognetion Mode Any LP Number

Cb’e

Click the “Add” button in the Action Setting.
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Action Setting Add

Action Type Action Name Operation

Select “Immix” from the Action Type.

Action Type ‘ | ‘

Alarm Panel

Satel INTEGRA

Alarm Monitoring

Immix
KISA
Securithor
Sentinel
Cancel | Apply
Click the “Immix Action Add” button.
Action Setting
Action Type ‘ Immia{

I Immix Action Add I

Name Operation
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Enter the SMTP server and the account to receive the messages.

Enter “ukdemo.immixcs.net” for the SMTP server and use port 25. The recipient can be found in IMMIX. For
more details, please refer to section 2.1.

Immix Action Setting

Action Preset Name Immix
SMTP Server ukdemo.immixcs.net 25 =
To 52527 @immixAlarms.com

Click the desired token and press the “Use” button to add it to the Extra Text.

Token RTSP URL | Use I
Extra Text NAME={{EVENT NAME}};:CH={{CH}}/{{CH NAME}}; MAC={{MAC}R{{RTSF URL}}

Only the Extra Text can be adjusted by the user in the transmitted data. Other fields, such as CH or Event Type,
are automatically transmitted according to the corresponding event.

Transmission Data Example <Alarm>
<Versionlnfo>1</Versionlnfo>

<EventType>Intrusion Detection</EventType>

I< ExtraText>NAME=My Event Name;CH=3/Front
DoorMAC=00116F0003FD;rtsp://192.168.0.5/1</ExtraText »
<DateTime=2019-07-01T09:10:20.012345+00:00 </DateTime:>
<Location></Location>
<URL></URL>
</Alarm:=

If you want to send a video along with the event, check “Attach Snapshot” and set the Time Range. The time is
based on the event time (0 seconds); any time before is negative, and any time after is positive.

Attach Snapshot

Enapshﬂt Time Range -3 ~ 2 B second(s)

You can click the “Test” button to perform a test.

S5end Example Message Test

If the test is successful, a pop-up like the one below will appear.
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o Success pe

The request has been completed

Once all settings are complete and the test is functioning correctly, click the “Apply” button.

Immix Action Setting

Action Preset Name Immix
SMTP Server ukdemo.immixcs.net 25
To $2527 @immixAlarms.com
TOken “
Extra Text NAME={{EVENT NAME}}:.CH={{CH)}/{{CH NAME};MAC={{MAC}}:{{RTSP URL}}
Transmission Data Example <Alarm> |

<Versioninfo>1</Versioninfo>

<EventType>Intrusion Detection</EventType>
<ExtraText>NAME=My Event Name;CH=3/Front
Door:MAC=00116F0003FD;rtsp://192.168.0.5/1 </ExtraText>
<DateTime>2019-07-01709:10:20.012345+00:00 </DateTime>
<Location> </Location>

<URL></URL>

</Alarm>

Attach Snapshot

Snapshot Time Range -3 ~ 2 second(s)
Send Example Message
Click the “OK” button.
Confirm X
o Do you want to confinue?
Cancel

Click the checkbox and then click “Apply.”
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Action Type Immix

* (Check the target action you want to apply to this rule.
* You need to choose one action.

Immix Action Add

Name Operation

Immix 0 E 0

Cancel Apply

3. Demo

Now, you can check if the Event/Action is properly mapped.

3.1 Test using the AIBOX

Access the AIBOX and click on “VIDEO” > “Event Action List” menu on the left sidebar.

f EdgeDX

Al Bridge
VIDED
Video Input

Display

off  Event Action List

Click the “Edit” button in the previously created Immix action.
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Home Event Action List

Event Action List

Event Action List  [Etarlel W y=t=

All

All (1) + Add Actions
Action Type Name Action Summary Operation
Immix Immix S2527@immixAlarms.com (ukdemo.immixcs.net) ] m|

You can click the “Test” button to perform a test.

Immix Action Setting

Action Type

Action Preset Name Immix

SMTP Server

To

Token

Extra Text

Transmission Data Example

Attach Snapshot

Snapshot Time Range

Send Example Message

ukdemo.immixcs.net 25

S§2527 @immixAlarms.com

NAME =({EVENT NAME}LCH={{CH})/{{CH NAME)EMAC={{MAC}}:{{RTSP URL}}

<Alarm>

<Versioninfo>1</Versioninfo>

<EventType>Intrusion Detection </EventType>
<ExtraText>NAME=My Event Name:CH=3/Front
DoorMAC=00116F0003FD;rtsp://192.168.0.5/1 < /ExtraText>
<DateTime>2019-07-01709:10:20.012345+00:00</DateTime >
<Location> </Location>

<URL></URL>

</Alarm>

-3 - 2 second(s)

If the test is successful, a pop-up like the one below will appear.
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o Success

The request has been completed

After logging into Immix, check the Alarm tab to confirm that the alarm has occurred. The test alarm will be
triggered as Area Intrusion.

Dashboard Alarms Setp Reports Events Cameras walls

ALARMS © 0 ECare Failed

TIMF | AraTinn FUYFNT PRIORITY a1 ARM COLINT

09/12/2024 08:33:27 Videcon - 209 test 2020 Area Intrusion - 101 Alarm 100 228 @

V. Schedule Setting Guide

A schedule can be set in all event action settings to trigger actions when events occur.

—»  Action Handler

Event — Schedule ———»  Action Handler

L——»  Action Handler
drop

1. Schedule Overview

The schedule operates over a period of time to set the time for sending the notification whenever an event
occurs. Depending on weekly, monthly, and yearly schedules can be set.

Additionally, specific dates can be designated as exclusion schedules. Actions will not be triggered during the
exclusion schedule. Exclusion schedules are prior to regular schedules. This means that the action will not be
triggered if an event occurs during a period that is included in both the exclusion and the regular schedule.

The schedule for event action settings operates according to the following policy.

X Schedule Application Policy

1. If no schedule is set in event actions, all events will always trigger the set action.

2. If multiple schedules are registered in event actions, the action will be triggered if one of them is true at
least.

3. If an exclusion schedule is included, the action will not be triggered even if another schedule is true.

4. Schedules are set for each event action, but once created, they can be added in all event actions.
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2. Create a New Schedule

Settin

1. Click the ° button to add a schedule.

Schedule Setting

Name Operation
Add Mew
2. Click the button to create a new schedule at the bottom.
Mame

Schedule Designation

Schedule

Time Range

Exclusion Schedule

A AR
Y- W00
Ui -~ Ltkug

Set this as exclusion schedule

Name : Enter a schedule name on “Name”(e.g. working hours, holidays).

Schedule Cycle : Set the “schedule cycle” for how often the schedule should repeat as weekly, monthly, or

yearly.

Schedule Designation : Select whether the schedule is based on days of the week or specific dates.
Schedule & Time range : Set the days/dates/Time.
Exclusion Schedule : Check the box to set the schedule as an exclusion schedule.

3. Weekly Schedule

1. Since weekly schedules cannot specify dates, the schedule Designation is fixed to Day-based of the week.

You can set the target days and specify the time range to create a schedule. For example, you can set a
schedule for every Monday to Friday.
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Schedule Cycle Weekly

Schedule Designation

Schedule

Time Range Mon
Tue
Exclusion Schedule
Wed
Thu
Fri

Sat

Sun

H

4. Monthly Schedule

1. For monthly schedules that use the Day-based option, you can specify by a week of the month. For example,
you can set a schedule for every second week of the month, Monday to Friday.

Schedule Cycle Monthly
Schedule Designation Day-based
Schedule Mon @ @ Tue® Wed @ Thu @ Fni @
1st week & 2nd week & 4th week &
Time Range 09:00 ~ 18:00
Exclusion Schedule Set this as exclusion schedule

2. For monthly schedules that use the Date-based option, you can specify the dates of the month for the
schedule. For example, you can set a schedule for the 1st, 15th, and the last day of the month.
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Schedule Cycle Monthly

Schedule Designation Date-based

Schedule

Time Range 09:00 - 18:00
Exclusion Schedule Set this as exclusion schedule

5. Yearly Schedule

1. For yearly schedules that use the Day-based option, you can specify the target month, week, and day. For
example, you can set a schedule for the second Monday to Friday of January to March every year.

Schedule Cycle Yearly
Schedule Designation Day-based
Schedule on Tue Ned T
Time Range 09:00 - 18:00
Exclusion Schedule Set this as exclusion schedule

2. For yearly schedules that use the Date-based option, you can specify the dates for each target month. For
example, you can set up a schedule on the 1st, 15th, and the last day of January to March.

Schedule Cycle Yearly
Schedule Designation Date-based
Schedule T
Time Range 09:00 - 18:00
Exclusion Schedule Set this as exclusion schedule

6. Time Schedule Setting
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The time schedule sets to run on the specified date. The time schedule follows the policy below.

1. If the start time is faster then the end time, the schedule will be applied according to the specified time in
the day. (e.g. 09:00~18:00)

2. If the start and end time are the same, the schedule will be applied for the entire 24 hours of that day. (e.g.
00:00~00:00)

3. If the start time is later than the end time, the schedule will be applied from the start time of that day until
the end time of the next day. (e.g. 21:00~09:00)

7. Exclusion Schedule

You can set a schedule as an exclusion schedule, which takes priority over the regular schedule. If any of the
exclusion schedules are active during the scheduled time of an event action, the action will not be triggered.

Exclusion Schedule
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VI. Combined Rule Setting Guide

You can set compound rule conditions to trigger actions when events occur in event action settings.

—»  Action Handler

Event ———— . Condition . ———» Action Handler

L——»  Action Handler
drop

v

1. Overview of Compound Rule Conditions

When setting up event action rules for each application, you can set conditions for triggering actions. In
addition to setting scheduling conditions, you can also set conditions based on various system conditions to
determine whether event actions should be triggered.
By utilizing the state of basic system resources such as alarm inputs or virtual alarm inputs, you can
automatically control rules. If there are other event action settings that have been previously set up, you can
also set conditions based on whether or not the event has occurred.
For example, if you want to turn on a warning light and broadcast a warning message to the camera through
an alarm output for a residential intrusion event, you can reduce false alarms by setting the following
conditions.

® Schedule (20:00~07:00)

e If even one person is detected outside the perimeter of the residential area within the last 10 seconds

before the residential intrusion event occurs
e Ifalarm input signal 1 is being triggered

2. Combined Rule Conditions Setting

The following are the items that can be set as compound rule conditions
e Rules set up in the application
e Events specified by the application’s rules.
e System |/O devices such as alarm inputs or virtual alarm inputs

Add
1. Click the button to add a new condition on the event action setup screen.
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Combined Rule Add

uuiD NOT Time Range Operation
Apply
2. Clik the button to save after set the each options.
Combined Rule
NOT
Time Range(In Secs) -5 - . 0 -

Cancel Apply

UUID : Ender the UUID value assigned to a target event, rule, or system device. When setting up an event
action in the application, both the event and rule receive a unique UUID. You can input the UUID of the event

or rule that you want to set up as a condition. Alternatively, Click
allows you to search for and input a previously set-up item.

button next to the UUID field

Rules
» Crowd Detection (1)
- Virtual Fence (2)
Mext to the Building Line Crossing (e1b8744e-d1b2-4f73-ad81-89b163f4bbod)
---- CH 7 Pedestrians on the building side (47d524d4-b816-47f0-a87b-a64eb492736c)
Office Entry Exit Log (61effe67-6f40-43b3-827d-067ec712489d)
---- CH 2 (3cB9¢c307-6725-4cda-bec0-af8e085b1c5b)
» Intrusion Detection (1)
» Loitering Person (1)
» System & 1/O (5)

1/0 Devices
» Alarm In (4)
» Virtual Alarm In (20)

Cancel
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NOT : If NOT is checked, the condition will be true if the UUID event or rule is false. For example, if you specify
the UUID of “Event A” and check the NOT checkbox, the condition will be true if “Event A” did not occur.

Time Range(In Secs) : Time Range field is used to set the valid time range for UUID events or rules. When an
event for the rule occurs, if a UUID condition event occurs within the Time Range set based on the event
occurrence time, the condition is considered true.

3. System 1I/O Combined Condition Settings

All rules and their events in currently used applications can be set as compound rule conditions.

Additionally, alarm and virtual alarm inputs can always be set as conditions for composite rules, even without
setting up a separate event action rule.

These inputs have a unique resource UUID assigned to them in their initial state, and can be selected as a
separate item in the UUID search Ul.

Alarm In (4)
Device Name State Normal State uuip
Alarm In 1 Front Door Relay OFF N/O 72a34355-e39¢-4deb-a5b5-a6075ffd7318
Alarm In 2 Alarm IN 2 OFF N/O b5e081f6-e299-434d-8499-34acf7265d0f
Alarm In 3 Alarm IN 3 OFF N/O 26933328-d421-494f-3450-44beeb0b5a19
Alarm In 4 Alarm IN 4 OFF N/O 0d778767-fb06-4c66-88b5-66900e07141f

1/0 Devices

» Alarm In (4)

Virtual Alarm ||
Virtual Alarm |
Virtual Alarm IN

Virtual Alarm IN 5

Virtual Alarm IN 9
Virtual Alarm IN
Virtual Alarm |
Virtual Alarm IN
Virtual Alarm IN

Virtual Alarm IN
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Event type key

Event type key (fw_ver 103901)

Al APP

key

abandon
adv_heatmap
advanced_attr
animal
basic_attr
basic_heatmap
body_gaze
bullying
covered_face
crowd
enter_exit
facemask
fallen

fence

fire

fld

forklift_ndd
forklift_nohelmet
hand_intrusion
intrusion
loitering
lpr_eu

lpr_jp

Ipr_kr

Ipr_us

event_type

Illegal Dumping
Advanced Heatmap
Advanced Attribute
Animal Detection
Basic Attribute

Heatmap

Intentional Body Gaze Detector

Bullying Detection
Covered Face Detection
Crowd Detection
Enter/Exit Detection
Dynamic Face Masking
Fallen Person Detection
Virtual Fence

Fire & Smoke Detection
Forklift Detection
Forklift Non-Driver Detection
Forklift No Helmet
Hand & Foot Intrusion
Intrusion Detection
Loitering Detection
LPR-Europe

LPR-JP

LPR-KR

LPR-US

multi_zone_occupancy|Multi Zone Counting
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no_mask No Mask

no_ppe No PPE

occupancy Occupancy Counting
occupancy_car Occupancy Car Counting
people_counting People Counting

phone_walk Phone Walk Detection

pmask Dynamic Privacy Masking
prolonged_stay Human Prolonged Stay
queue Queue Management
reverse_movement Reverse Movement Detection
road_pedesrian Road Pedestrian Detection
speed_anomaly Speed Anomaly Detection
staff_exclusion Staff Exclusion People Counting
stay_go Stay & Go

stopping Stopping Detection

thermal Thermal Intrusion Detection
threat Imminent Threat

underage Under-Age Detection
unsafe_lifting Unsafe Lifting
vehicle_counting Vehicle Counting
vehicle_presence Vehicle Zone Presence
violence Aggressive Detection
visit_advanced Advanced Visitor Analysis
vgm Vehicle Queue Management
vt_counting Vehicle Type Counting

vtd Vebhicle Type Detection
work_vehicle Work Vehicle Hazard Detection
zone_occupancy Zone Counting

SYSTEM EVENT

key event_type

alarmin Alarm In
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virtual_alarmin

Virtual Alarm In

generic

Generic Event

video_loss

Video Loss

video_recovery

Video Recovery

boot System Start

disarm Disarm

factory Factory Default
heartbeat Recurrence

login Login

tamper Tamper Detection
network Network Error
Deprecated

video Video Loss / Recovery
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