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Copyright 

This manual without the manufacturer's approved copy and reprinted partially or in full or translated into 

another language is prohibited. 

 

 

Limitation of Liability 

This product is designed to prevent fire and theft is not the main means. We shall not be liable for acc idents 

or damage by using this product can result in liability for accidents or damage. 

 

In order to improve the performance of the product a firmware upgrade may be released without prior notice, 

though require manual installation by way of the FW upgrade function. 
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1. Overview 
 

1. Safety Instruction 
 

The Company shall not have any responsibility for any accident or damage that may incur during the use of 

the product. For your safety, we provide a few instructions about installation, manipulation, cleaning, 

assembly/disassembly of the product as below. So please read carefully and comply with the instructions. 

 

 

2. Before installation 
 

Comply with the following instructions to prevent a fire, explosion, system failure or electric shock 
 

¶ Remove the power supply module before proceeding   

¶ Check the input voltage (AC100VςAC240V) to the power supply module before connecting it  

¶ Keep the product away from excessive humidity (refer to optimal operating temperature indicated in 

product specification sheet)  

¶ Ensure that all devices connected to the product should be properly earth-grounded 

 

 

3. In operation mode 
 

Comply with the following instructions to prevent a fire, explosion, system failure or electric shock 
 

¶ If in need of disassemble the product for service, please consult with our trained technician before 

proceeding  

¶ Do not connect multiple devices to a single adapter, Exceeding the capacity may cause abnormal heat 

generation or fire  

¶ Keep products away from excessive dust or flammable substances (e.g.: propane gas)  

¶ Do not touch it with wet hand while powered on  

¶ Do not insert a conductor the ventilation system   

¶ Do not apply excessive force to unplug the power cord 

 

 

4. Disassembly & Cleaning 
 

¶ When cleaning on the surface, use a dry cloth  

¶ Do not wipe the product using water, paint thinner or organic solvents   

¶ Do never dismantle, repair, or modify the product. Without a consulting t rained technician  
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5. During installation 
 

To prevent an accident or physical injury and to operate Product properly, please comply with the followings: 
 

¶ Secure at least 18 centimeters of distance between cooling fan and wall for a proper ventilation   

¶ Install the product on a flat surface   

¶ Keep it away from direct sunlight or excessive heat  

¶ Be sure to use only the standard adapter that is specified in the specification sheet. Using any other 

adapter could cause fire, electrical shock, or damage to the product  

¶ Incorrectly connecting the power supply or replacing battery may cause explosion, fire, electric shock, 

or damage to the product  

 

 

6. While in use 
 

¶ Do not apply excessive force to or shake it while in use  

¶ Only use attachments/ accessories specified by the manufacturer  

 

 

7. WARNING 
 

To reduce the risk of fire or electric shock, do not expose this product to ra in or moisture. 

To avoid injury, this product must be mounted securely to the floor / wall in accordance with the installation 

instructions.  
 

¶ Use only the standard power source specified in the specification. Using a different power source can 

cause fire, electric shock, or damage to th e product.  

¶ Install the product firmly and reliably. Otherwise, the product may fall, and personal injury may result.  

¶ 5ƻ ƴƻǘ ōƭƻŎƪ ŀƴȅ ǾŜƴǘƛƭŀǘƛƻƴ ƻǇŜƴƛƴƎǎΣ Lƴǎǘŀƭƭ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊΩǎ ƛƴǎǘǊǳŎǘƛƻƴǎΦ  

¶ Do not install near any heat sources such as radiators, heat registers, stoves, or other apparatus 

(including amplifiers) that produce heat.  

¶ Do not defeat the safety purpose of the polarized or grounding-type plug.  

¶ A polarized plug has two blades with one wider than the other.  

¶ A grounding type plug has two blades and a third grounding prong.  

¶ The wide blade or the third prong are provided for your safety.  

¶ If the provided plug does not fit into your outlet, consult an electrician for replacement of the obsolete 

outlet. 
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¶ Do not place conductive objects (e.g., screwdrivers, coins, metal parts, etc.) or containers filled with 

water on top of the camera. Doing so may cause personal injury due to fire, electric shock, or falling 

objects  

¶ Protect the power cord from being walked on or pinched particularly at plugs, convenience 

receptacles, and the point where they exit from the apparatus  

¶ Do not install the product where the air conditioner is exposed to direct air. Otherwise, moisture may 

condense inside the product due to temperature differences inside and outside the product  

¶ Refer all servicing to qualified service personnel. Servicing is required when the apparatus has been 

damaged in any way, such as power-supply cord or plug is damaged, liquid has been spilled or objects 

have fallen into the apparatus, the apparatus has been exposed to rain or moisture, does not operate 

normally, or has been dropped 

 

 

8. Key features 
 

This device is based on the latest deep learning technology of intelligent video analysis which has up to 16 

channels network camera video inputs. The features include object identification, object counts and object 

tracking by AI technology. Also, it allows to configure various trigger rules to ring alarms and can be utilized for 

various purposes by interworking with external network dev ices or systems.  

For example, this product can be interlocked with existing surveillance system and build an intelligent 

surveillance system such as business intelligence access control. It also can be used as an edge computing-

based video analysis device that combined with cloud web service.  
 

¶ The latest deep learning technology of object recognition engine (Human, car and etc)  

¶ 9ǉǳƛǇǇŜŘ ǊǳƭŜ ŜƴƎƛƴŜ ǘƻ ŘŜǘŜŎǘ ǾŀǊƛƻǳǎ ǎƛǘǳŀǘƛƻƴǎ ŀƴŘ ŀŎǘƛƻƴǎ ǎǳŎƘ ŀǎ ΨLƴǘǊǳǎƛƻƴΩΣ ΨhŎŎǳǇŀƴŎȅΩΣ 

Ψ[ƻƛǘŜǊƛƴƎΩΣ Ψ9ƴǘŜǊκ9ȄƛǘΩΣ Ψ[ƛƴŜ /ǊƻǎǎƛƴƎΩ  

¶ Counts the number of objects that exist in a specific zone or counts the number of objects that pass 

through a specific zone  

¶ OSD is displayed on the input image and provided as standard RTSP so that it can be easily linked 

without major compatibility with existing interlocking systems  

¶ Standard ONVIF protocol support enables easy integration with ONVIF based network cameras and 

VMS (Video Management System)  

¶ Various I/O supports including Alarm-in, Relay, RS485, USB  

¶ Receive up to 16 channels of network video  

¶ Receive Full HD video up to 480 fps, 4K video up to 120fps   
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2. Components 
 

1. Components 

 

       
Cable clamp                                                  Adapter                                                  Screw 

 

 

2. Front panel Names and functions 

 

 
 

List  Status sign LED Description 

POWER 
 

Red light blinks during the boot phase and green light during 

operation. 

STATUS 
 

Status light blinks when an event occurs after passing the set 

condition. 

ETH1 
 

ETH1 light blinks when communication is taking place via the ETH1 

port or turns off when communication is not taking place. 

ETH2 
 

Headlight turns on when communication is taking place via the ETH2 

port or turns off when communication is not taking place. 
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3. Rear panel Name and functions 
 

¶ 4CH 

 
¶ 8CH / 16CH 

 
 

No. Names Description  

 USB Universal Serial Bus (USB) ports for additional devices such as USB Mouse. 

 HD MONITOR 
For connecting a monitor to view connected cameras. Note, AI Box cannot 
be configured locally. 

 ETHERNET 1 
RJ-45 port for connecting internet and other platforms such as 
interoperable VMS, recorders, and IP cameras. 

 ETHERNET 2 
Network port for connecting camera and other through a separate 
network disconnected from the outside. 

 ALARM IN Alarm input signal line terminal. 

 REPLAY Relay connection terminal. 

 RS485 RS485 communication device connection terminal. 

  DC12V  12V adapter plug  
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3. Installation 
 

1. Basic connection configuration  

 

 
 

 

2. Network setting 
 

Basic requirements of Web 

 

Name Description 

Recommended Browser Google Chrome, FireFox, MS Edge 

OS Window / Mac / Linux 

RAM җмD. 
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3. Web access setting page   
 

The factory default network setting is DHCP. Therefore, it is possible to access the IP assigned through the 

router supported by DHCP (IP can be checked by accessing the Web of the router). 
 

¶ IP address: https://<AI Box IP>:8443 (e.g.: https://10.10.10.10:8443) 

¶ Note: Default Network security settings are HTTP, which will invoke browser security warnings 

¶ With Chrome as the example, select Ψ!ŘǾŀƴŎŜŘΩ to continue past the security warning 

 

 
 

 

¶ A new security warning, regarding trust of the security certificate will appear 

¶ Below tƘŜ ǿŀǊƴƛƴƎΣ ǘƘŜ ƳŜǎǎŀƎŜ Ψ/ƻƴǘƛƴǳŜ ǘƻ Ψ!L .h· Lt ŀŘŘǊŜǎǎ όǳƴǎŀŦŜύΩ ǿƛƭƭ ŀǇǇŜŀǊ 

¶ Click on the warning message to continue onto the AI Box login screen 

o This is a completely safe procedure as the browser is only connecting to the AI Box 

 

 
 

 

https://10.10.10.10:8443/
https://10.10.10.10:8443/
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¶ Primary username: ADMIN (Default) 

¶ Password: 1234 (Default) 

 

Note: It is recommended to change the default password for safety purposes 

A strong password will consist of a combination of upper- and lower-case letters, numbers, and 

punctuation symbols. 
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4. Discovery tool 
 

The Ψ!ŘƳƛƴψ¢ƻƻƭΦŜȄŜΩ ŀƭƭƻǿǎ for the discovery and configuration of the GANZ AI BOX in a network.  

 

The ΨDŀƴȊ a5ƭƻŀŘΩ tool is used for discovery and configuration of Ganz PixelPro IP cameras, the Ganz 

PixelMaster eNVR, the Ganz Digimaster DVR, and the Ganz AI Box. 
 

¶ Clicking the 'Search' button will initialize a search and discovery inquiry of the local network 

¶  Devices are discovered by way of their Mac address, not by their IP address 

¶ Search results are displayed on the screen 

¶ The current MDload tool does not list the AI Box model, a revision is in works 

o The AI Box can be recognized by its default HTTP Port of 8443 

 

 
 

 

 

 

https://ganzsecurity.com/file?id=1822
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1. Set the Network Type 

To set the network type, select the device from the list, highlighting it. 
 

¶ Network Type: Select either Ψ5I/tΩ ƻǊ {¢!¢L/Ω 

o {ŜƭŜŎǘƛƴƎ Ψ5I/tΩ ǎŜǘǎ ǘƘŜ ŘŜǾƛŎŜ ǘƻ query the local DHCP server for IP configuration 

o {ŜƭŜŎǘƛƴƎ Ψ{¢!¢L/Ω ǿƛƭƭ ŀƭƭƻǿ ŦƻǊ Ƴŀƴǳŀƭ assignment of the device IP configuration 

Á Please input the IP Address, Subnet Mask, Gateway, and DNS information 

 

¶ Change IP address: Click the 'Change IP address' button to commit the changes to the device 

o After a short period, the list will update, and the new network configuration will be listed 

o Please confirm that the new network configuration is correct 

 

¶ Double click the device information in the list above to open the device setting page 
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4. System Settings 
 

System settings for the AI Box consist of the Network, User management, Language, Date and Time, and 
System Management. 
 
 

1. Language setting  
 

Set the language which will be displayed on the system. 

The AI Box language can be changed at any point within the AI Box setup menu. 

 {ŜƭŜŎǘ ǘƘŜ ΨDƭƻōŀƭΩ ƛŎƻƴ ƛƴ ǘƘŜ ǘƻǇ ǊƛƎƘǘ ŎƻǊƴŜǊ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ƭŀƴƎǳŀƎŜ ƻŦ ŎƘƻƛŎŜΦ 
 

¶ Languages: English, Korean, Japanese, Czech, German, Italian, Polish, and Russian 
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5. AI Sources 
 

1. Video Source 
 

The AI Box may support up to 16 channels of video from a server or device that supports IP cameras or RTSP 

streaming. Once configured, a select AI algorithm by be assigned to each video channel. 

{ŜƭŜŎǘ Ψ{ŜǘǳǇκ!L {ƻǳǊŎŜǎκ±ƛŘŜƻ {ƻǳǊŎŜΩ ǘƻ ƳƻŘƛŦȅ ƻǊ ŀŘŘ ǾƛŘŜƻ ǎƻǳǊŎŜǎ ǘƻ ǘƘŜ !L .ƻȄΦ 

 

The AI Box offers three options for adding video sources. 
 

¶ Option one; ONVIF discovery tool 

¶ Option two; Manually applied device RTSP syntax 

¶ Option three; Dedicated DVR / NVR with support for AI Box Plug & Play 

 

[Caution] Video resolution can be connected to a maximum channel resolution of 2 Meg pixels, and 30fps. 

When connecting a 4K camera, you should connect the channel at a lower 7fps or less to connect all channels. 
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2. ONVIF discovery tool 

 

The ONVIF discovery tool allows discovery of IP cameras, DVRs, and NVR connections using the ONVIF 

discovery protocol. The video stream address can be configured by searching for the ONVIF devices connected 

to the local network. 
 

¶ Press the 'Discovery' button and the ONVIF Discovery popup will appear.  

¶ Press the 'Discovery' button to search ONVIF devices connected to the local network.  

¶ Input the account information of the device found, username and password. 

¶ Press the <Login> button to view the video stream address. 

¶ {ŜƭŜŎǘ Ψ!ǇǇƭȅΩ ǘƻ ŎƻƴŦƛǊƳ ŀƴŘ ǎŀǾŜ ǘƘŜ ŀŘŘŜŘ ǎǘǊŜŀƳΦ 

¶ Assign the video stream address of the ONVIF device to a specific channel. 

 

The video stream address is inputted in the URL field of the assigned channel when you press the 'APPLY' 

button. 
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3. Connection via manual entry of RTSP address  

 

Connection can be made by directly entering the RTSP address of a device or server that supports standard 

TCP based RTSP. 
 

¶ Confirm with manufacture of device, the RTSP syntax to use 

¶ URL: enter the RTSP syntax of the device targe 

o example: rtsp://root:pass@192.168.2.101:554/ufirststream 

 

¶ Select protocol TCP, UDP, or Multicast 

¶ Select the AI Algorithm, example; Human ς Normal 

¶ {ŜƭŜŎǘ Ψ!ǇǇƭȅΩ ǘƻ ŎƻƴŦƛǊƳΣ ŀƴŘ ǎŀǾŜ 
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4. DVR / NVR auto connection 

 

The Ganz AI Box supports auto connection to a dedicated DVR (Ganz Digimaster), or dedicated NVR (Ganz 

PixelMaster) that offer support for the AI Box Plug & Play functionality. 

 

The AI Box can automatically connect through the menu of the DVR (Ganz Digimaster), or NVR (Ganz 

PixelMaster) without setting the device through the AI BoxΩǎ ²Ŝō ¦LΦ 

 

Please refer to the DVR (Ganz Digimaster) or NVR (Ganz PixelMaster) user guide for details.  
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5. AI Algorithm 

After configuring a select video source, select either a basic AI algorithm, licensed based AI algorithms, or 

custom AI algorithms to apply to the channel for analyses by. 

 

Basic AI Algorithm 

Basic AI algorithms are algorithms that are standard on the AI Box. 
 

¶ Human / Vehicle - Far  

o This algorithm is optimized to distinguish people and vehicles in the far distance 

 

¶ Human / Vehicle - Normal  

o This algorithm detects medium distance of people and vehicles 

 

¶ Human / Vehicle - Normal (Faster Objects)  

o This algorithm is optimized to track fast moving people and vehicles 

o Higher accuracy can be obtained when using rules such as Ψ[ƛƴŜ /ǊƻǎǎƛƴƎΩ ƻǊ Ψ9ƴǘŜǊ κ 9ȄƛǘΩ 

 

The minimum object recognition size compared to the input screen for each algorithm is as follows: 
 

¶ Minimum detectable object size of Intrusion and Occupancy 

o Human far: Width ς 1.00% /  Height ς 3.00% 

o Vehicle far: Width ς 2.00% /  Height ς 1.50% 

o Human normal: Width ς 1.25% /  Height ς 4.50% 

o Vehicle normal: Width ς 3.00% /  Height ς 2.25% 

 

¶ Minimum detectable object size of Loitering, Enter / Exit and Line Crossing 

o Human far: Width ς 1.25% /  Height ς 5.00% 

o Vehicle far: Width ς 3.00% /  Height ς 2.50% 

o Human normal: Width ς 2.00% /  Height ς 6.00% 

o Vehicle normal: Width ς 7.00% /  Height ς 6.00% 

 

Licensed AI Algorithm 

Licensed AI algorithms are algorithms that require the purchase of a license to register of the algorithm. 
 

¶ Some licensed AI Algorithms: Privacy Masking, Face Recognition, LPR, and Fisheye 

 

Custom AI Algorithm 

Custom AI algorithms are algorithms trained and tailored toward a specific requirement such as helmet or 

mask detection. 
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Note: Choosing a particular AI algorithm will reduce the number of AI algorithm assignable channels, as each 

AI algorithm has a different resource overhead requirement. 

 

Each AI Box offers a finite number of AI algorithmic units, or resources, usable by a selected AI Algorithm. 
 

Å The 4Ch AI Box offers a total capacity of up to 1000 !LǳΩǎ ό250 !LǳΩǎ per channel) 

Å The 8Ch AI Box offers a total capacity of up to 2000 !LǳΩǎ ό250 AIǳΩǎ per channel) 

Å The 16Ch AI Box offer a total capacity of up to 2000 !LǳΩǎ ό125 AIǳΩǎ per channel) 

 

* If the required AI unit resource cost is 500!LǳΩǎ 
 

Å 4Ch AI Box: maximum allocation is 2 channels (= 250 AIuΩǎ Ȅ н /ƘΩǎ Ґ рлл !LǳΩǎ) 

Å 8Ch AI Box: maximum allocation is 2 channels (= 250 AIuΩǎ Ȅ н /ƘΩǎ Ґ рлл !LǳΩs)  

Å 16Ch AI Box: maximum allocation is 4 channels (= 125 AIuΩǎ Ȅ п /ƘΩǎ Ґ рлл !LǳΩs) 

 

 

AI Engine resources 
 

Å Within the Video Source menu, reference the AI Algorithm indicator 

Å This is a reference of the current resources used by the applied Analytics 

 

 

Video Decoding resources 
 

Å From the Video Source menu, reference the STATUS indicator 

Å This is a reference of the current resources used for Video Decoding 
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2. AI Detector 
 

The AI Detector is where the AI Tracking configuration may be found SETUP/AI SOURCES/AI Detector 
 

¶ Channel selector: Select target channel to configure AI Detector for 

¶ Track Reference Point: select either Centroid, Bottom, Top, Left, or Right 

¶ Criteria for determining object in area: Track Reference Point, or All points of bounding box 

¶ Number of consecutive frames for classification: 1 ~ 50 

o The more frames for detection, the more carefully judged, but objects may be detected later 

 

¶ Object Size Filter: Min Object Size, and or Max Object Size 

o If an object is smaller or bigger than the set size, it is not detected. 

o If you want tƻ ǎŜǘ ŦƻǊ ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Minimum Confidence Threshold: 15% ~ 90% 

o It may vary depending on lighting conditions, shooting angle, distance, and AI algorithm update, 

etc. If you are not sure, use the default value of 15% 

 

¶ !L 5ŜǘŜŎǘƻǊ κ ¢ǊŀŎƪŜǊ {ŜǘǘƛƴƎǎΥ /ƻǇȅ ǘƻΧ  

o Copy settings to selected target channel, or channels 

 

 



AI Box - 4Ch / 8Ch / 16Ch 

User Manual v1.0.0 

 

                                   CORP HQ +1 (919) 230-8700   |   WEST COAST +1 (310) 222-8600 

ganzsecurity.com ©2018 CBC AMERICA LLC. All Rights Reserved. 04/18 

 

Object Exclusion 
 

The ΨhōƧŜŎǘ 9ȄŎƭǳǎƛƻƴΩ ŦƻǳƴŘ ŀt Ψ{ŜǘǳǇκ!L {ƻǳǊŎŜǎκ!L 5ŜǘŜŎǘƻǊΣ ƻŦŦŜǊǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ ŜȄŎƭǳǎƛƻƴ 

mechanism. This allows for the creation of a zone of exclusion, where AI detection is turned off. No objects 

will be detected or classified. 
 

¶ hōƧŜŎǘ 9ȄŎƭǳǎƛƻƴ !ǊŜŀΥ ǎŜƭŜŎǘ Ψ!ŘŘΩ 

o A zone wƛƭƭ ŀǇǇŜŀǊΣ ŜŀŎƘ ǘƛƳŜ Ψ!ŘŘΩ ƛǎ ǎŜƭŜŎǘŜŘ 

o Pull zone points to stretch, shrink, and expand the exclusion zone 

o Many zones may be created, and overlap 

 

¶ {ŜƭŜŎǘ Ψ!ǇǇƭȅΩ ǘƻ ŎƻƴŦƛǊƳ ŀƴŘ ǎŀǾŜ ŀƭƭ !L 5ŜǘŜŎǘƻǊ ǎŜǘǘƛƴƎǎΦ 
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3. Face Recognition 
 

To use the face recognition function, the AI Box requires the installation of the FR chip. 

The AI Box with the FR chip already installed maybe an option at time of purchase. If the AI Box did not come 

with the FR chip, the chip can be purchased separately and installed. 
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1. FR Algorithm 

Set the AI algorithm to Face Recognition in the Video Source menu under AI Source. 

 

Video Source menu is located at SETUP/AI SOURCES/Video Sources -> Set the target channel AI Algorithm to 

Face Recognition. 
 

¶ {ŜƭŜŎǘ Ψ!ǇǇƭȅΩ ǘƻ ŎƻƴŦƛǊƳ ŀƴŘ ǎŀǾŜ ŀƭƭ !L !ƭƎƻǊƛǘƘƳ ǎŜǘǘƛƴƎǎΦ 

 

 
 

2. FR Group List 

¸ƻǳ Ŏŀƴ ŎǊŜŀǘŜ ŀ ƎǊƻǳǇ ƻŦ ŦŀŎŜ ǊŜŎƻƎƴƛǘƛƻƴ ŘŀǘŀōŀǎŜǎ ƛƴ ǘƘŜ ΨDǊƻǳǇǎΩ ǘŀō ƻŦ ǘƘŜ ΨCŀŎŜ 5ŜǘŜŎǘƛƻƴΩ ƳŜƴǳ ǳƴŘŜǊ 

SETUP/AI SOURCES/Face recognition ς Note: A Face Recognition AI License is required for the function. 

 

SETUP/AI SOURCES/Face recognition It is possible to create a group of face recognition databases from the 

Group menu. 
 

¶ Group Name: Enter a group name according to intent 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀ ŦŀŎŜ ǊŜŎƻƎƴƛǘƛƻƴ ƎǊƻǳǇ ŘŀǘŀōŀǎŜ 
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Face recognition data can be added individually in the SETUP/AI SOURCES/Face recognition -> ΨFace tabΩ of the 

'Face Detection' menu. 
 

¶ Photo: Click the photo button to upload a picture.  

o In the case of a photo, it can be resized, if the size is large  

o Photos with only faces taken from the front are more accurate 

 

¶ Webcam: Click the Webcam button to use a photo taken with a PC connected Webcam 

¶ Name: Enter the name of the person whose photo was submitted to the database 

¶ Note: Enter any note related to the person whose photo was submitted to the database 

¶ Group: Select the face ǊŜŎƻƎƴƛǘƛƻƴ ƎǊƻǳǇ Řŀǘŀ ōŀǎŜ ǘƻ ŀǎǎƛƎƴ ǘƘŜ ǇŜǊǎƻƴΩǎ ǇƘƻǘƻ ǘƻ 

¶ {ŜƭŜŎǘ Ψ¦t[h!5ΩΣ ǘƻ ǳǇƭƻŀŘ ǘƘŜ ǇŜǊǎƻƴΩǎ ǇƘƻǘƻ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ ǘƘŜ ŀǎǎƛƎƴŜŘ ŦŀŎŜ ǊŜŎƻƎƴƛǘƛƻƴ Řŀǘŀ 

base 
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Face Recognition Management 

Face Recognition Subjects may be managed in bulk from the 'Management' tab under the SETUP/AI 

SOURCES/Face recognition -> ΨFace Recognition Settings'. 
  
¶ wŜǎŜǘΥ ²ƛƭƭ ΨRemove AllΩ face recognition data from the AI BOX 

¶ Bulk Upload: Ψ{ŜƭŜŎǘ 5ƛǊŜŎǘƻǊȅΩ ς navigate to the directory folder location of FR images 

o This function will select and upload all the images contained within the target folder 

  

 
 

 

¶ Bulk Upload: ! ǇƻǇǳǇ ƳŜǎǎŀƎŜ ǿƛƭƭ ŀƭŜǊǘ ŀǎ ǘƻ Ƙƻǿ Ƴŀƴȅ ƛƳŀƎŜǎ ǿƛƭƭ ōŜ ǳǇŘŀǘŜŘ ŦƻǊ Ψ9ƴǊƻƭƭƳŜƴǘΩ 

o Select Ψ¦ǇƭƻŀŘΩ ǘƻ ōŜƎƛƴ ǳǇƭƻŀŘƛƴƎ ǘƘŜ ŘƛǎŎƻǾŜǊŜŘ ƛƳŀƎŜǎ 
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¶ Bulk Upload: !ŦǘŜǊ Ψ¦ǇƭƻŀŘΩ ŎƻƳǇƭŜǘŜǎΣ ŀ ǊŜƎƛǎǘŜǊŜŘ ǎǘŀǘǳǎ ƳŜǎǎŀƎŜ ǿƛƭƭ ŀǇǇŜŀǊ 

o Registration Failed: Listing any failed registrations 

o Registered: Listing all successfully enrolled registrations 

 

 
 

 

¶ Use CSV: {ŜƭŜŎǘ Ψ¦ǎŜ /{±Ω ǘƻ ǳǇƭƻŀŘ ŀ /{± ŦƛƭŜ ŎƻƴǘŀƛƴƛƴƎ CŀŎŜ wŜŎƻƎƴƛǘƛƻƴ ŜƴǊƻƭƭƳŜƴǘ ƛƴŦƻǊƳŀǘƛƻƴ 

o CSV file management is support for instances of large FR databases 

o upload the CSV file containing the following information 

Á CSV format: Column headers ς Name / Note / Groups / Image 

 

 
 

 

¶ Use CSV: !ŦǘŜǊ Ψ¦ǇƭƻŀŘΩ ŎƻƳǇƭŜǘŜǎΣ ŀ ǊŜƎƛǎǘŜǊŜŘ ǎǘŀǘǳǎ ƳŜǎǎŀƎŜ ǿƛƭƭ ŀǇǇŜŀǊ 

o Registration Failed: Listing any failed registrations 

o Registered: Listing all successfully enrolled registrations 
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4. LPR: License Plate Recognition 

 

1. LPR AI Algorithm 

Set the AI algorithm to LPR in the Video Source menu under AI Source. 

 

Video Source menu is located at SETUP/AI SOURCES/Video Sources -> Set the target channel AI Algorithm to 

LPR. 
 

¶ {ŜƭŜŎǘ Ψ!ǇǇƭȅΩ ǘƻ ŎƻƴŦƛǊƳ ŀƴŘ ǎŀǾŜ ŀƭƭ !L !ƭgorithm settings. 

 

 
 

 

2. LPR Group List 

You can create a group of LPR ŘŀǘŀōŀǎŜǎ ƛƴ ǘƘŜ ΨDǊƻǳǇǎΩ ǘŀō ƻŦ ǘƘŜ ΨLPRΩ ƳŜƴǳ ǳƴŘŜǊ SETUP/AI SOURCES/LPR. 

Note: an LPR AI License is required for the function. 

 

SETUP/AI SOURCES/LPR - It is possible to create a group of LPR databases from the Group menu. 
 

¶ Group Name: Enter a group name according to intent 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀn LPR group database 
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License place recognition data can be added individually in the SETUP/AI SOURCES/LPR -> ΨLicense Plate tabΩ of 

the 'LPR Settings' menu. 
 

¶ Add License Plate: Add an individual license plate  

o Plate Number:  

o Owner Name: Enter the name of the person whose photo was submitted to the database 

o Phone Number: 

o Note: Enter any note related to the person whose photo was submitted to the database 

o Groups: Select the LPR group to assign the license plate information to 

o {ŜƭŜŎǘ ΨADDΩΣ ǘƻ add the license plate information to the LPR database 

 

¶ hǊŘŜǊ ōȅΥ {ŜƭŜŎǘ ŜƛǘƘŜǊ ΨwŜƎƛǎǘǊŀǘƛƻƴΩΣ ΨbŀƳŜΩΣ ƻǊ Ψ[twΩ 
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License Plate Management 

License plates may be managed in bulk from the 'Management' tab under the SETUP/AI SOURCES/LPR -> ΨLPR 

Settings'. 
 

¶ wŜǎŜǘΥ ²ƛƭƭ ΨRemove AllΩ license plate recognition data from the AI BOX 

¶ Bulk Upload: {ŜƭŜŎǘ Ψ/{±Ω ǘƻ upload a CSV file containing license plate enrollment information 

o  CSV file management is support for instances of large LPR databases 

o upload the CSV file containing the following information 

Á CSV format: Column headers ς Name / PLATE/ PHONE / MEMO / Group 

 

¶ CSV: !ŦǘŜǊ Ψ¦ǇƭƻŀŘΩ ŎƻƳǇƭŜǘŜǎΣ ŀ ǊŜƎƛǎǘŜǊŜŘ ǎǘŀǘǳǎ ƳŜǎǎŀƎŜ ǿƛƭƭ ŀǇǇŜŀǊ 

o Registration Failed: Listing any failed registrations 

o Registered: Listing all successfully enrolled registrations 
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6. AI Security 
 

1. Action Rule Overview 
 

An Action Rule is composed of a Trigger, a Condition, and an Action. After an Action Rule is set, it operates by 

checking the Condition when a Trigger occurs and performing an Action if satisfied.  

 

Action Rule composition 

 
 

There are 2 types of triggers, an AI Trigger, and a System Trigger. Both kinds can trigger an Action Rule. 
 

¶ AI Trigger: is an event discovered by the AI 

¶ System Tigger: Events detected by system sensors, example sensor state changes  

 

¢ƘŜ ΨConditionΩ is a filter component for a trigger. Typically, ŀ ΨScheduleΩ condition is to set to filter a 

condition by a time component.  

 

The Action defines the action to be performed when a trigger event occurs, and a condition is met.  
 

¶ An Action can define and perform various types of actions, including exporting alarm outputs or 

sending their events to the ONVIF Metadata Stream. 

 

Action Rule example 
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2. Action Rules  

 

!Ŏǘƛƻƴ wǳƭŜǎ ŀǊŜ ŀ ŦƻǊƳǳƭŀ ōȅ ǿƘƛŎƘ ŀƴ Ψ!L ¢ǊƛƎƎŜǊΩΣ ƻǊ Ψ{ȅǎǘŜƳ ¢ǊƛƎƎŜǊΩ ŀ ŎƻƳōƛƴŜŘ ǿƛǘƘ ŀƴ Ψ9ǾŜƴǘ !ŎǘƛƻƴΩ ǘƻ 

create a rule. When a trigger is acknowledged, initiate a predefined action(s) 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ŀƴ Ψ!Ŏǘƛƻƴ wǳƭŜΩΣ Ǝƻ ǘƻ SETUP/AI Security/Action Rules 

 

¶ bƻǘŜΥ ¢ƻ ǎŜǘ ŀ ǊǳƭŜΣ ȅƻǳ Ƴǳǎǘ ŦƛǊǎǘ ǎŜǘ ǘƘŜ Ψ¢ǊƛƎƎŜǊΩΣ Ψ{ŎƘŜŘǳƭŜΩ ŀƴŘ Ψ!ŎǘƛƻƴΩ ƛǘŜƳǎ 

o SeleŎǘ Ψ/[h{9Ω ƛŦ ȅƻǳ Řƻ ƴƻǘ ǿƛǎƘ ǘƻ ǎƘƻǿ ǘƘƛǎ ƳŜǎǎŀƎŜ ŀƎŀƛƴΦ 

 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ ŀŎǘƛƻƴ ǊǳƭŜ 

 

 
 

 

¶ Event Action Rule: A step indicator is used to track the current rule creation progress 
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¶ Rule Name: Title the rule name according to intent 

¶ {ŜƭŜŎǘ Ψb9·¢Ω ǘƻ ŎƻƴǘƛƴǳŜ 

 

 
  

 

¶ Trigger: Select an available trigger type from the trigger list menu 

o Select a related trigger preset from the preset list menu 

 

¶ {ŜƭŜŎǘ Ψb9·¢Ω ǘƻ ŎƻƴǘƛƴǳŜ 

 

 
 

 

Create a condition or multiple conditions: A condition is 'True' if any of the selected items are met when 

multiple schedules are selected. A condition is 'False' if any of the selected items are not met when multiple 

schedules are selected. 

 

¶ Schedule: Select the desired schedule from the schedule list menu 

o It is set to 'Always' by default 
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¶ 5ŜŀŎǘƛǾŀǘŜ ǿƘŜƴ Ψ5ƛǎŀǊƳΩ ǎǘŀǘŜΥ /ƘŜŎƪ ǘƻ ŜƴŀōƭŜ ŘŜŀŎǘƛǾŀǘƛƴƎ ǘƘŜ ǊǳƭŜ ǳǇƻƴ ŀ ŘƛǎŀǊƳ 

¶ /ƻƴŘƛǘƛƻƴΥ {ŜƭŜŎǘ ǘƘŜ ΨҌΩ ƛŎƻƴ ǘƻ ŀŘŘ ŀ ŎƻƴŘƛǘƛƻƴ ǘƻ ǘƘŜ ǎŎƘŜŘǳƭŜ 

o Select Type: Select a trigger type from the list menu 

Á List: Intrusion, Alarm in, Virtual Trigger, Counter, Face Recognition, LPR 

 

o Select a related condition preset from the preset list menu 

o Set the Condition Trigger valid time between 1 to 20 seconds 

Á Based on the Rule Trigger occurrence time set in the Trigger Set up step 

Á + t seconds: true if condition occurs within t seconds of trigger 

Á - t seconds: true if condition occurred t seconds before trigger 

Á +/- t seconds: true if condition occurs t seconds before/after trigger 

 

¶ /ƭƛŎƪ Ψ!ŘŘΩ ǘƻ ŀŘŘ ǘƘŜ ŎƻƴŘƛǘƛƻƴ ǘƻ ǘƘŜ schedule 

¶ Repeat steps to add addition conditions to the schedule 

¶ Select Ψb9·¢Ω ǘƻ ŎƻƴǘƛƴǳŜ  
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¶ Action: ONVIF 

¶ Action: Event Log 

¶ Add Actions: Select an action type from the list menu 

o [ƛǎǘ ƛƴŎƭǳŘŜǎ ŀŎǘƛƻƴǎ ŦǊƻƳ ǘƘŜ Ψ9ǾŜƴǘ !ŎǘƛƻƴΩ ƳŜƴǳ 

o Select a related action preset from the preset list menu 

 

¶ /ƭƛŎƪ Ψ!ŘŘΩ ǘƻ ŀŘŘ ǘƘŜ ŀŎǘƛƻƴ ǘƻ ǘƘŜ ŀŎǘƛƻƴ ǎŜǘǳǇ 

¶ Repeat steps to add addition actions to the action setup 

¶ Select Ψb9·¢Ω ǘƻ ŎƻƴǘƛƴǳŜ 
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¶ Check the settings in Summary.  

¶ Click the 'APPLY' button to create the rule. 
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3. AI Trigger  

 
1. General: Intrusion Preset 

Intrusion is a function that is triggered when a new target appears in the ROI (regent of interest) set in the 

prior AI Detector/Tracker menu.  

 

To create an intrusion-based AI trigger, go to SETUP/AI Security/AI Trigger->Intrusion 
 

¶ {ŜƭŜŎǘ ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ already selected 

¶ {ŜƭŜŎǘ ΨLƴǘǊǳǎƛƻƴΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

[Caution] The determination of whether an object is inside an intrusion zone is based on the track reference 

Ǉƻƛƴǘ ƘŀǾƛƴƎ ōŜŜƴ ǎŜǘ ǘƻ Ψ/ŜƴǘǊƻƛŘΩ ŦƻǊ ǘƘŜ !L detector in use. 
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¶ ±ƛŘŜƻ {ƻǳǊŎŜΥ {ŜƭŜŎǘ ǘƘŜ !L 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ ¢ŀǊƎŜǘ hōƧŜŎǘΥ .ŀǎŜŘ ƻƴ ǘƘŜ ŎƘŀƴƴŜƭ ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩΦ  

o It is possible to select multiple objects for detection.  

 

¶ Ignore Duplicate Event: Selected a 1-, 5-, 15-, 30-, or 60-minute time threshold.  

o When enabled, only the first object that breaks into the zone will raise an event. 

o Before a new event occurs, the current event must clear 

 

¶ Reminder Duration: Only available when Ignore Duplicate Event is activated 

o The event frequency setting reminds the user if the intrusion continues. 

 

¶ Advanced Setup: Offers additional configuration options when selected 

o Intrusion Label: Label the Intrusion widget counter according to intent 

o 9ǾŜƴǘ /ƻǳƴǘ wŜǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button.  

 

o LƎƴƻǊŜ {ǘŀǘƛŎ hōƧŜŎǘΥ {ŜƭŜŎǘ ΨhƴΩ ƻǊ ΨhŦŦΩ ōŀǎŜŘ ƻƴ ǎǘŀǘƛƻƴŀǊȅΣ ƻǊ ǎǘŀǘƛŎ ƻōƧŜŎǘ 

Á Ignore objects that are not moving when enabled.  

Á An event may occur if there is no movement and then movement again. 
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Set ROI (regent of interest) zone 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o If you want to set for ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Move the entire ROI by dragging its zone.  

¶ Move the edge by dragging the edge of the ROI.  

¶ Click on the line of the ROI to create a new edge.  

¶ Right click the edge of ROI to delete the edge.  

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ !ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ŎƘŜŎƪ ǘƘŜ ƭƛǎǘΦ  
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2. General: Occupancy Preset 

Occupancy is an item that is triggered when you set an area on the screen and the number of detection 

targets in the area is out of the specified range. For example, an alarm can be triggered if a car that must be 

parked in a designated area has disappeared, or if more than two people are entering an area that can only 

accommodate two people. 

 

To create an occupancy-based AI trigger, go to SETUP/AI Security/AI Trigger->Occupancy 
 

¶ {ŜƭŜŎǘ ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {ŜƭŜŎǘ ΨhŎŎǳǇŀƴŎȅΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭected 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

[Caution] The determination of whether an object is inside a section is based on the center coordinates of the 

object.  
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¶ ±ƛŘŜƻ {ƻǳǊŎŜΥ {ŜƭŜŎǘ ǘƘŜ !L 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ Target Object: BaseŘ ƻƴ ǘƘŜ ŎƘŀƴƴŜƭ ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩΦ  

o It is possible to select multiple objects for detection.  

 

¶ Dwell Time: Select 0 ~ 30 second(s) Triggered when target stays longer than set time. 

¶ Trigger Method: Limits, Every N objects, Report Num Objects 

¶ Fewer than: 0 ~ 99 Triggers if detected number of targets is less than the set number. 

¶ More than: 0 ~ 99 Triggers if detected number of targets is more than the set number. 

¶ Advanced Setup: Offers additional configuration options when selected 

o Num Objects Label: Label the Occupancy widget counter according to intent 

o Few Than Label: Label the Occupancy widget counter according to intent 

o More Than Label: Label the Occupancy widget counter according to intent 

o 9ǾŜƴǘ /ƻǳƴǘ wŜǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button.  

 

o LƎƴƻǊŜ {ǘŀǘƛŎ hōƧŜŎǘΥ {ŜƭŜŎǘ ΨhƴΩ ƻǊ ΨhŦŦΩ ōŀǎŜŘ ƻƴ ǎǘŀǘƛƻƴŀǊȅΣ ƻǊ ǎǘŀtic object 

Á Ignore objects that are not moving when enabled.  

Á An event may occur if there is no movement and then movement again. 
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 Set ROI (regent of interest) zone 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ŦƻǊ ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Move the entire ROI by dragging its zone.  

¶ Move the edge by dragging the edge of the ROI.  

¶ Click on the line of the ROI to create a new edge.  

¶ Right click the edge of ROI to delete the edge.  

 

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ !ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ŎƘŜŎƪ ǘƘŜ ƭƛǎǘΦ  
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3. General: Loitering Preset 

Loitering is a function that is triggered when the detection target stays in the area for a certain period of time 

from the ROI set zone on the screen. For example, triggers an event when a person has been hanging around 

in a certain area for the preset period of time.  

 

To create a loitering-based AI trigger, go to SETUP/AI Security/AI Trigger->Loitering 
 

¶ {ŜƭŜŎǘ ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ already selected 

¶ {ŜƭŜŎǘ Ψ[ƻƛǘŜǊƛƴƎΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

[Caution] The determination of whether an object is inside a section is based on the center coordinates of the 

object. 

 

 
 

 

 

 

 

 

 



AI Box - 4Ch / 8Ch / 16Ch 

User Manual v1.0.0 

 

                                   CORP HQ +1 (919) 230-8700   |   WEST COAST +1 (310) 222-8600 

ganzsecurity.com ©2018 CBC AMERICA LLC. All Rights Reserved. 04/18 

 

¶ Video Source: Select the AI 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ ¢ŀǊƎŜǘ hōƧŜŎǘΥ .ŀǎŜŘ ƻƴ ǘƘŜ ŎƘŀƴƴŜƭ ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩΦ  

o It is possible to select multiple objects for detection.  

 

¶ Dwell Time: Select 0 ~ 30 second(s) Triggered when target stays longer than set time. 

¶ Ignore Duplicate Event: Selected a 1-, 5-, 15-, 30-, or 60-minute time threshold.  

o When enabled, only the first object that breaks into the zone will raise an event. 

o Before a new event occurs, the current event must clear 

 

¶ Reminder Duration: Only available when Ignore Duplicate Event is activated 

o The event frequency setting reminds the user if the intrusion continues. 

 

¶ Advanced Setup: Offers additional configuration options when selected 

o Loitering Label: Label the loitering widget counter according to intent 

o 9ǾŜƴǘ /ƻǳƴǘ wŜǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button.  

 

o LƎƴƻǊŜ {ǘŀǘƛŎ hōƧŜŎǘΥ {ŜƭŜŎǘ ΨhƴΩ ƻǊ ΨhŦŦΩ ōŀǎŜŘ ƻƴ ǎǘŀǘƛƻƴŀǊȅΣ ƻǊ ǎǘŀǘƛŎ ƻōƧŜŎǘ 

Á Ignore objects that are not moving when enabled.  

Á An event may occur if there is no movement and then movement again. 
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 Set ROI (regent of interest) zone 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ŦƻǊ ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Move the entire ROI by dragging its zone.  

¶ Move the edge by dragging the edge of the ROI.  

¶ Click on the line of the ROI to create a new edge.  

¶ Right click the edge of ROI to delete the edge.  

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ !ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀt the bottom to check the list.  
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4. General: Stopping Preset 

Stopping is a function that is triggered when the object stays in the area without movement on the ROI set 

zone on the screen. For example, it can be used to trigger an event when a car has been parked for a certain 

time in a certain area.  

 

To create a stopping-based AI trigger, go to SETUP/AI Security/AI Trigger->Stopping 
 

¶ {ŜƭŜŎǘ ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {ŜƭŜŎǘ Ψ{ǘƻǇǇƛƴƎΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ bottom 

 

[Caution] The determination of whether an object is inside a section is based on the center coordinates of the 

object. 
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¶ ±ƛŘŜƻ {ƻǳǊŎŜΥ {ŜƭŜŎǘ ǘƘŜ !L 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ ¢ŀǊƎŜǘ hōƧŜŎǘΥ .ŀǎŜŘ ƻƴ ǘƘŜ ŎƘŀƴƴŜƭ ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩΦ  

o It is possible to select multiple objects for detection.  

 

¶ Dwell Time: Select 0 ~ 30 second(s) Triggered when target stays longer than set time. 

¶ Advanced Setup: Offers additional configuration options when selected 

o Stop Label: Label the Stop widget counter according to intent 

o 9ǾŜƴǘ /ƻǳƴǘ wŜǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button.  

 

o LƎƴƻǊŜ {ǘŀǘƛŎ hōƧŜŎǘΥ {ŜƭŜŎǘ ΨhƴΩ ƻǊ ΨhŦŦΩ ōŀǎŜŘ ƻƴ ǎǘŀǘƛƻƴŀǊȅΣ ƻǊ ǎǘŀǘƛŎ ƻōƧŜŎǘ 

Á Ignore objects that are not moving when enabled. 

Á An event may occur if there is no movement and then movement again 
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 Set ROI (regent of interest) zone 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o If you want to set for ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Move the entire ROI by dragging its zone.  

¶ Move the edge by dragging the edge of the ROI.  

¶ Click on the line of the ROI to create a new edge.  

¶ Right click the edge of ROI to delete the edge.  

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ !ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ŎƘŜŎƪ ǘƘŜ ƭƛǎǘΦ  
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5. General: Enter/Exit Preset 

Enter/Exit is a function that is triggered when the detection target enters or exits based on the boundary of 

the area on the ROI set zone on the screen.  

 

To create an enter/exit-based AI trigger, go to SETUP/AI Security/AI Trigger->Enter/Exit 
 

¶ Select ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {ŜƭŜŎǘ Ψ9ƴǘŜǊκ9ȄƛǘΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

[Caution] Judging whether an object has entered the zone is based on when the object's center coordinates 

span the boundary line. The center coordinates can be seen by activating the Object Trajectory option in the 

DISPLAY-> OSD item. 
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¶ ±ƛŘŜƻ {ƻǳǊŎŜΥ {ŜƭŜŎǘ ǘƘŜ !L 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ Target Object: Based on the channel ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩΦ  

o It is possible to select multiple objects for detection.  

 

¶ Trigger Mode: Enter, Exit, Enter or Exit, Stay & Go 

o Detect the target enters the zone. 

o Detect the target exits the zone.  

o Detects the target entering or leaving the zone.  

 

¶ Advanced Setup: Offers additional configuration options when selected 

o Crossing count: Sets how many times an event will occur when an object crossing the area 

boundary is detected.  

 

o Enter Direction Label: Label the Enter widget counter according to intent 

o Exit Direction Label: Label the Exit widget counter according to intent 

o Event Count ReǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button.  
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 Set ROI (regent of interest) zone 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ŦƻǊ ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ Move the entire ROI by dragging its zone.  

¶ Move the edge by dragging the edge of the ROI.  

¶ Click on the line of the ROI to create a new edge.  

¶ Right click the edge of ROI to delete the edge.  

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ After confirming tƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ŎƘŜŎƪ ǘƘŜ ƭƛǎǘΦ  
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6. General: Line Crossing Preset 

Line Crossing is a function set polyline on the screen, and it triggered when the detected object crosses the 

line. 

 

To create a line crossing-based AI trigger, go to SETUP/AI Security/AI Trigger->Line Crossing 
 

¶ {ŜƭŜŎǘ ΨDŜƴŜǊŀƭΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {ŜƭŜŎǘ Ψ[ƛƴŜ /ǊƻǎǎƛƴƎΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

[Caution] Judging whether an object has entered the zone is based on when the object's center coordinates 

span the boundary line. The center coordinates can be seen by activating the Object Trajectory option in the 

SETUP/DISPLAY-> OSD item. 
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¶ Video {ƻǳǊŎŜΥ {ŜƭŜŎǘ ǘƘŜ !L 5ŜǘŜŎǘƻǊ ό¢ŀǊƎŜǘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩύ 

¶ Name: Title the Intrusion preset according to intent 

¶ ¢ŀǊƎŜǘ hōƧŜŎǘΥ .ŀǎŜŘ ƻƴ ǘƘŜ ŎƘŀƴƴŜƭ ŀǎǎƛƎƴŜŘ ŀƴŀƭȅǘƛŎΦ 9ȄŀƳǇƭŜΥ tŜǊǎƻƴΣ ±ŜƘƛŎƭŜΧ 

o Objects Ƴŀȅ ǾŀǊȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ Ψ±ƛŘŜƻ {ƻǳǊŎŜΩ 

o It is possible to select multiple objects for detection 

 

¶ Direction: Forward, Reverse, or Both 

o Forward: Determined by the direction of the green arrow 

o Reverse: Determined by the direction of the purple arrow 

o Both: Determined by the direction of both arrows 

 

¶ Advanced Setup: Offers additional configuration options when selected 

o Crossing count: Sets how many times an event will occur when an object crossing the area 

boundary is detected 

 

o Forward Direction Label: Label the Forward widget counter according to intent 

o Reverse Direction Label: Label the Reverse widget counter according to intent 

o 9ǾŜƴǘ /ƻǳƴǘ wŜǎŜǘΥ {ŜƭŜŎǘ ǘƘŜ ƘƻǳǊ ƻŦ ǘƛƳŜ ǘƻ ǊŜǎŜǘ ǘƘŜ ǿƛŘƎŜǘΩǎ ŎƻǳƴǘŜǊ 

Á You can also reset manually by pressing the Reset button 
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Set the ΨtƻƭȅƭƛƴŜΩ 
 

¶ Object Size FilterΥ {Ŝǘ ǘƘŜ Ψaƛƴ hōƧŜŎǘ {ƛȊŜΩΣ ŀƴŘ ƻǊ ΨaŀȄ hōƧŜŎǘ {ƛȊŜΩ 

o Drag object size zone to required dimensions 

o If an object is smaller or bigger than the set size, it is not detected. 

o LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ŦƻǊ ŜŀŎƘ ȊƻƴŜΣ ǎŜǘ ƛǘ ƛƴ ǘƘŜ ά!L ¢ǊƛƎƎŜǊέ ƳŜƴǳΦ 

 

¶ aƻǾŜ ǘƘŜ ŜŘƎŜ ōȅ ŘǊŀƎƎƛƴƎ ǘƘŜ ŜŘƎŜ ƻŦ ǘƘŜ ΨtƻƭȅƭƛƴŜΩΦ  

¶ /ƭƛŎƪ ƻƴ ǘƘŜ ƭƛƴŜ ƻŦ ǘƘŜ ΨtƻƭȅƭƛƴŜΩ ǘƻ ŎǊŜŀǘŜ ŀ ƴŜǿ ŜŘƎŜΦ  

¶ wƛƎƘǘ ŎƭƛŎƪ ǘƘŜ ŜŘƎŜ ƻŦ ΨtƻƭȅƭƛƴŜΩ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ŜŘƎŜΦ  

¶ Drag the Widget rectangle in the upper right corner to set where the widget will appear.  

¶ Click the 'APPLY' button at the bottom to save. 

¶ !ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ŎƭƛŎƪ ǘƘŜ Ψ/[h{9Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ŎƘŜŎƪ ǘƘŜ ƭƛǎǘΦ 
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7. Advanced: Face Recognition 

Face Recognition is an AI source function set under SETUP/AI SOURCES/Face Recognition and is triggered 

when a face is detected within a target video source. 
 

¶ Click the 'Add' button at the bottom to create a face recognition trigger 

 

 
 

 

¶ Video Source: Select the Video source from the available listed video channels 

¶ Name: Title the trigger name according to intent  

¶ Recognition modeΥ {ŜƭŜŎǘ Ψ¦ƴǊŜƎƛǎǘŜǊŜŘΩΣ Ψ/ƻƳǇŀǊƛǎƻƴΩΣ ƻǊ ΨCŀŎƛŀƭ !ǘǘǊƛōǳǘŜ CƛƭǘŜǊƛƴƎΩ 

o Unregistered: triggers people who do not belong to any group 

Á Liveliness Detection: Determines if live or image, set to ΨhŦŦΩ ƻǊ ΨhƴΩ 

¶ LŦ ΨhƴΩΥ ǎŜǘ Ψ[ƛǾŜƭƛƴŜǎǎ ¢ƘǊŜǎƘƻƭŘΩ м Ϥ фф 

 

o Comparison: Compare people registered in the selected group 

Á Min Similarity: Set minimum similarity between person and image, 1 ~ 99 

Á  Liveliness DetectionΥ 5ŜǘŜǊƳƛƴŜǎ ƛŦ ƭƛǾŜ ƻǊ ƛƳŀƎŜΣ ǎŜǘ ǘƻ ΨhŦŦΩ ƻǊ ΨhƴΩ 

¶ LŦ ΨhƴΩΥ ǎŜǘ Ψ[ƛǾŜƭƛƴŜǎǎ ¢ƘǊŜǎƘƻƭŘΩ м Ϥ фф 
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o Face Attribute Filtering: Filter by age and gender 

Á Age: 0 ~ 100 

Á Gender: All, Male, or Female 

 

¶ Click the 'Apply' button at the bottom to save and continue 

 

 
 

 

Face Recognition: Installing a camera 
 

¶ Install: Install to a location in front of the person's travelling direction 

¶ Angles - Left and Right: The angles at which a camera faces are around 30 degrees  

¶ Horizontal: Install the camera at an angle of 15 degrees to the human face 

 

Example: Camera installation to increase accuracy 

Increase the accuracy by adding, or confirming about 4 seconds from the start, and end of the analysis 

The lower the camera height, being closer to the height of the person, the higher the accuracy 
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8. Advanced: LPR 

License plate recognition is an AI source function set under SETUP/AI SOURCES/LPR and is triggered when a 

license plate is detected within a target video source. 
 

¶ Click the 'Add' button at the bottom to create a license plate recognition trigger 
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¶ Video Source: Select the Video source from the available listed video channels 

¶ Name: Title the trigger name according to intent  

¶ Recognition modeΥ {ŜƭŜŎǘ Ψ!ƭƭ wŜŎƻƎƴƛȊŜŘ [tǎΩΣ Ψ[tǎ ƛƴ DǊƻǳǇǎΩΣ ƻǊ Ψ¦ƴǊŜƎƛǎǘŜǊŜŘ [tΩ 

o All Recognized LPs: Triggers on recognized LPs only 

o LPs in Groups: Triggers on recognized LPs in LP groups only 

Á Group: Select ŦǊƻƳ ŀǾŀƛƭŀōƭŜ ΨDǊƻǳǇΩΣ ƻǊ ΨDǊƻǳǇǎΩ 

Á aŀǘŎƘƛƴƎ tƻƭƛŎȅΥ {ŜƭŜŎǘ ŦǊƻƳ Ψ±ŜǊȅ IƛƎƘΩΣ ΨIƛƎƘΩΣ ƻǊ ΨbƻǊƳŀƭΩ 

¶ LP characters match threshold setting 

 

o Unregistered LP: Triggers on unregistered LPs, not found in any LP group 

Á DǊƻǳǇΥ {ŜƭŜŎǘ ŦǊƻƳ ŀǾŀƛƭŀōƭŜ ΨDǊƻǳǇΩΣ ƻǊ ΨDǊƻǳǇǎΩ 

 

 
 

¶ Area Box: Drag the points of the box to where the license plate is the largest 

¶ Click the 'Apply' button at the bottom to save and continue 
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LPR: Installing a camera 
 

Example: Improving accuracy when installing a license plate recognition camera 
 

¶ Install: Accuracy high if installed at location in front of vehicle, roughly level with license plate, based 

on a 10.3mm lens 

¶ Fast Vehicle Speed:  Camera and lens selected according to expected vehicle speeds, less than 37mph 

¶ Analysis of LPR process 

o Analysis completions point: About 13~16ft 

o Analysis start point: About 13~16ft ~ about 66ft 

o Unanalyzed interval: Beyond 66ft 

 

 
 

Example: Improving accuracy when installing a license plate recognition camera 
 

¶ Install: Accuracy high if install at location in front of the vehicle, roughly level with license plate, based 

on a 2.4mm lens 

¶ Slow Vehicle Speed:  Camera and lens selected according to expected vehicle speeds, less than 6mph 

¶ Analysis of LPR process 

o Analysis completions point: About 3~16ft 

o Analysis start point: About 3~16ft ~ about 16ft 

o Unanalyzed interval: Beyond 16ft 
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4. System Trigger 

 
1. Alarm in 

Alarm In does not require a separate preset setting. Alarm In can be added directly in Action Rule setting. 

 

To create the Alarm in based System trigger, go to SETUP/AI Security/System Trigger->Alarm in 
 

¶ {ŜƭŜŎǘ Ψ!ƭŀǊƳ ƛƴΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {ŜƭŜŎǘ Ψ!ƭŀǊƳ ƛƴ мΩ ǘƻ ǘƻƎƎƭŜ ōŜǘǿŜŜƴ ΨbκhΩ ƴƻǊƳŀƭƭȅ ƻǇŜƴΣ ŀƴŘ Ψbκ/Ω ƴƻǊƳŀƭƭȅ ŎƭƻǎŜŘ 

¶ {ŜƭŜŎǘ Ψ!ƭŀǊƳ ƛƴ нΩ ǘƻ ǘƻƎƎƭŜ ōŜǘǿŜŜƴ ΨbκhΩ ƴƻǊƳŀƭƭȅ ƻǇŜƴΣ ŀƴŘ Ψbκ/Ω ƴƻǊƳŀƭƭȅ ŎƭƻǎŜŘ 

¶ Selecǘ Ψ!ƭŀǊƳ ƛƴ оΩ ǘƻ ǘƻƎƎƭŜ ōŜǘǿŜŜƴ ΨbκhΩ ƴƻǊƳŀƭƭȅ ƻǇŜƴΣ ŀƴŘ Ψbκ/Ω ƴƻǊƳŀƭƭȅ ŎƭƻǎŜŘ 

¶ {ŜƭŜŎǘ Ψ!ƭŀǊƳ ƛƴ пΩ ǘƻ ǘƻƎƎƭŜ ōŜǘǿŜŜƴ ΨbκhΩ ƴƻǊƳŀƭƭȅ ƻǇŜƴΣ ŀƴŘ Ψbκ/Ω ƴƻǊƳŀƭƭȅ ŎƭƻǎŜŘ 
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2. Camera Tamper Detection 

Camera tamper detection does not require a separate preset setting. Camera tamper detection can be added 

directly in Action Rule setting. 

 

To enable the Camera Tamper Detection based System trigger, go to SETUP/AI Security/System Trigger-

>Tamper Detection 
 

¶ {ŜƭŜŎǘ Ψ¢ŀƳǇŜǊ 5ŜǘŜŎǘƛƻƴΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ {Ŝǘ ǘƘŜ ΨLƎƴƻǊƛƴƎ ƛƴǘŜǊǾŀƭΩΥ  

o The ignoring interval may be set for 1 second, up to 300 seconds 

o Additional temper detection event will be ignored based on the interval setting 

 

¶ Click the 'APPLY' button at the bottom to save. 
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3. Recurrence Preset 

Recurrent does not require a separate preset setting. Recurrence can be added directly in Action Rule setting. 

 

To set the recurrence preset based System trigger, go to SETUP/AI Security/System Trigger->Recurrence 
 

¶ {ŜƭŜŎǘ ΨwŜŎǳǊǊŜƴŎŜ ǇǊŜǎŜǘΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ /ƭƛŎƪ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ 

 

 
 

 

¶ Name: Title the recurrence preset according to intent 

¶ Repeat every: 1 to 100 Seconds, Minutes, Hours, or Days 

¶ Start Time: Set year, month, day, hour, minute, second 

¶ Click the 'APPLY' button at the bottom to save. 
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4. Virtual Trigger Preset 

Virtual trigger preset does not require a separate preset setting. Virtual trigger preset can be added directly in 

Action Rule setting. 

 

To test the virtual trigger-based System trigger, go to SETUP/AI Security/System Trigger->Virtual Trigger 
 

¶ {ŜƭŜŎǘ Ψ±ƛǊǘǳŀƭ ¢ǊƛƎƎŜǊΩ ƛŦ ƴƻǘ ŀƭǊŜŀŘȅ ǎŜƭŜŎǘŜŘ 

¶ ¢ƻ ŜŘƛǘ ŀ Ψ±ƛǊǘǳŀƭ ¢ǊƛƎƎŜǊΩΣ ǎŜƭŜŎǘ ǘƘŜ ΨŜŘƛǘΩ icon  ƛƴ ǘƘŜ ΨhǇŜǊŀǘƛƻƴΩ ŎƻƭǳƳƴ 

 

 
 

 

¶ Name: Modify the VIRTUAL TRIGGER title if need, to match intent of trigger 

¶ {Ŝǘ ǘƘŜ ΨLƎƴƻǊƛƴƎ ƛƴǘŜǊǾŀƭΩΥ  

o The ignoring interval may be set for 1 second, up to 300 seconds 

 

¶ Click the 'APPLY' button at the bottom to save. 
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5. Schedule 
 

The schedule preset does not require a separate preset setting. Schedule preset can be added directly in 

Action Rule setting. 

 

To create the schedule preset based System trigger, go to SETUP/AI Security/Schedule->Schedule preset 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀ ǎŎƘŜŘǳƭŜ ǇǊŜǎŜǘ 
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¶ Name: Title the schedule preset according to intent 

¶ Schedule Cycle: Set for Weekly, Monthly, or Yearly 

¶ Schedule Designation: Set for one of the following. 

o Day-based: Offers selection of a specific day or days, Week number, and Month 

o Date-based: Offers selection of a specific day number or range, and Month 

 

¶ Time Range: Set a specific time range from 00:00 to 00:00 

¶ Exclusion Schedule: Set this if schedule is meant as exclusion to normal schedule 

¶ Click the 'APPLY' button at the bottom to save 
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6. Event Action 

 

Event actions define how an event will respond to a trigger. 

 

 
 

 

1. Network: Email Preset 

Email preset does not require a separate setting. The email preset can be added directly in Action Rules. 

 

To create the Email preset-based event action, go to SETUP/AI Security/Event Action/Network->Email 

 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ ŜƳŀƛƭ ǇǊŜǎŜǘ 
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In the Email preset, set the necessary value for sending email such as SMTP server information. You can also 

send a test email to confirm that your settings are correct.  

 

¶ Name: Title the email preset according to intent 

¶ To: Enter an email recipient (Separate by comma if multiple recipients)  

¶ Attach Snapshot: Check if snapshot is required 

o Snapshot Time Range: The time a snapshot is taken prior to and after trigger 

Á From 0 to 10 seconds before 

Á To 0 to 10 seconds after 

 

¶ Note: The larger the snapshot size, the fewer snapshots the AI Box can hold. 

o Fewer snapshots may be attached then the time range that is set. 

o The snapshot size can be adjusted at SETUP/DISPLAY/Snapshot->Snapshot Size 

Á Options: 640x360, 1280x720, 1920x1080 
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¶ Provider: Select the email service provider 

o hǇǘƛƻƴǎ ƛƴŎƭǳŘŜ ΨDƳŀƛƭΩΣ ΨIƻǘƳŀƛƭΩΣ Ψ¸ŀƘƻƻΩΣ Ψ{ǳǊŜǾƛŜǿΩΣ Ψ{ŜƴǘƛƴŜƭΩ 

o SŜƭŜŎǘ Ψ/ǳǎǘƻƳΩ ƛŦ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ ƛǎ ƴƻǘ ƭƛǎǘŜŘ 

 

¶ SMTP Server: Input the SMTP server address, and communication port 

o Example: smtp.gmail.com 

Á SMTP port (Default): 25 

Á SMTP port (TLS): 587  

Á SMTP port (SSL): 465 

 

¶ Encryption: The encryption is predetermined by the SMTP port requirement 

o ¢ƘŜ ǎŜƴŘƛƴƎ ŜƳŀƛƭ Ƴŀȅ ōȅ ŜƴŎǊȅǇǘŜŘ ŀǎ ΨbƻƴŜΩΣ Ψ¢[{ΩΣ ƻǊ Ψ{{[Ω 

 

¶ ±ŀƭƛŘŀǘŜ {ŜǊǾŜǊ /ŜǊǘƛŦƛŎŀǘŜΥ ǎŜƭŜŎǘ ΨhƴΩ ƻǊ ΨhŦŦΩ 

o tŜǊŦƻǊƳǎ ŀ ǾŀƭƛŘŀǘƛƻƴ ƻƴ Ψ¢[{ΩΣ ŀƴŘ Ψ{{[Ω {a¢t ǎŜǊǾŜǊ ŎŜǊǘƛŦƛŎŀǘŜǎ 

 

¶ From email: email address used to indicate who is sending the email 

o Does not have to be the SMTP email address 

o Email sender should denote person of authority behind AI Box administration 

 

¶ SMTP Authentication: Check box if SMTP email account user credentials are required 

o When box is checked; SMTP account Username, and Password are required 
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¶ Event Action Message: Edit the event action message 

o Use template: Configure the message by using a template 

Á IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ ǘŜƳǇƭŀǘŜ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

o Add attribute token: See Email Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable Box: Editable preview of the message to be sent 

 

 
 

 

¶  Send example message: /ƭƛŎƪ Ψ¢9{¢Ω ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ 9ƳŀƛƭΩǎ ǎŜǘǘƛƴƎǎ ŀǊŜ ŎƻǊǊŜŎǘ  

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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2. Network: HTTP Preset 

The HTTP preset does not require a separate setting. HTTP preset can be added directly in Action Rule setting. 

 

To create the HTTP preset-based event action, go to SETUP/AI Security/Event Action/Network->HTTP 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ I¢¢t ǇǊŜǎŜǘ 

 

 
 

 

¶ Name: Title the HTTP preset according to intent 

¶ tǊƻǘƻŎƻƭΥ {ŜƭŜŎǘ ŜƛǘƘŜǊ ΨI¢¢tΩ ƻǊ ΨI¢¢t{Ω 

¶ aŜǘƘƻŘΥ {ŜƭŜŎǘ ŜƛǘƘŜǊ ΨD9¢ΩΣ Ψth{¢Ω ƻǊ Ψt¦¢Ω 

¶ URL: Enter the target IP address, or URL of the HTTP receiving device 

¶ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΥ {ŜƭŜŎǘ ΨbƻƴŜΩΣ Ψ.ŀǎƛŎΩΣ ƻǊ Ψ5ƛƎŜǎǘΩ 

o Note: Basic and Digest require user credentials for HTTP receiving device account 

 

¶ Customer Header: Allows for the creation and use of a customer HTTP(s) header 

o Note: Alphanumeric characters and hyphen (-) can be used 

Á Other characters are removed 

Á Space characters are replaced by hyphen (-) 
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¶ Content-Type: Default ς multipart/form-data (Currently not modifiable) 

¶ Attach Snapshot: Check if snapshot is required 

o Snapshot Time Range: The time a snapshot is taken prior to and after trigger 

Á From 0 to 10 seconds before 

Á To 0 to 10 seconds after 

 

¶ Note: The larger the snapshot size, the fewer snapshots the AI Box can hold. 

o Fewer snapshots may be attached then the time range that is set. 

o The snapshot size can be adjusted at SETUP/DISPLAY/Snapshot->Snapshot Size 

Á Options: 640x360, 1280x720, 1920x1080 

 

¶ Action Delay: Adds a delay time from 0 to 10 seconds 

o bƻǘŜΥ Ψ!ǘǘŀŎƘ {ƴŀǇǎƘƻǘΩ ŘƛǎŀōƭŜŘ ǿƘŜƴ Ψ!Ŏǘƛƻƴ 5ŜƭŀȅΩ ƛǎ ŜƴŀōƭŜŘ 
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¶ Event Action Message: Edit the event action message 

o Use template: Configure the message by using a template 

Á IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ ǘŜƳǇƭŀǘŜ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

o Add attribute token: See Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable Box: Editable preview of the message to be sent 

 

 
 

 

¶  Send example message: /ƭƛŎƪ Ψ¢9{¢Ω ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ 9ƳŀƛƭΩǎ ǎŜǘǘƛƴƎǎ ŀǊŜ ŎƻǊǊŜŎǘ  

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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3. Network: TCP Preset 

The TCP preset does not require a separate setting. TCP preset can be added directly in Action Rule setting. 

 

To create the TCP preset-based event action, go to SETUP/AI Security/Event Action/Network->TCP 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ ¢/t ǇǊŜǎŜǘ 

 

 
 

 

¶ Name: Title the TCP preset according to intent 

¶ Host: Enter the target TCP receiving device or server IP address 

¶ Port: Enter the target communications port receiving device or server require 
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¶ Event Action Message: Edit the event action message 

o Use template: Configure the message by using a template 

Á IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ ǘŜƳǇƭŀǘŜ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

o Add attribute token: See Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable Box: Editable preview of the message to be sent 

 

 
 

 

¶  Send example message: /ƭƛŎƪ Ψ¢9{¢Ω ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ TCP settings are correct  

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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4. Network: FTP Preset 

The FTP preset does not require a separate setting. FTP preset can be added directly in Action Rule setting. 

 

To create the FTP preset-based event action, go to SETUP/AI Security/Event Action/Network->FTP 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ C¢t ǇǊŜǎŜǘ 
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¶ Name: Title the FTP preset according to intent 

¶ Snapshot Time Range: The time a snapshot is taken prior to and after trigger 

Á From 0 to 10 seconds before 

Á To 0 to 10 seconds after 

 

¶ Note: The larger the snapshot size, the fewer snapshots the AI Box can hold. 

o Fewer snapshots may be attached then the time range that is set. 

o The snapshot size can be adjusted at SETUP/DISPLAY/Snapshot->Snapshot Size 

Á Options: 640x360, 1280x720, 1920x1080 

 

 
 

 

¶ ¢ȅǇŜΥ {ŜƭŜŎǘ ΨC¢tΩ ƻǊ Ψ{C¢tΩ 

¶ Name: Title of FTP connection 

¶ Host: IP address of target FTP server 

¶ Port: Communications port of target FTP server 

¶ Username: User credentials with account access right to FTP server  

¶ Password: User credentials with account access right to FTP server 

¶ Passive Mode: Check box if passive mode is preferred for FTP connection 
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¶ File Path Format: Enter the FTP file path format, or use a template 

o Use template: Configure the FTP file path by using a template 

Á ¢ŜƳǇƭŀǘŜΥ /ǳǊǊŜƴǘƭȅ ƻƴƭȅ Ψ.ŀǎƛŎ ŦƛƭŜ ǇŀǘƘ ǘŜƳǇƭŀǘŜΩ ƛǎ ŀǾŀƛƭŀōƭŜ 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ 

o Add attribute token: See Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable preview of the file path format to be sent 

 

 
 

 

¶ Send example file: /ƭƛŎƪ Ψ¢9{¢Ω ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ FTP settings are correct  

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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5. Network: S3 Preset 

The S3 preset does not require a separate setting. The S3 preset can be added directly to Action Rules. 

 

To create the ONVIF preset-based event action, go to SETUP/AI Security/Event Action/Network->S3 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ {о ǇǊŜǎŜǘ 

 

 
 

 

¶ Name: Title the FTP preset according to intent 

¶ Snapshot Time Range: The time a snapshot is taken prior to and after trigger 

Á From 0 to 10 seconds before / To 0 to 10 seconds after 

 

¶ Note: The larger the snapshot size, the fewer snapshots the AI Box can hold. 

o Fewer snapshots may be attached then the time range that is set. 

o The snapshot size can be adjusted at SETUP/DISPLAY/Snapshot->Snapshot Size 

Á Options: 640x360, 1280x720, 1920x1080 
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¶ Name: Title of S3 connection 

¶ YŜȅ CƛƭŜ όϝΦŎǎǾύΥ {ŜƭŜŎǘ Ψ/ƘƻƻǎŜ ŦƛƭŜΩ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ {о ƪŜȅ ŦƛƭŜ 

¶ Access Key: Enter the S3 access key 

¶ Secret Key:  Enter the S3 secret key 

¶ Region: Select the S3 server regional location 

¶ Bucket: Enter the bucket information 

 

 
 

 

¶ File Path Format: Enter the S3 file path format, or use a template 

o Use template: Configure the S3 file path by using a template 

Á ¢ŜƳǇƭŀǘŜΥ /ǳǊǊŜƴǘƭȅ ƻƴƭȅ Ψ.ŀǎƛŎ ŦƛƭŜ ǇŀǘƘ ǘŜƳǇƭŀǘŜΩ ƛǎ ŀǾŀƛƭŀōƭŜ 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ 

o Add attribute token: See Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable preview of the file path format to be sent 
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¶ Send example file: /ƭƛŎƪ Ψ¢9{¢Ω ǘƻ ŎƻƴŦƛǊƳ ǘƘŜ S3 settings are correct  

¶ Click tƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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6. Network: ONVIF Preset 

The ONVIF preset does not require a separate setting. ONVIF preset can be added directly to Action Rules. 

 

To create the ONVIF preset-based event action, go to SETUP/AI Security/Event Action/Network->ONVIF 
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¶ ONVIF Event Transmission: 

o Customer AI Event + Motion 

o aƻǘƛƻƴ hƴƭȅ όŎƭƛŜƴǘǎ ŜȄǇŜǊƛŜƴŎƛƴƎ ǇǊƻōƭŜƳǎ ǿƘŜƴ ǊŜŎŜƛǾƛƴƎ ŀ Ψ/ǳǎǘƻƳ !L 9ǾŜƴǘΩύ 

Á bƻǘŜΥ ΨaƻǘƛƻƴΩ - sends the AI event as an Onvif motion detection event 

 

¶ /Iл 9ƴŎƻŘƛƴƎ tǊƻŦƛƭŜΥ Ψ9ƴŀōƭŜŘΩ ƻǊ Ψ5ƛǎŀōƭŜŘΩ 

o CH0 displays multi layout video stream 

 

 
 

 

¶ ONVIF Event Topics: 

o Intrusion Topic tns1:RuleEngine/FieldDetector/Objectsinside 

o Occupancy Topic tns1:RuleEngine/FieldDetector/Objectsinside 

o Loitering Topic tns1:RuleEngine/LoiteringDetector/ObjectisLoitering 

o Stopping Topic tns1:RuleEngine/ LoiteringDetector/ObjectisLoitering 

o Enter/Exit Topic tns1:RuleEngine/FieldDetector/Objectsinside 

o Line Crossing Topic: tns1:RuleEngine/ LineDetector/Crossed 
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7. System: Disarm 

AI BOX is an ARM state that can generate an alarm action event at any time. However, the connected 

controller can be changed to DISARM state to prevent alarm action event.  

 

For example, alarm events are not important during system checks, so you can create and work with the 

DISARM state as shown above. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ5ƛǎŀǊƳ ǎŜǘǳǇΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->Disarm setup 
 

¶ {ǘŀǘǳǎΥ ²ƛƭƭ ŘƛǎǇƭŀȅ Ψ!ǊƳΩ ƻǊ Ψ5ƛǎŀǊƳΩ ōŀǎŜŘ ƻƴ ǎǘŀǘǳǎ 

¶ Connected Control: Options include the following 

o Manual / HTTP API 

o Alarm in 1 

o Alarm in 2 

o Alarm in 3 

o Alarm in 4 

 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜ 
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8. System: Alarm Out 

It is possible to set how long it will activate from the Alarm Out Duration when the Alarm Out action is 

activated. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ!ƭŀǊƳ ƻǳǘΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->Alarm Out preset 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ !ƭŀǊƳ ƻǳǘ ǇǊŜǎŜǘ 

 

 
 

 

 

 

 

 

 

 

 

 

 

 



AI Box - 4Ch / 8Ch / 16Ch 

User Manual v1.0.0 

 

                                   CORP HQ +1 (919) 230-8700   |   WEST COAST +1 (310) 222-8600 

ganzsecurity.com ©2018 CBC AMERICA LLC. All Rights Reserved. 04/18 

 

¶ Name: Title the alarm out preset according to intent 

¶ Output Type: Options include the following 

Á On for Duration ς High Priority (0 to 300 seconds duration) 

Á Off for Duration ς High Priority (0 to 300 seconds duration) 

Á On ς Normal Priority 

Á Off ς Normal Priority 

 

¶ Click ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜ 
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9. System: Audio Back Channel 

It is possible to set an audio file to play through a video sources audio channel out channel. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ!ǳŘƛƻ .ŀŎƪ /ƘŀƴƴŜƭΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->Audio 

Back Channel 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ ŀǳŘƛƻ ōŀŎƪ ŎƘŀƴƴŜƭ 
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¶ Target Channel: Select the video source from the drop-down list 

o Video source should support audio back channel 

o Video source device should have a speaker attached 

 

¶ Name: Title the audio back channel according to intent 

¶ !ǳŘƛƻ CƛƭŜόƳǇоκǿŀǾύΥ {ŜƭŜŎǘ Ψ¦ǇƭƻŀŘΩ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ ǘŀǊƎŜǘ ŀǳŘƛƻ ŦƛƭŜ 

o Both mp3 and wav audio formats supported 

 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜ 
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10. System: Video Popup 

Set action rule. If you add the video popup in the action setting, the channel where the event occurred on the 

live screen pops up for the set time. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ±ƛŘŜƻ tƻǇǳǇΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->Video Popup 
 

¶ Video Popup Duration: This is the duration of time the popup will be presented 

o Duration time is between 0 and 300 seconds 

 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜ 
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11.  System: RS485 

RS485 exports action messages sequentially without using a separate protocol. This can be used by setting the 

default baud rate and editing the action message. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψw{пурΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->RS485 
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¶ Baud Rate: This is the rate of communications to take place on the RS485 port 

o Baud rates range between 2400 bps, and 115200 bps 

 

¶ Event Action Message: Enter a custom, or use a template 

o Use template: Configure the message by using a template 

Á IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list 

Á {ŜƭŜŎǘ Ψ¦ǎŜΩ ǘƻ ŀŘŘ ǘŜƳǇƭŀǘŜ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

o Add attribute token: See Attribute Tokens list at end of section 

o {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŀŘŘ ŀǘǘǊƛōǳǘŜ ǘƻƪŜƴ ǘƻ Ψ9ŘƛǘŀōƭŜ .ƻȄΩ 

 

¶ Editable Box: Editable preview of the message to be sent 

¶ Send example message: /ƭƛŎƪ Ψ¢9{¢Ω  

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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12. System: Counter Reset 

¢ƘŜ Ψ/ƻǳƴǘŜǊ wŜǎŜǘΩ action defines a event action to reset an existing counter action. 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ/ƻǳƴǘŜǊ wŜǎŜǘΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/System->Counter Reset 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀ /ƻǳƴǘŜǊ wŜǎŜǘ ŀŎǘƛƻƴ 

 

 
 

 

¶ Name: Title the Counter reset according to intent 

¶ Target Counter: Select the count trigger from the drop-down list of available 

¶ Reset Count: select from 0 up to 9999999 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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13. VMS: CORTROL 

¢ƘŜ Ψ/hw¢wh[Ω action defines an event action to handshake with CORTROL. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ/hw¢wh[Ω ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/VMS->CORTROL 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀ /hw¢wh[ ŜǾŜƴǘ ŀŎǘƛƻƴ 
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¶ Name: Title the CORTROL event action according to intent 

¶ Host: Enter the IP address of the target CORTROL server 

¶ Port: Enter the communications port of the target CORTROL server 

¶ Username: Enter the user credentials with CORTROL authentication 

¶ Password: Enter the user credentials with CORTROL authentication 

¶ 9ǾŜƴǘ /ƘŀƴŜƭΥ {ŜƭŜŎǘ Ψ¦ǇŘŀǘŜ [ƛǎǘΩ 

o Event channel will update to present a list of available CORTROL channels 

 

¶ Title: Select from the drop-Řƻǿƴ ƭƛǎǘΣ ŜȄŀƳǇƭŜ wǳƭŜ bŀƳŜΣ /IΣ CŀŎŜ bŀƳŜΧ 

¶ Description: Select from the drop-Řƻǿƴ ƭƛǎǘΣ ŜȄŀƳǇƭŜ wǳƭŜ bŀƳŜΣ /IΣ CŀŎŜ bŀƳŜΧ 

 

¶ /ƭƛŎƪ Ψ¢9{¢Ω to confirm CORTROL/AI Box communications 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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14. VMS: CORTROL External Service 

¢ƘŜ Ψ/hw¢wh[ 9ȄǘŜǊƴŀƭ {ŜǊǾƛŎŜΩ action defines an event action to handshake with CORTROL. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ψ/hw¢wh[ 9ȄǘŜǊƴŀƭ {ŜǊǾƛŎŜΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/VMS-

>CORTROL External Service 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀ /hw¢wh[ 9ȄǘŜǊƴŀƭ {ŜǊǾƛŎŜ ŜǾŜƴǘ ŀŎǘƛƻƴ 
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¶ External Service Title: Title the CORTROL External Service according to intent 

¶ Host: Enter the IP address of the target CORTROL server 

¶ Port: Enter the communications port of the target CORTROL server 

¶ Username: Enter the user credentials with CORTROL authentication 

¶ Password: Enter the user credentials with CORTROL authentication 

¶ /ƻƴƴŜŎǘƛƻƴΥ {ŜƭŜŎǘ Ψ/I9/YΩ 

o Ψ/I9/YΩ ǿƛƭƭ ŎƻƴŦƛǊƳ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ōŜǘǿŜŜƴ CORTROL and AI Box 

 

¶ Service Type: Select either AI Detector, or License Plate Recognition 

o Currently only one service type per instance is supported 

Á Only one instance is currently support for CORTROL External Service 

 

¶ Channel Mapping: Select ΨaŀǇǇƛƴƎΩ ŦƻǊ ŀ ƭƛǎǘƛƴƎ ƻŦ ŀǾŀƛƭŀōƭŜ ǾƛŘŜƻ ǎƻǳǊŎŜǎ 

¶ /ƭƛŎƪ Ψ¢9{¢Ω to confirm CORTROL/AI Box communications 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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15. VMS: Genetec 

¢ƘŜ ΨDŜƴŜǘŜŎΩ action defines an event action to handshake with Genetec. 

 

To ŎƻƴŦƛƎǳǊŜ ǘƘŜ ΨDŜƴŜǘŜŎΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/VMS->Genetec 
 

¶ {ŜƭŜŎǘ Ψ!ŘŘΩ ǘƻ ŎǊŜŀǘŜ ŀƴ DŜƴŜǘŜŎ ŜǾŜƴǘ ŀŎǘƛƻƴ 
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¶ Name: Title the Genetec event action according to intent 

¶ Host: Enter the IP address of the target Genetec server 

¶ Port: Enter the communications port of the target Genetec server 

¶ Base URI: Input the Genetec base URI 

¶ Use SSL connection: Select if the target Genetec server is using SSL 

¶ First Logical ID: Input the first logical ID for Genetec server 

¶ Last Logical ID: Input the last logical ID for Genetec server 

¶ Username: Enter the user credentials with Genetec authentication 

¶ Password: Enter the user credentials with Genetec authentication 

¶ /ƭƛŎƪ Ψ¢9{¢Ω to confirm Genetec/AI Box communications 

¶ Click the Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜΦ 
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16. VMS: Nx Plugin 

¢ƘŜ ΨbȄ tƭǳƎƛƴΩ action defines an event action to handshake via the Nx Plugin. 

 

¢ƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ΨbȄ tƭǳƎƛƴΩ ŜǾŜƴǘ ŀŎǘƛƻƴΣ Ǝƻ ǘƻ SETUP/AI Security/Event Action/VMS->Nx Plugin 
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¶ Host: Enter the IP address or domain name of the target Nx server 

¶ Web Service Port: Enter the web communications port of the target Nx server 

¶ Plugin Service Port: Enter the plugin communications port of the target Nx server 

¶ Username: Enter the user credentials with Nx authentication 

¶ Password: Enter the user credentials with Nx authentication 

¶ /ƻƴƴŜŎǘƛƻƴΥ {ŜƭŜŎǘ Ψ/I9/YΩ ǘƻ ŎƻƴŦƛǊƳ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƛǘƘ ǘƘŜ bȄ ǎŜǊǾŜǊ 

¶ /ƘŀƴƴŜƭ aŀǇǇƛƴƎΥ {ŜƭŜŎǘ ΨaŀǇǇƛƴƎΩ ŦƻǊ ŀ ƭƛǎǘƛƴƎ ƻŦ ŀǾŀƛƭŀōƭŜ ǾƛŘŜƻ ǎƻǳǊŎŜǎ 

¶ whLΥ {ŜƭŜŎǘ Ψ{¸b/Ω ǘƻ set synchronize the region of interest 

¶ aŜǘŀŘŀǘŀ 9ƴŀōƭŜŘΥ ¢ƻƎƎƭŜ ŜƛǘƘŜǊ ΨhƴΩ ƻǊ ΨhŦŦΩ ǘƻ ŀƭƭƻǿ ƳŜǘŀŘŀǘŀ ǘǊŀƴǎƳƛǎǎƛƻƴ 

 

 
 

¶ /ƭƛŎƪ Ψ¢9{¢Ω to confirm Nx plugin/AI Box communications 

¶ /ƭƛŎƪ ǘƘŜ Ψ!tt[¸Ω ōǳǘǘƻƴ ŀǘ ǘƘŜ ōƻǘǘƻƳ ǘƻ ǎŀǾŜ 

 

 
 

 

 

 

 

 
























































































