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Copyright
This manual without the manufacturer's approved copy and reprinted partially or in full or translated into
another language is prohibited.

Limitation of Liability
This product is designed firevent fire and theft is not the main means. We shall not be liable for acc idents
or damage by using this product can result in liability for accidents or damage.

In order to improve the performance of the produfirmware upgrade may be releasedthout prior notice
though require manual installation by way of the FW upgrade function.
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1.

1.

Overview

Safety Instruction

The Company shall not have any responsibility for any accident or damage that magunogrthe use of
the product. For your safety, we provide a few instructions about installation, manipulation, cleaning,
assembly/disassembly of the product as below. So please read carefully and comply with the instructions.

2.

Before installation

Complywith the following instructions to prevent a fire, explosion, system failure or electric shock

T
il
T

3.

Remove the power supply module before proceeding

Check the input voltage (AC10$AC240V) to the power supply module before connecting it

Keep the product away from excessive humidity (refer to optimal operating temperature indicated in
product specification sheet)

Ensure that all devices connected tetproduct should be properly eardfrounded

In operation mode

Comply with the following instructions to prevent a fire, explosion, system failure or electric shock

1 Ifin need of disassemble the product for service, please consult with our trainedité before
proceeding

1 Do not connect multiple devices to a single adapter, Exceeding the capacity may cause abnormal hea
generation or fire

1 Keep products away from excessive dust or flammable substances (e.g.: propane gas)

1 Do not touch it with wet and while powered on

1 Do not insert a conductor the ventilation system

1 Do not apply excessive force to unplug the power cord

4. Disassembly & Cleaning

1  When cleaning on the surface, use a dry cloth

1 Do not wipe the product using water, paint thinner oganic solvents

1 Do never dismantle, repair, or modify the product. Without a consulting t rained technician

m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108529
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5.

During installation

To prevent an accident or physical injury and to operate Product properly, please comply with the followings:

T

1
il
il

7.

Secure at least 18 centimeters of distance between cooling fan and wall for a proper ventilation

Install the product on a flat surface

Keep it away from direct sunlight or excessive heat

Be sure to use only the standard adapter that is specified@rsgiecification sheet. Using any other
adapter could cause fire, electrical shock, or damage to the product

Incorrectly connecting the power supply or replacing battery may cause explosion, fire, electric shock,
or damage to the product

While in use

Do not apply excessive force to or shake it while in use
Only use attachments/ accessories specified by the manufacturer

WARNING

To reduce the risk of fire or electric shock, do not expose this product to ra in or moisture.
To avoid injury, this prodaenust be mounted securely to the floor / wall in accordance with the installation
instructions.

1 Use only the standard power source specified in the specification. Using a different power source can
cause fire, electric shock, or damage to th e product.

1 Install the product firmly and reliably. Otherwise, the product may fall, and personal injuryesal.

1 52 y2G 0ft201 lyeé @OSYyGAflGA2y 2LISyYyAy3aas Lyadlf

1 Do notinstall near any heat sources such as radiators, heat registers, stoves, or other apparatus
(including amplifiers) that produce heat.

1 Do nad defeat the safety purpose of the polarized or groundigge plug.

1 A polarized plug has two blades with one wider than the other.

1 A grounding type plug has two blades and a third grounding prong.

1 The wide blade or the third prong are provided for ysafety.

1 If the provided plug does not fit into your outlet, consult an electrician for replacement of the obsolete
outlet.
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1 Do not place conductive objects (e.g., screwdrivers, coins, metal parts, etc.) or containers filled with
water on top of the ceera. Doing so may cause personal injury due to fire, electric shock, or falling
objects

1 Protect the power cord from being walked on or pinched particularly at plugs, convenience
receptacles, and the point where they exit from the apparatus

1 Do not instdlithe product where the air conditioner is exposed to direct air. Otherwise, moisture may
condense inside the product due to temperature differences inside and outside the product

1 Refer all servicing to qualified service personnel. Servicing is required thie apparatus has been
damaged in any way, such as povseipply cord or plug is damaged, liquid has been spilled or objects
have fallen into the apparatus, the apparatus has been exposed to rain or moisture, does not operate
normally, or has been dropmul

8. Key features

This device is based on the latest deep learning technology of intelligent video analysis which has up to 16
channels network camera video inputs. The features include object identification, object counts and object
tracking by Al techriogy. Also, it allows to configure various trigger rules to ring alarms and can be utilized for
various purposes by interworking with external network dev ices or systems.

For example, this product can be interlocked with existing surveillance systetvudddan intelligent

surveillance system such as business intelligence access control. It also can be used as an edge-computing
based video analysis device that combined with cloud web service.

1 The latest deep learning technology of object recognition engine (Human, car and etc)

91 dzA LILISR NMzt S Sy3aAyS (G2 RSGSOO OFNAR2dza aAddz a
W 2AGSNAYIQT WIOYISNKOEAGQT W[ AYS / NRr&aaiAy3aQ

1 Counts the number of objectbat exist in a specific zone or counts the number of objects that pass
through a specific zone

1 OSD is displayed on the input image and provided as standard RTSP so that it can be easily linked
without major compatibility with existing interlocking system

1 Standard ONVIF protocol support enables easy integration with ONVIF based network cameras and
VMS (Video Management System)

9 Various I/O supports including Alasim, Relay, RS485, USB

Receive up to 16 channels of network video

1 Receive Full HD video tp480 fps, 4K video up to 120fps

=
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2. Components

1. Components

(&

Cable clamp

User Manual..

Adapter Screw

2. Front panel Names and functions

List Status signLED Description
POWEF -- Red Ilght blinks during the boot phase and green light during
operation.
STATU - Statu's' light blinks when an event occurs after passing the set
condition.
ETHL . ETH1 light blinks when communication is taking place vi&ifdl
port or turns off when communication is not taking place.
ETHD - Headlight turns on when communication is taking place via the |
port or turns off when communication is not taking place.

GANZ

Security Solutions
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il rgiaraf
3. Rear panel Name and functions
1 4CH
1 5 6
No. Names Description
USB Universal Serial Bus (USB) ports for additional devices such as USB Mo
HD MONITOR For con_nectmg a monitor to view connected cameras. Note, Box cannot
be configured locally.
ETHERNET 1 RJ45 port for connecting internet and other platforms such as
interoperable VMS, recorders, and IP cameras.
ETHERNET 2 Network p_ort for connecting camera and other through a separate
network disconnected from the outside.
ALARM IN Alarm input signal line terminal.
REPLAY Relay connection terminal.
RS485 RS485 communication device connection terminal.
DC12v 12V adapter plug
m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108529
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1) a2
3. Installation

1. Basic connection configuration

Ll
WM e

{ A Moot e sytem

| Access corbol yslens

< Doud based wid service
A mondior B view bve Video

Access Controber &

VS8 hoe steraged & extornal devices other darming Gevices

-~ 3

Dedicatod LAN conmection)

2. Network setting

Basic requirements of Web

Name Description
Recommended Browser Google Chrome, FireFox, MS Edge
(O Window / Mac / Linux
RAM XMD.
GANZ CORP HQ +1 (919) 28300 | WEST COAST +1 (310)882D
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3. Web access setting page

The factory default network setting is DHCP. Therefore, it is possible to access the IP assigned through the
router supported by DHCP (IP can be checked by accessing the Web of the router).

1 [P address: https://<ABoxIP>:8443 (e.ghttps://10.10.10.10:8443
1 Note: DefaultNetwork security settings are HT,M#hich will invoke browser security warnings
f With Chrome as the example, seléét R @ I tgf ORI past the security warning

A

Your connection isn't private

Attackers might be trying to steal your information from 192.168.2.167 (for example, passwords,

messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

1 A new security warning, regarding trust of the security certificate will appear
f BelowKS 4| NYyAy3d: GKS YSaal3asS W 2yiadAaydzS G2 W! L
1 Click on the warning message to continue onto the Al Box login screen

o0 This is a completely safe procedure as lihewseris only connecting tthe Al Box

Hide advanced

This server couldn't prove that it's 192.168.2.167; its security certificate is not trusted by

your computer's cperating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Continue to 192.168.2.167 (unsafe)

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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1 Primary username: ADMI{Default)
1 Password: 123{Default)

Note: It is recommended to change the default password for safety purposes
A strong password will consist of a combination of uppad lowercase letters, numbers, and
punctuation symbols

LOGIN

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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4. Discovery tool

TheW! RYA Y ¢ 2 2 fortieHiSoveylarid tahfigdation of the GANAIBOXin a network.

TheWDI VI

@06 s aded¥odiscovey and configuation of GanzPixelPrdPcamerasthe Ganz

PixelMastereNVR the GanzDigimasteDVR and the Ganz Al Box

il
il
il
T

o The Al Boxan be recognized by its default HTTP Port of 8443

Qickingthe 'Search’ buttorwill initialize a search and discovery inquiry of the local network
Devices are discoverdaly way of their Mac address, not by their IP address
Search results are displayed on the screen
The current MDload tool does not list the Al Bo&del, a revisioris in works

STER MAC Address | Type | 1P Addrass | HTTP Port Model SV Var, | DNM Sensitivity | IR LED Status
SEARCH 00:1C:BS:31:34:83 STATIC 192.168.2,103 g0 ZW-DT2MTP-IR
READY 00:1CES: 3143 7F STATIC 192.168.2,104 g0 EM-CADHE EM4CA,1.0296,32 Supported MNo IR Connected
SEARCH 00:1CES:31:34.E8 STATIC 192.168.2,105 g0 ZN-MDI243M-IR
READY 00:1CES:31:44:28 STATIC 192.168.2,109 g0 ZM-DAEDTMPISLHE EM4CA,1.0296,32 Supported Adaptive IR Connected
Disconnected 00:1CBS8:F1:88.09 DHCP 192,168.2,118 80584 DR-16M35-Ra Unreachable
READY 00:116F00:04:22 DHCP 192.168.2,151 g0 ZMN-DEDTMPISLHE ZM4CA, 1.0296,32 Supparted Adaptive IR Connected
Disconnected 00:11.6F00:03 E7 STATIC 192,168.2,167 8443 Unreachable
Disconnected 00:1CB8:31:23:90 STATIC 192,168.10.108 a0 IW-MZAF Unreachable
Disconnected 00:1CB8:31:40:9F STATIC 192,168.10,157 a0 IW-DT2MTR-IR Unreachable
Disconnected 00:1CER:31:3A18 STATIC 192,168.10.160 a0 IW-DT2MTR-IR Unreachable
Disconnected 00:1CER:31:3A:10 STATIC 192,168.10.164 a0 IW-DT2MTR-IR Unreachable
Disconnected 00:1CE: 313425 STATIC 192,168.10.169 a0 ZW-DT2MTR-IR Unreachable
Disconnected 00:1CE3:30:A8EA STATIC 192,168.10.170 a0 ZN-DT2MTP Unreachable
Disconnected 00:1CB8:31.01:77 STATIC 192,168.10.171 a0 ZW-DT2MTR-IR Unreachable
Disconnected 00:1C:B2:31:39:FC STATIC 192.168.10.172 20 ZM-DT2MTP-IR. Unreachable
NIC Select : [ary 1Pvs e Sort by |Platform -] Exec
<IP information < SEARCH = <UPGRADE = <IMAGE >
IP Adchess; | 192 . 168 . 2 . 167 ) ADMIN
SUbnet Mack: | 25 ., 255 . 255 . 0 Passward | """ File Open Upagrade Al STOP
S | 197 . 168 . 2 . 112 [ Search ewery 60 seconds
r Fjw version: Unknown
DHs1: | g .8 .8 .8 [~ TP Search | |
DNS2: | g .8 .4 .4 | 92188 10 1 I Prohibit 5w Downgrade W Backup Camera Configs
[sTac =] 3 192 . 188 . 10 . 255 r
Metwork Tvpe | STATIC w| HTTP Port | 5443 |
G Port 5 | Unit(s) simultansoushy -
ort | 80,8080 Madel | ASO-EMSC-1MOARS
Change IP address Resolution 640 X 360
search Glemdied | |\ ! §9100.1.0176.100
0 Done (0 Errars), 0 Remain, 0 Uploading, Time Elapsed: 0000 seconds
Ready
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1. SettheNetwork Type
To set the network type, select the device from the list, highlighting it.

1 Network TypeSelecteitherW51 / t Q 2NJ { ¢! ¢L/ Q
o { St SOGAY 3 W51 / tq@rytheSacal DHCR Servét 1AM dorSiguiatibn
o { SEtSOGAY3T W{ ¢! ¢L aWgnmdndfthe dedice PP gonflg@aidnY | y dzI f
A Please input the IP Address, Subnet Mask, GatesvayDNS information

1 Change IP addresSickthe ‘Change IP addredsutton to commit the changes to the device
0 After a short period, the list will update, and thew network configuratiorwill be listed

0 Please anfirm that the new network configuration isorrect

1 Double dck the device information in the listboveto open the device setting page

T
NIC Select : [any [Py | Sortby ! [Platform | Exec
<IP information > < SEARCH = <UUPGRADE <IMAGE>
P Addess: | 192 168 . 2 . 167 ID ADMIN _
EE LS .
Subnet Mask: | 255, 255 , 255 , 0 Passward File Open Upgrade Al STOP /’A .>\//
e | 102 . 168 . 2 . 112 [~ Search every 60 seconds « AU
r Fi version: Urknown ; ’ ‘
RIoE | 8 .8 .8 .8 [~ TCP Search | & ; A
. "
el | g .8 .4 . 4 | 152 . 168 . 10 . 1 [ Prohibit 5w Downgrade W Backup Camera Configs L=
[sramic =] [ 12, 168 , 10 . 2% r J"y .
MNetwork Twpe | STATIC «| HTTP Port 2443 | &
o Port 5 | Urit(s) simultaneausly - - -
ort | 80,8080 Moel : ASO-BMSC-1MQARE
Change IP address Resolution 540 ¥ 360
sarch o1seached | | gy | 89100.1.0176.100
0 Cone (0 Errars), 0 Remain, 0 Uploading, Time Elapsed: 0000 seconds
Ready
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3822
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4. System Settings

System settings for the Al Box consist of the Network, User management, Language, Date and Time, and
System Management

1. Language setting

Set the language which will be displayed on the system.
The Al Box language can be changed at any point within the Al Box setup menu.
{StSOG GKS wpt2o6lftQ A02y Ay (GKS G2L) NAIK{G O2NYSN

1 Languages: English, Koredapanese, Czech, German, Italian, Polish, and Russian

SETUP @ Englsh & ADMIN | Logout
English
Setup User =0
User Management B
Cesky
User List Deutsch
Italiano
User ID Group Operation Polski
Pycckuit
ADMIN Administrator
USER
User Management
Add
SYSTEM
m CORP HQ +1 (919) 28G00 | WEST COAST +1 (310)858D
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5. Al Sources

1. Video Source

The Al Box may support up to 16 channelgidéo from a server or device that supports IP cameras or RTSP
streaming Onceconfigured, a selectAl algorithmby beassigmedto each video channel
{ St SO0 W{SldzLk! L {2dzNDOSak+ARS2 {2dz2NOSQ (2 Y2RATEe@

The Al Box offers three options for adding video sources.

1 Option one; ONVIF discovery tool
1 Option two; Manually appdid device RTSP syntax
1 Option three; [2dicated DVR / NWRith supportfor AIBoxPlug & Play

[Caution] Video resolution can be connected to a maximum chanesblutionof 2 Megpixels and30fps.
When connecting a 4K camesau should connect thehannelat a lower7fps or less to connect all channels.

Al Box SETUP

Al SOURCES

Video Source Setup - Al Sources

Video Source

CH NAME URL  Discovery Al Algorithm STATUS
1 TSD Entrance rep AADMIN @192, 168.2.118:5554/livefmain TCP Hurnan - Normal 19201080 / $1.7
2 TSD Exit rep AADMINZ@ 192 168.2.118:5554/livefmain TCP Hurnan - Normal 192061080 [ 31.7
3 Al-FR rsp oot ™ E 192,168, 2.158:554 /ufirststream TCP Face Recognition 19201030 [ 27.0
4 LFR rtsp AADMIN g2 192.168.2.214. 554/ snllives1/ TCRP LFR - US (Faster) 20481536 [ 25 6
5 Hallway msp oot =@ 192.168.2.101:554 /ufirst stream TCP Fallen Person Detector 10601820 [16.8
B TCR Mone
7 TCP Mone
8 TCP Mone
9 TCR Mane
10 TCR Mone
11 TCR Mone
12 TCR Mone
13 TCP Mone
14 TCR Mane
15 TCR Mane
16 TCR Mone

Enable TRIAL Algorithms

Al event does not occur fram "TRIAL" algorithm. The license key is required for full use. e

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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2. ONVIF discovertool

The ONVIF discovery tool allows discoverfPafamera, DVR, andNVR connectiosiusingthe ONVIF
discovery protocolThe wdeo stream address can be configured by searcfonghe ONVIF devices connected
to the local network.

Press the 'Discovery' button and the ONVIF Discovery popup will appear.

Press the 'Discovery' button to search ONVIF devices connected to thedbwalk

Input the account information of the device foundsername and password.

Press the <Login> button to view the video stream address.

{SEtSO0 WIHLILXeQ (2 O2yFANXY |yR al @S GKS |
Assign the video stream address of the ONVIF device to dispg@annel.

E N B B
0«
¢
w»
0«

The video stream address is inputted in the URL field of the assigned channel when you press the 'APPLY"
button.

Discovery Discovery

1 Press ‘Discovery' to automatically scan for ONVIF-compatible devices. Discovery 1 Press 'Discovery' to automatically scan for ONWIF-compatible devices Discovery

2 Log-in to discovered devices to get the RTSP stream LRL for the device. 2 Log-in to discovered devices to get the RTSP stream URL for the device.

3 Assign a RTSP stream URL to a desired channel 3 Assign a RTSF stream URL to a desired channel.
ZN1A-MS4E 192 1828.2.108 LOGIN
MR-16FE2-16F  192.168.2.113 LOGIM
ASO-BMSC-IMOQARG 192 168 2. 151 LOGIN
ZN-DMN312XE-M 182 16810 238 LOGIN
ZN-DEDTMPSSLHE  192.168.2.108 LOGIM
ZN-DMI12XE-M  192.168.10.231 LOGIN
ZN-CEDHE  192.168.2.104 LOGIM
ZMN-DNZ{ZXE-M 1092 168,10 234 LOGIMN
WOB0S12_1 182 1682 214 LOGIMN -

CANCEL
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8800
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3. Connection via manual entry of RTSP address

Connection can be made by directly entering the RTSP addreskewica or server that supports standard
TCP based RTSP.

1 Confirm with manufacture of device, the RTSP syntax to use
1 URL: enter the RTSP syntax of the device targe
o0 example: rtsp://root:pass@192.168.2.101:554/ufirststream

=

Select protocol TCP, UDP, or Mast
Select the Al Algorithm, example; HumaNormal
{SEtSO0 WLl eQ (2 O2yFANXZI YR &l @S

== =

Al Box SETUP & English ; ADMIN Logout

Al SOURCES

Video Source Setup Al Sources

Video Source

CH NAME URL Discovery Al Algorithm STATUS

TSD Entrance rtsp //ADMIN:******@192.168.2.118:5554/live/main’ TCP Human - Nermal

2 TSD Exit rtsp:MADMIN: ****** @192.168.2.118:5554/live/main( TCP Human - Normal

3 Al-FR risp:froot******@192.168.2.156:554/ufirststream TCP Face Recognition

4 LPR rtsp/MADMIN******@192.168.2.214:554/snlllive/ 11 TCP LPR - US (Faster) 2048x1536 /31
Hallway [ rtsp:/froot pass@192.168.2.101:554/ufirststream| ] TCP Fallen Person Detector 1080x1920 /18.4

6 TCP None

7 "J~]1J TCP None

8 TCP None

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)852D
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4. DVR / NVR auto connection

The Ganz Al Box supports auto connection ttedicated DVRGanzDigimaster), or dedicateNVR(Ganz
PixelMaster}that offer supportfor the AIBoxPlug & Playunctionality.

TheAlBoxcanautomaticallyconnectthrough the menu othe DVR(GanzDigimaster), oNVR(Ganz
PixelMaster)without setting thedevice throughthe AIBoxQ&a 2 S6 ! L @

Please referd the DVRGanzDigimaster)or NVR(GanzPixelMasteruser guide for details.

U CAMERA

CHANNEL
CAMERATITLE

4 f Algorithms mutually supported by the NVR and Al BOX can
CAMERASETUP P be easily configured by activating the rule engine from the
NVR.

COVERT SETUP - Event every 1: 10X ACTIVATION

: ALGORITHM

MOTION SENSOR v / RULE ENGINE
ENGINE OPTION

PRIVACY MASK : . / i Configuring Al BOX from Al BOX WebU1

Advanced Al BOX algorithm configuration can be performed |

. A from Al BOX web UL

Al ANALYTICS & First, set ACTIVATION above to OFF, Then, navigate to At BOX
Al web address listed below (no plug-in required).

Create Al Action Rules and setup NVR/DVR action item to

INSTALLATION MODE 1 transmit metadata

OPERATION TEST = Detected Al BOX addross =

Thitps://192.168.2.167:8483

oM ool

OSD OPTION

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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5. Al Algorithm

After configuring a select video souraelect either abasicAl algorithm licensed basedl algorithns, or
customAl algorithnsto apply to the channel for analyses by.

Basic Al Algorithm
Basc Al algorithms are algorithms that are standard on the Al Box.

1 Human / Vehicle Far
o Thsalgorithm is optimized to distinguish people anehiclesin the far distance

1 Human / Vehicle- Normal
o Thsalgorithm detects medium distance of people and velscle

1 Human / Vehicle Normal (Faster Objects
o0 Thsalgorithm is optimized to track fast moving people and vekicle
o Higher accuracy can be obtained when using rulessuthjagd y S / NP aaAy3Q 2 NJ

The minimum object recognition size compared to the input screen for each algorithm is as follows:

1 Minimum detectable object size of Intrusion and Occupancy
0 Human far: Widthg 1.00% / Height 3.00%
0 Vehicle farWidth ¢ 2.00% / Height 1.50%
0 Human normal: Widtlg 1.25% / Height 4.50%
o0 Vehicle normal: Widtlg 3.00% / Height 2.25%

1 Minimum detectable object size of Loitering, Enter / Exit and Line Crossing
0 Human far: Widthg 1.25% / Height; 5.00%
0 Vehicle fa Width¢ 3.00% / Height, 2.50%
0 Human normal: Widtlg 2.00% / Height 6.00%
0 Vehicle normal: Widtlg 7.00% / Height 6.00%

LicensedAl Algorithm
Licensed Al algorithms are algorithms that require the purchase of a license to register of the mdgorith

1 Some licensed Al AlgorithnBrivacy Masking-ace Recognitigi.PRandFisheye

CustomAl Algorithm
Custom Al algorithms are algorithms trained and tailored toward a specific requiresuentas helmet or
mask detection.

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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Note: Choosing a particulakl algorithmwill reduce the number oAl algorithmassignablehannels aseach
Alalgorithm has a differentesource overhead requirement.

EachAlBox offers a finite number of Algorithmicunits, or resources, usable by a setstiAl Algorithm.

A The4Ch Al Box offers a total capacity of up to 1000 d26804 L a2 éhannel
A The8Ch Al Box offers a total capacity of up to 2000 d280AUz6pé&r channel)
A Thel6Ch Al Box offer a total capacity of up to 2000 d2@=Adz6pé& channe)

* |f the required Alunit resourcecost is 500 L dzQ a

A 4Ch Al Box: maximum allocation is 2 channels (=280 &l E w /dg®a I pnn |
A 8Ch Al Box: maximum allocation is 2 channels (=280 &l E u /d&Qa I pnn |
A 16Ch Al Box: maximum allocatics 4 channels (=125u8& E n /d&€Qa I pnn ! L

Al Engine resources

A Within the Video Source menu, reference the Al Algorithm indicator
A This is a reference of the current resources used by the applied Analytics

Video Decoding resources

A From theVideo Source menu, reference the STATUS indicator
A This is a reference of the current resources used for Video Decoding

Video Source

CH  HAME URL  Oeicowery 1 Algarithm STATUS

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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Al Detector

The Al Detectois where the Al Tracking configuration mayfoend EETUPAI SDOURCHAI Detector

1 Channel selector: Sadt target channel to configure Al Detector for
1 Track Reference Point: select either Centroid, Bottom, Top, Left, or Right
1 Criteria for determining object in area: Track Reference Point, or All points of bounding box
1 Number of consecutive frames for cldgsition: 1 ~ 50
o The more frames for detection, the more carefully judged, but objects may be detected later
1 Object Size Filter: Min Object Size, and or Max Object Size
o If an object is smaller or bigger than the set size, it is not detected.
o Ifyouwante aSdé F2NJ SIOK T2ySz asSid AdG Ay (GKS a!
T Minimum Confidence Threshold: 15% ~ 90%
o It may vary depending on lighting conditions, shooting angle, distance, and Al algorithm update
etc. If you are not sure, use the default value of 15%
f 'L 5SGSOG2NI k ¢NFXOISNI {SGaAy3aay /2L (02X
o Copy settings to selected target channel, or channels
Al Box SETUP @ English = ADMIN | Logout
Al SOURCES
Setup ~ Al Sources
Al Detector / Tracker Settings
CH 1 -TSD Entrance %
Human - Normal
Detector/Tracker
Track Reference Point Centroid
Criteria for determining object in area Track Referece Point
Mumber of consecutive frames for classification 3 :
The maore frames for detection, the more carefully judged, but the objects may be detected
later.
Object Size Filter Min Ohject Size Max Object Size
If an object is smaller or bigger than the set size, it is not detectad. If you want to set for each
zone, set it in "Al Trigger* menu
Minimum Confidence Threshold a0 . %
It may vary depending on lighting conditions, shooting angle, distance, and Al algarithm
update, etc., so if you are not sure, use the detault value {15%)
Al Detector / Tracker Settings
m CORP HQ +1 (919) 28300 | WEST COAST +1 (3108529
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Object Exclusion

TheWh 6 2S00 9EQWEB K AxR! E2 dzF BzNDSak! L 5SGSOG2NE 2FFS|
mechanism. This allows for the creation of a zone of exclusion, where Al detection is turned off. No objects
will be detected or classified.

T ho2SOi 9EOfdzaAzy ! NBIFY &St S0G W' RRQ
o Azonew f f | LILISIF NE Sk OK GAYS WI RRQ Aa aSftSOUSH
o Pull zone points to stretch, shrink, and expand the exclusion zone
o0 Many zones may be created, and overlap

T {StSOG WwWHLXeqQ G2 O2yFANY YR &l @S Ittt 1L 5S4

Object Exclusion

Object Exclusion Area Add

Draw any desired exclusion areas that contain the centre coordinates of any objects to be
ignored.

Forward: 11
Reverse: 6

Occupancy: 5
- Moﬁ)'e Tgon 9: 0

Occupancy: 5
— Fewer Than 10: O

Display: 5
— Event every 1: 17

rtsp://192.168.2.167:5554/live/ch1

m CORP HQ +1 (919) 28000 | WEST COAST +1 (3103829
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3. FaceRecognition

To use the face recognition functiaime Al Box requires the installation of the FR chip.
The Al Box with the FR chip already installed maybe an option at time of purchase. If the Al Box did not com
with the FR chip, the chip can barpghasel separatelyand installed

I STEP 1 I STEP 2 I STEP 4
Separate five screws on the side and back of Slide the top cover boack 1o remove it. Plug the FACE RECOGNITION into the 10 pirs of the
the Al BOX. motherboard.

I STEP 3
Remove the cover of the part shown in the CAUTION
picture of the package FACE RECOGNITION chip. The drection of FACE RECOGNITION CHPP
IJS ﬁ should be inserted with the arow focing the frent.
CAUTION oY
Gloves should be worn before cﬁsossembrng the top cover.
Cthenwise you may hurt your hend., l STEP 4
Assemble the 10p cover and tighten the screws
in the reverse of the step 1 and 2 division.
1 2 3
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8520
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1. FRAlgorithm

Set the Al algorithm to Face Recognition in the Video Source menu under Al Source.

Video Source menu is located at SETAIBOURCES/Video SoureeSethe target channelAl Algorithm to
Face Recognition

T { St SO WRLIORY FANY YR &al@S Iff 'L !'f3I2NAGKY a

Video Source

CH NAME URL | Discovery Al Algorithm STATUS ©

Human_ve file://itmplusbdev/gasan_1080p.mp4 TCP Human / Vehicle - Normal (F

2. FRGroup List

. 2dz Oy ONBFGS | INRAzL) 2F FFOS NBO23aAyAGA2Yy RIGIFO
SETURI OURCES/Face recognitiphlote: A Face Recognition Al License is required for the function.

SETURISOURCESAce recognition It is posée to create a group of face recognition databases from the
Group menu.

1 Group Name: Enter a group name according to intent

T {St SO0 W' RRQ 02 ONBIFIUS | FFOS NBOZ2IAYAUAZY 3INR
Al Box SETUP @ English & ADMIN | Logout
Al SOURCES
Setup Al Sources
Al Detector Face Recognition Settings
Face Recognition
Face Management Setting
Group List
Al MARKETING TsD »
SEARCH g Sales b3
POM >
Management >
Customer Service b
m CORP HQ +1 (919) 28G00 | WEST COAST +1 (310)858D
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Facerecognitiondata can be added individually in tis=TURI SOURCEFace recognitior> WPace talbf the
'Face Detection' menu.

1 Photo:Click the photo button to upload a picture.
o Inthe case of a photo, it cdre resized if thesize is large
o Photos with only faces taken from the front are more accurate

Webcam:Clik the Webcam button taise aphoto taken witha PC connectetlVvebcam
Name: Enter the name of the person whose photo was submitted to the database
Note: Enter any note related to the persarhose photo was submitted to the database

== =4 =2 4 2

base

Al Box SETUP & English & ADMIN | Logout

Al SOURCES

/ideo Sourc Setup Al Sources

Face Recognition Settings

Face Recognition

Group Management Setting

Total 2 Face Upload

)

Brian D. Jack
I, PDM TSD .'

Photo

Webcam

UPLOAD

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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Face Recognition Management
Face Recognition Subjects mayrbanagedn bulk from the Managementtab under theSETURXI
SOURCEBS4ce recognitior> FaceRecognition Settings

T wSas (i Reméva Alfacerécognitiondatafrom the AIBOX
 Bulk Upload¥{ St S O ¢ BakigadtOthie2dixektdy folder location of FR images
o This functionwill select and upload all the images contained within the target folder

Al Box SETUP @ English & ADMIN  Logout
Al SOURCES
Setup Al Sources
Face Recognition Settings
Group Face Setting
Face Management
Reset Remove All
Bulk Upload Select Directory
Example= MyFaces / VIP / Tom.jpg
1. MyFaces : The folder you chose
2. VIP : Group name to register
2. Tom : Face name to register
Use CSV
Example=
NAME NOTE GROUPS IMAGE

Luis Garica CEO Company /Company/CEO/LuisGarica.jpg

1. You need to upload the directory containing the CSV and image files

2. The CSV file name should be "face.csv” and should always exist in the root directory.
3. The first line of the CEV should have the same column names as the example,

4. Only the NAME and IMAGE items are required and the rest can be omitted.

5. Separate multiple groups with ",".

6. Use UTF-& for chracter encading

f BulkUpload! LJ2 LJdzLJ YSaal3asS g¢gAtft €SNI a G2 K
0 SelectV! LI 2 RQ (2 o06S3IAYy dzLJ 21 RAYy 3 A

Upload 11 files to this site?

Thiz will upload all files from "Enrollment”, Do this only if you trust the

site.
U|:|||:|.E||:| Cancel
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310852D
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f BulkUpload! FUOSNJ W! LJX 2F RQ O2YLJX SGSazx | NBIAaAL
0 Registration Failed: Listing any failed registrations
0 Registered: Listing all successfully enrolled registrations

Reset Remowve All
Bulk Upload Select Directory

Registration Failed

Enrollment/Jack Mask.jpg - 2 or more faces are detected

Registered

Enrollment/Yaml.JPG : Name(Yaml)
Enrollment/Tony. jpg : Hame(Tony )
Enrollment/Timl.IPG : Hame(Timl)
Enrollment/Terry.jpg : Name(Terry)
Enrollment/Phil.jpg = Mame(Phil)
Enrellment/Keith.jpg : Name(Keith)
Enrollment/Jack. jpg = Name(Jack)
Enrollment/Ellictt.jpg : Mame(Elliott)

f UseCSM St SOG w!'asS /{+Q G2 dz2J 2R | [/ {+ FTA{S O2Vyi
o CSV file management is support for instances of large FR databases
0 upload the CSV file containitige following information
A CSV format: Column headey®Name/ Note / Groups / Image

Example=
A B C D
1 NAME NOTE GROUPS IMAGE
Luis Garica CEO Company /Company/CEO/LuisGarica.jpg
f UseCSM FTUSNJ W, LI 2 RQ O2YLX SuSaz || NBIAAUSNBR aul
0 Registration Failed: Listing any failed registrations
0 Registered: Listing all successfully enrolled registrations
[ Use CSY ]
Registered
Wam.jpE : Group(GANZ) MName(wam) Mote(FPDM)
Tony.jpg @ Group(GaHE) MName(Tony) MHote(C.O.0)
Tim.dpEg @ Sroup(GANZ) Name({Tim) Hote{Customer Serwice)
Terry.jpg : Group(GANZ) HName(Terrwy) Hote(Sales)
Keith.jpg : Group(GANZ) Hame(kKeith) Hote(FPDM)
Jack.jpe @ Group(EaMNZ) MName(lack) MNote(TsD)
Ellictt.jpg : Group(GANZ) Name(Ellictt) Note(Sales)
Brian.jpg : Group(GANZ) Hame(Brian) Hote(FPLOM)
m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108520
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4. LPRLicense Plat®ecognition

1. LPRAI Algorithm

Set the Al algorithm tePRn the Video Source menu under Al Source.

Video Source menu is located at SETAIBOURCES/Video SoureeSethe target channelAl Algorithm to
LPR.

T { St SOG W! LILJX &8Q G2 godtBnysEtlinysy | yR al @S &€t L ¢
Video Source
CH NAME URL  Discovery Al Algorithm STATUS

1 LPR-Cam rtsp AADMINGTE192.168.2.214:554/snl/live/1/ TCF LPR - US (Faster) 20481536 /301

2. LPR Groupist

You can create agroupbPRR I G F 6 4S5S4 Ay ( K SPRY DINRYIdSRIDPRIDNRCELPR. (i K S
Note: an LPR Al License is required for the function.

SETURI SOURCEISPR It is possible to create a group bPRlatabases from the Group menu.

1 Group Name: Enter a group name according to intent
T { St SO0 W' RMRERraugdat@dgel 4GS |

Al Box SETUP @ English & ADMIN jout

Al SOURCES

Setup Al Sources

LPR Settings
License Plate Management
Group List Add
Employee >
Guest &

CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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License placescognitiondata can be added individually in tis=TURI SOURCEISR-> Wicense Plateabf
the 'LPR Settingsnenu.

1 Add License Plat&dd an individual license plate
o Plate Number:
o Owner NameEnter the name of the person whose photo was submitted to the database
o0 Phone Number:
o0 Note: Enter any note related to the ponwhose photo was submitted to the database
0 Groups:Select theLPRyroup to assign thécense plate information to
o { St ADDM > aditie license platénformation to theLPRlatabase

T hNRSNJ oeyYy {StSO0 SAUOUKSNI WwSIAAGNI A2y Qs Wbl YS

Al Box SETUP @ English & ADMIN  Logout

Al SOURCES

Setup Al Sources

LPR Settings

Group Management

Total 1 Add License Plate

Brian
EMF6&400 321-334-3211

Employee

ADD

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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License PlatdManagement
License platemay bemanaged in bulk from theévlanagementtab under theSETURI SOURCESPR> WPR
Settings

1 wSas (i Reméva Allicenseé plateecognitiondatafrom the AIBOX
f Bulk Upload{ St S O upad{a£8V file ontaining license plate enrollment information
o CSV file management is support for instances of large LPR databases
0 upload the CSV file containing the following information
A CSV format: Column headeg®Name / PLATE/ PHONKIEMO/ Group

pul
Qx
ey
ey

f CSVI FGSNI W' LIX 2 RQ O2YLX SiSax | NBIA&GSNS
0 Registration Failed: Listing any failed registrations
0 Registered: Listing all successfully enrolled registrations

Al Box SETUP @ English & ADMIN
Al SOURCES
Setup Al Sources
LPR Settings
Group License Plate
Bulk Management
Reset Remove All
Bulk Upload Csv
Example>
NAME PLATE PHONE MEMO GROUP
Luis Garcia BD51SMF 555-123-123 Convenience Worker
Cristiano HT04JVR 555-123-234 7th Floor, 710 Worker
Andrew Cho 1234BCD

James Green RAKL8136 1234-5678 Note 1 Manager
1. The first line of the CSV should have the same column names as the example
2. Only the PLATE item is required and the rest can be omitted

3. Use UTF-8 for chracter encoding

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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6. Al Security

1. Action Rule Overview

AnAction Rule is composed afTrigger,a Condition, andan Action. Afteran Action Rule is set, it operates by
checkinghe Condition whera Trigger occurs and performirag Action if satisfied.

Action Rule composition

A 4
A 4

Trigger Condition Action

v

There are 2 types of triggeran Al Trigger, and System Trigger. Both kinds can triggarAction Rule.

1 Al Trigger: isrmevent discovered bthe Al
1 System TiggeEvents detected by system senscggamplesensor state changes

¢ K Sonditior(ls afilter component foratrigger. Typically, Sc#edul€ondition is to seto filter a
condition byatime component.

The Action defines the action to be performed wheetrigger event occurs, angcondition is met.

1 An Actioncan define and performarious types of actions, including exporting alarm outputs or
sending their events to the ONVIF Metadata Stream.

Action Rule example

. Schedule . Alarm Out
Alarm In 1 > > .
(Weekend) Email
A 4
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2. Action Rules

Il OGA2Y wdzf S& FNB | F2N¥dzZ I 08 GKAOK I wOBBY (¢ NDEX
create a rule. When a trigger is acknowledged, initiate a predefined action(s)

¢2 O2Yy TAIdzNB | YSERURAODSeduyActiond®ul8sQ > 32 (2

T b2GSY ¢2 aSi | NIz ST &2dz Ydzad FTANRG asSi (KS v
o Selil W/ [h{9Q AT &2dz R2 y20 ¢6AaK (G2 &aKz2g (K’

T {StSOG W' RRQ (2 ONBIGS Fy FOGA2Yy NHzZ S

SETUP 3 English ; ADMIN ' Logout
Al SOURCES
Al SECURITY ) Setup Al Security
Action Rules Action Rules

To set a rule, you must first set the Trigger, 'Schedule' and "Action’ items

Do not show again - CLOSE

Event Action Rule

All Channels All Trigger Types

DISPLAY Channel Rule Name Trigger Type Trigger Name Activation Operation

Al MARKETING

SEARCH

1 Event Action Rule: gtep indicatoris used to track theurrentrule creationprogress

Event Action Rule

)

Information

Set the rule property
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1 Rule NameTitle the rule name according to intent
T {StSOG Wb9o-¢Q G2 O2yiAydsS

Information

Rule Name

NEXT

1 Trigger: Select an available trigger type from the trigger list menu
0 Select arelated trigger preset from the preset list menu

T {StSOG Wb9o-¢Q G2 O2yiUAydszsS

Trigger Setup

Trigger Intrusion CH 4 - Intrusion

PREV NEXT

Create a condition or multiple conditions:cAndition is 'True' if any of the selected items are met when
multiple schedules arseleckd. A condition is Falséif any of the selected itemare notmet whenmultiple
schedules arseleced.

1 ScheduleSelect the desired scheduli®m the scheduleist menu
0 lItis setto '‘Alwaydy default
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02

T 5SFO0AGIGS 6KSY WS5AAFNNYQ adlasSy 1
R I O

/

T / 2yRAGAZ2YY {StSO0 GKS WwbQ AO2y (2
o0 Select Type: Select a trigger type from the list menu

A Lig: Intrusion, Alarm in, Virtual Trigger, Counter, Face Recognition, LPR

KSO
I R

N U

y
y

PV

0 Select a related condition preset from the preset list menu

o0 Set the Condition Trigger valid tirbetween 1 to 20 seconds

A Based on the Rule Trigger occurrence time set in the TrigganBstep
+t seonds:true if condition occurs within t secona¥ trigger

-t secondstrue if condition occurred secondsoefore trigger

+/-t secondstrue if condition occurs secondsefore after trigge

> > > >

¢ /fA0]1 WIRRQ (2 I|sRduékKS O2yRAGAZ2Y G2 GKS
1 Repeat steps to add addition conditions to the schedule
 Select!b9- - ¢Q G2 02y iAydzS

Condition Setup

Schedule Weekly @&

Deactivate when 'Disarm' state

Add Condition Intrusion CH 4 - Intrusion Add

+/- 5 : second(s)

PREV NEXT
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1 Action: ONVIF

Action: Event Log

1 Add Actions: Select an action type from the list menu
o [A4d0G AyOfdzRSa IOGAz2ya FTNRBY (KS WwWo9gSyid ! OGaA
0 Select arelad action preset from the preset list menu

=a

¢ /fA01 WIRRQ G2 IRR (KS FTOlA2y G2 GKS | OGAz2y a
Repeat steps to add addition actions to the action setup
 Select¢!b 9 - ¢Q G2 O2ydAydzS

=

Action Setup

Action ONVIF

Action Event Log

Add Actions Alarm Out ON for 5 secs ‘

PREV NEXT

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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1 Check the settings in Summary.
9 dick the 'APPLY" button to create the rule.

Rule Summary

Information
Rule Name Action Rule exampls
Trigger
Trigger Intrusion CH 4 - Intrusion
Conditions
Schedule

Deactivate when 'Disarm’ state

Condition Intrusion Intrusion
Actions
Action
Action
APPLY PREVY
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8%2D
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3. Al Trigger

1. General:iIntrusion Preset

Intrusion is a function that is triggered when a new target appears irlRilDé(regent of interest) set in the
prior Al Detector/Tracker menu.

To create an intrusiofased Al trigger, go tSETURAI Security/Al TriggerIntrusion

1 {Sféé WD Sirgaty\skléct@d A ¥ y 2
T {StSOG WLYIUNMzAAZ2YQ AF y20 FtftNBIFIReé& aStSOGSR
¢ /fA0]1 GKS WI RRQ o6dzilizy G GKS o2GG2Y

[Caution] The determination of whether an object is inside iatrusion zoneas based on thérack reference
LRAYG KFE@Ay3a 0SSy &&ectoriniseW/ SYGNBARQ F2NJ 0KS I L

SETUP @ English & ADMIN | Logout
Al SECURITY Setup Al Security
o B Al Trigger
Al Trigger
Advanced
Ocoupancy Loitering Stopping Enter/Exit Line Crossing

Intrusion preset

Channel Video Name No Name Target Object Operation

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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P A

f +ARS2 {2dzNOSY {StSO0 GKS 'L 5SGSOG2NI o¢l NBSI

Name: Title the Intrusion preset according to intent

f ¢ NBSG hoaSOGY . lFaSR 2y GKS OKIFIyySftf lFaaAi3aySR
o ObjectsY @ @I NBE RSLISYRAY3a 2y (GKS FfI2NRGKY 27
o ltis possible to select multiple objects for detection.

=a

1 Ignore Duplicate Event: Selected-a%, 15, 30, or 6Gminute time threshold.
o0 When enabled, only the first object that kaks into the zone will raise an event.
o0 Before a new event occurs, the current event must clear

1 Reminder DurationOnlyavailablewhen Ignore Duplicate Event is activated
0 Theevent frequency setting remirsthe user if the intrusion continues.

1 Advanced Setup: Offers additional configuration options when selected
o0 Intrusion Label: Label the Intrusion widget counter according to intent
0 9SSyl [/ 2dzyi wSaSdy {SftSOG GKS K2dzNJ 2F GAYS
A Yau can also reset manually by pressing the Reset button.

o LAIY2NBE {dGFGAO hoaSOGY {StSO0 WhyQ 2NJ WhTFQ
A Ignore objects that are not movinghen enabled.
A An event may occur if there is no movement and then nmoget again.

Video Source
Name
Target Object

Ignare Duplicate Event

Sends events for each objects.
Advanced Setup
Intrusion Label
Event Count Reset OFF

Ignore Static Object OFF

APPLY CLOSE
mNz CORP HQ +1 (919) 28000 | WEST COAST +1 (3108520
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Set ROI (regent of interest) zone

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal

=2 =4 4 4 8 -8 A

GANZ

Security Solutions
P

o Drag object size zone to required dimensions

If an object is smaller or bigger than the set size, it is not detected.

o IfyouwanttosetfoSI OK T 2ySs aSdid AdG Ay GKS a!L

Move the entire ROI by dragging its zone.

Move the edge by dragging the edge of the ROI.

Click on the line of the ROI to create a new edge.

Right click the edge of ROI to delete the edge.

Drag the Widget regangle in the upper right corner to set where the widget will appear.
Click the 'APPLY" button at the bottom to save.

I FGSNI O2y FANNXAY3I GKS aStdidAay3aazr Ot A0] GKS

Object Size Filter Min Object Size Max Object Size
If an object is smaller or bigger than the set size, it is not detected. If you want to set fer each zone, set it In "Al

Trigger" menu.

Import Zene Information New Zone

Forward: 1
Reverse: 1
Occupancy: O e
= Mo‘?‘e Than 9: O Widget

Occupancy: O
— Fewer Than 10: O

Disglcy: 0
— Event every 1: 2

rtsp://192.168.2.167.5554/live/ch1

¢ N 3:

W/ [ h
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2. General:OccupancyPreset

Occupancy is an item that is triggered when you set an area on the screen and the number of detection
targets in the area is out of the specified range. For example, an alarm can be triggered if a car that must be
parked in a designated area has disappeai@ if more than two people are entering an area that can only
accommodate two people.

To create an occupandyased Al trigger, go tSETURI Security/Al TriggerOccupancy

T { St SOG WDSYSNIXtQ AT y20 | tNBFRe &aStSOGSR
T { St SO0 WhOOdzLI yedtédQ A F y20G | f NBlI Re aSsSt
¢ /fA0]1 GKS WI RRQ o6dzilizy G GKS o2G6G2Y

[Caution] The determination of whether an object is inside a section is based on the center coordinates of the
object.

SETUP @ English & ADMIN  Logout

Setup Al Security

Al Trigger

Advanced

Intrusion Occupancy Lorttering Stopping Enter/Exit Line Crossing

Occupancy preset

Channel Video Name No Mame Target Object Count Operation
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+ARS2 {2dz2NOSY {StSOG GKS !'L 5SGS0Oi

Name: Title the Intrusion preset according to intent

§ TargetObject:Bage 2y (G KS OKIyySt |aairiaySR
o ObjectsYl @ @I NB RSLISYRAYy3I 2y (KS |

o ltis possible to select multiple objects for detection.

= =

Dwell Time: Select 0 ~ 30 second{gygered when targettays longer than set time.
Trigger Method: Limits, Every N objects, Report Num Objects
Fewer than: 0 ~ 99rifgeisif detectednumber of targets is less than the set number.
More than: 0 ~ 99Tggessif detectednumber of targets isnorethan the set number.
Advanced Setup: Offers additional configuration options when selected

0 Num Objects Label: Label the Occupancy widget counter according to intent

=4 =4 8 8 A

FylrfeiAaod 9
f I2ZNAOGKY 27F

GAYS

o Few Than Label: Label the Occupancy widget counter according to intent
o More Than Label: b&l the Occupancy widget counter according to intent
0 990Syid [/ 2dzyd wSaSday {StSOG GKS K2dz2NJ 27
A You can also reset manually by pressing the Reset button.
o LIAy2NB {GFGAO hoaSOlyY {Sf SOficobety Q 2NJ WhTFTFQ

A Ignore objects that are not movinghenenabled.
A An event may occur if there is no movement and then nmoget again.

Occupancy preset

Video Source CH 1 - TSD Entrance

Human - Normal
Name [CH 1]Occupancy-01
Target Object

Dwell Time 30 second(s)

“

Trigger Method Limits

Fewer than 0 2

~

More than 1 o
Trigger an event when the number of objects over or under the limits.
Advanced Setup
Num Objects Label
Fewer Than Label
More Than Label

Event Count Reset OFF

Ignore Static Object OFF

GANZ

Security Solutions
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Set ROI (regent of interest) zone

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal
o Dragobject size zone to required dimensions
o If an object is smaller or bigger than the set size, it is not detected.
o LT @2dz 6lyd G2 aSi F2NJ SFOK 1T2ySz asSid Ad A

1 Move the entire ROI by dragging its zone.
1 Move the edge by dragging the gel of the ROI.
1 Click on the line of the ROI to create a new edge.
1 Right click the edge of ROI to delete the edge.
1 Drag the Widget rectangle in the upper right corner to set where the widget will appear.
1 Click the 'APPLY" button at the bottom to save.
f ' FGSNI O2y FANXYAY3I GKS aSitdAay3aazr OftAO0] GKS W/ [h
Object Size Filter Min Object Size Max Object Size
If an object is smaller or bigger than the set size, it is not detected. If you want to set for each zone, set it in “Al
Trigger" menu.
Import Zone Information New Zone
Forward: 1
Reverse: 1
e g 0
O Rer Than fo: 0
Display: O
- Event every 1: 2
rtsp /192,168 2.167.5554/live/ch1
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3. General:LoiteringPreset

Loitering is a function that is triggered when the detection target stays in the area for a certain period of time
from the ROI set zanon the screen. For example, triggers an event when a person has been hanging around

in a certain area for the preset period of time.

To create a loiteringpased Al trigger, go tSETURAI Security/Al TriggerLoitering

T { St SOG WDS&Iigaby\skléctad A ¥ y 20
T {StSOG W[2AUSNAY3IAQ AF y20 It NBIFIRe aStSOGSR
¢ /fA01 GKS WI RRQ o6dzilizy G GKS o2GG2Y
[Caution] The determination of whether an object is inside a section is based on the center coordinates of the
object.
SETUP @ English & ADMIN | Logout
Al SOURCES
Al SECURITY Setup - Al Security
Action Rules AI Trigger
Al Trigger
Advanced
Intrusion Occupancy Stapping Enter/Exit Line Crossing
Loitering preset
Channel Video Name No Name Target Object Time Threshold Qperation
Add

CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8%PD
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A s oA = T

f Video Source: Selectthe AISG SOG2NJ 6 ¢ NASG W+xARS2 {2dz2NOSQU

Name: Title the Intrusion preset according to intent

f ¢ NBSG hoaSOGY . lFaSR 2y GKS OKIFIyySftf lFaaAi3aySR
o ObjectsY @ @I NBE RSLISYRAY3a 2y (GKS FfI2NRGKY 27
o ltis possike to select multiple objects for detection.

=a

1 Dwell Time: Select 0 ~ 30 second{gyjgered when target stays longer than set time.

1 Ignore Duplicate Event: Selected-aZ, 15, 30, or 66minute time threshold.
o0 When enabled, only the first object that breaks into the zone will raise an event.
o Before a new event occurs, the current event must clear

1 Reminder DurationOnlyavailablewhen Ignore Duplicate Event is activated
o0 Theevent frequency setting remirsthe user if the intrusion continues.

1 Advanced Setup: Offers additional configuration options when selected
o Loitering Label: Label the loitering widget counter according to inten
0 99Syid [/ 2dzyd wSasSdady {StSOG GKS K2dz2NJ 2F GAYS
A You can also reset manually by pressing the Reset button.

o LIAYy2NB {GlFGdAO hoaSOlyY {StSOG WhyQ 2NJ Wh¥TQ
A Ignore objects that are not movinghenenabled.
A An event may occur if there is no movement and then nmoget again.

Loitering preset

Video Source CH 1 - TSD Entrance

Human - Normal
Name [CH 1]Loitering-01
Target Object  Person &
Dwell Time 10 ” second(s)
Maximum time threshold to judge

Ignore Duplicate Event

Does not send events on the following objects
Reminder Duration 5 minute(s)
Advanced Setup
Loitering Label
Event Count Reset OFF

Ignore Static Object OFF
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Set ROI (regent of interest) zone

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal
o Drag object size zone to required dimensions
o If an object ismaller or bigger than the set size, it is not detected.
o LT @2dz 6lyd G2 aSi F2NJ SFOK 1T2ySz asSid Ad A

1 Move the entire ROI by dragging its zone.
1 Move the edge by dragging the edge of the ROI.
9 Click on the line of the ROI to creat@ew edge.
1 Right click the edge of ROI to delete the edge.
1 Drag the Widget rectangle in the upper right corner to set where the widget will appear.
1 Click the 'APPLY" button at the bottom to save.
T ' FGSNI O2y FANNXAY I (GKS & Sthéboydom ioEhecRthdlist] G KS W/ [ h
Object Size Filter Min Object Size Max Object Size
If an object Is smaller or bigger than the set size, it is not detected. If you want to set for each zone, set it In “Al
Trigger" menu.
Import Zone Information New Zone

Forward: 1

Reverse: 1

Rl L6

0
10: O
Display: O
— Event every 1: 2
rtsp:/1192.168.2.167:5554/liveich1
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4. General:StoppingPreset

Stopping is a function that is triggered when the object stays in the area without movement on the ROI set
zone on the screen. For example, it can be used to trigger an event when a caehgsoleed for a certain

time in a certain area.

To create a stoppingased Al trigger, go t8ETURAI Security/Al TriggerStopping

A 2 s A 9~

T { St SOG WDSYSNIXtQ AT y20 | tNBFRe &aStSOGSR
9 {SEtSOG W{d2LIWAYy3IQ AT y2i tftNBIFIR& aStSOGSR
¢ /fA01 (GKS wWimtk® odzidzy G GKS
[Caution] The determination of whether an object is inside a section is based on the center coordinates of the
object.
SETUP @ English a ADMIN Logout
Setup Al Security
Al Trigger
Advanced
Intrusion Occupancy Loitering Stopping Enter/Exit Line Crossing
Stopping preset
Name Target Object Time Threshold Operation

Channel Video Name No

m CORP HQ +1 (919) 2800 | WEST COAST +1 (3103820
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f +ARS2 {2dzNOSY {StSO0 GKS 'L 5SGSOG2NI o¢l NBSI

Name: Title the Intrusion preset according to intent

f ¢ NBSG hoaSOGY . lFaSR 2y GKS OKIFIyySftf lFaaAi3aySR
o ObjectsY @ @I NBE RSLISYRAY3a 2y (GKS FfI2NRGKY 27
o ltis possible to select multiple objects for detection.

=a

1 Dwell Time: Select 0 ~ 30 second{gygered when target stays longer than set time.
1 Advanced Setup: Offers additional configuration options when selected
0 Stop Label: Label the Stop widget counter according to intent
0 9SSyl [/ 2dzyi wSaSdy {SftSOG GKS K2dzNJ 2F GAYS
A Youcan also reset manually by pressing the Reset button.

o LIY2NBE {dGFGAO hoaSOGY {StSO0 WhyQ 2NJ WhTFQ
A Ignore objects that are not movinghenenabled.
A An event may occur if there is no movement and then nmoget again

Stopping preset

Video Source CH 1-TSD Entrance

Human - Normal
Name [CH 1]Stopping-01
Target Object = Person
Dwell Time 30 "~ second(s)
Maximum time threshold to judge
Advanced Setup
Stop Label
Event Count Reset 05:00

Ignore Static Object ON

If the option is enabled, an event may not occur for an object without a certain level of
movement.
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Set ROI (regent of interest) zone

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal
o Drag object size zone to required dimensions
o If an object is smaller or bigger than the set size, it is not detected.
o IfyouwanttosetfoSI OK T2ySs &aS4i AG Ay GKS a!L ¢NR3:

1 Move the entire ROI by dragging its zone.
1 Move the edge by dragging the edge of the ROI.
1 Click on the line of the ROI to create a new edge.
1 Right click the edge of ROI to delete the edge.
1 Drag the Widget reangle in the upper right corner to set where the widget will appear.
1 Click the 'APPLY" button at the bottom to save.
f ' FGSNI O2y FANXYAY3I GKS aSitdAay3aazr OftAO0]l GKS W/ [h
Object Size Filter Min Object Size Max Object Size
If an object is smaller or bigger than the set size, it is not detected. If you want to set fer each zone, set it In Al
Trigger" menu.
Import Zene Information New Zone
Forward: 1
Reverse: 1 |
[—)isgf?a:ﬁt %very 1: 2
rtsp://192.168.2.167:5554/live/ch1
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8800
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5. General:Enter/ExitPreset

Enter/Exit isa function that is triggered when the detection target enters or exits based on the boundary of
the area on the ROI set zone on the screen.

To create an enter/exibased Al trigger, go tSETURAI Security/Al TriggerEnter/Exit

A > 4 oA

f Select!DSYSNIfQ AT y20 | tNBIFRe aStSOGSR
T {StS0G WOYGSNKOEAGQ AT y20 | tNBIRe &aStSOGSR
¢ /tA0] GKS WI RRQ odzitG2y G GKS o020i2Y

[Caution]Judging whether an object has entered the zone is based on when the object's center coordinates
span the boundary line. The centewordinates can be seen by activating the Object Trajectory option in the
DISPLA¥ OSD item.

SETUP @ English & ADMIN | Logout
Al SECURITY ) Setup Al Security
Acton Rules Al Trigger
Al Trigger
Advanced
Intrusion Occupancy Loitering Stopping Line Crossing

Enter/Exit preset

Channel Video Name No Name Target Object Trigger Mode Qperation

Add

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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P A

+ARS2 {2dz2NOSY {StSOG GKS 'L 5SiSO02NJ o¢l NBSG
Name: Title the Intrusion preset according to intent

| Target Object: Basedonthechanhedt 8 A 3y SR | yI feGdAO0d 9EIYLX SY t 8§
o ObjectsY @ @I NBE RSLISYRAY3a 2y (GKS FfI2NRGKY 27
o ltis possible to select multiple objects for detection.

= =

1 Trigger Mode: Enter, Exit, Enter or Exit, Stay & Go
o Detect thetarget enters the zone.
0 Detect the targetexitsthe zone.
o Detects the target entering or leaving the zone

1 Advanced Setup: Offers additional configuration options when selected
o Crossing count:és how many times an event will occur when an object crossing the area
boundary is detected.

o Enter Direction Label: Label the Enter widget counter according to intent

Exit Direction Label: Label the Exit widget counter according to intent

o EventCountReS{iY {SftSO0G GKS K2dzNJ 2F GAYS (2 NBaS
A You can also reset manually by pressing the Reset button.

o

Enter/Exit preset

Video Source CH 1 - TSD Entrance

Human - Normal
Name [CH 1]Enter/Exit-01
Target Object Person
Trigger Mode Enter
Advanced Setup
Crossing count 1
Triggerred at every 1 time(s) of line crossing detected.
Enter Direction Label
Exit Direction Label

Event Count Reset OFF

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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Set ROI (regent of interest) zone

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal
o Drag object size zorte required dimensions
o If an object is smaller or bigger than the set size, it is not detected.
o LT @2dz 6lyd G2 aSi F2NJ SFOK 1T2ySz asSid Ad A

1 Move the entire ROI by dragging its zone.
1 Move the edge by dragging the edge of the ROI.
1 dick on the line of the ROI to create a new edge.
1 Right click the edge of ROI to delete the edge.
1 Drag the Widget rectangle in the upper right corner to set where the widget will appear.
1 Click the 'APPLY" button at the bottom to save.
 AfterconfrmingKS aSéddAy3azr Ot A0] (GKS W/ [h{9Q odzilzy
Object Size Filter Min Object Size Max Object Size
If an object Is smaller or bigger than the set size, it is not detected. If you want to set fer each zone, set it in "Al
Trigger" menu.
Import Zone Information New Zone
O R W Hos o
Display: O
— Event every 1: 2
rtsp://162.168.2.167.5554/live/ch1
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8800
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6. General:Line Crossingreset

Line Crossing is a function set polyline on the screen, and it triggered when the detected object crosses the
line.

To create a line crossirigasedAl trigger, go t&SETURAI Security/Al TriggerLine Crossing

A ¥ 4 A ~

T {StSOG WDSYSNIXftQ AT y2i | tNBIFRe &aStSOGSR
T {StSOG W[AYS /NraaAy3IQ AT y20 |tNBIFIRe aStSOdSs
¢ /tA0] GKS WI RRQ odzitG2y G GKS o020i2Y

[Caution]Judging whether an object has entered the zone is based on when the object's center coordinates
span the boundary line. The center coordinates can be seen by activating the Object Trajectory option in the
SETUP/DISPLAYOSD item.

SETUP @ English & ADMIN  Logout
Al SOURCES
Al SECURITY a Setup Al Security
Action Rules AI Trigger
| Al Trigger
Advanced
Intrusion Occupancy Loitering Stopping Enter/Exit

Line Crossing preset

Channel Video Name No Name Target Object Direction Operation
[
m CORP HQ +1 (919) 28G00 | WEST COAST +1 (310)858D
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A oA = 7

 Video{ 2 dzNOSY { St SO0 GKS 'L 5SGSOG2NI o6¢l NHSO WxAF

Name: Title the Intrusion preset according to intent

f ¢ NBSG hoaSOGY . lFaSR 2y GKS OKIFIyySftf lFaaAi3aySR
0 ObjectsY @ @I NE RSLISYRAY3A 2y (GKS 2&NA2NAK GKY 27
o ltis possible to select multiple objects for detectio

=a

1 Direction: Forward, Reverse, or Both
o0 Forward: Determined bythe direction of the green arrow
0 Reverse Determined bythe direction of the purple arrow
o0 Both: Determined by thedirection ofboth arrows

1 Advanced Setup: Offers additional configuration options when selected
o Crossing count:és how many times an event will occur when an object crossing the area
boundary is detected

o Forward Direction Label: Label the Forward widgminter according to intent

0 Reverse Direction Label: Label the Reverse widget counter according to intent

0 9SSyl [/ 2dzyi wSaSdy {SftSOG GKS K2dzNJ 2F GAYS
A You can also reset manually by pressing the Reset button

Line Crossing preset

Video Source CH 1 - TSD Entrance

Human - Normal (Faster Objects)
Name [CH 1]Line Crossing-01
Target Object Person

Direction forward

’ forward ’ reverse

Advanced Setup
Crossing count 1 aF
Triggerred at every 1 time(s) of line crossing detected.
Forward Direction Label
Reverse Direction Label

Event Count Reset OFF

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
Security Solutions ganzsecurity.com ©2018 CBEMERICA LLC. All Rights Reserved. 04/18



GMANZ AlBox-4Ch/8Ch/16Ch
g User Manual.. -

Setthe Wt 2y A A

 ObjectSie Filtet { Si GKS WaiAy hoa2aSOd {Al1 SQX FyR 2N WYal
o Drag object size zone to required dimensions
o If an object is smaller or bigger than the set size, it is not detected.
o LT @2dz 6lyd (2 aSi TeNWBIIOKE 1SSz aSid Ad A

T a2@S GKS SR3IS o6& RNIXIIFAYy3I GKS SR3IS 2F GKS Wt 2
T /tA01 2y GKS fAYyS 2F (KS Wt2feftAySQ G2 ONBFGS
f wA3IKiG Of A01 GKS SR3IS 2F wt2fetAySQ G2 RStSGS
91 Drag the Widget rectangle in the upper right corner to set where tidget will appear.
1 Click the 'APPLY" button at the bottom to save.
T 1 FOGSNI O2yFANNXAY3I (GKS aSiagAay3daas OtA0O1 GKS W/ [h
Object Size Filter ect Size Max Odject Size
If an object is smaller or bigger than the set sze, 1 1s not detected, If you want 1o set for each zone, set it in "Al
Trgger™ menu
S a0 | - — et
Rt sl Ca ) o
'i:g'/g)ni ]en_:grv 1: 13
rsp /1182 168 2 167 5554/kvelch1
m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108529
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7. Advanced: Face Recognition

Face Recognitioils an Al sourcdunction setunder SETUP/AOURCES/Face Recogniéindistriggered
whena face is detected within a target video source.

1 Click the 'Ald' button at the bottom tocreate a face recognition trigger

Al Box SETUP @ Englsh & ADMIN  Logout
Al SOURCES
Al SECURITY ’ Setup Al Security
Action Rules AI Trigger
Al Trigger
General
Counter Social Distance Mask/Sunglass LPR

Face Recognition preset

Channel Video Name No Name Recognition Mode Group/Filter Operation

Add

1 Video SourceSelect the Video sourdeom the available listed video channels
1 Name Title the trigger name according to intent
f Recognitonmod¥ { St SOG W! yYNBIAAGSNBRQZI W/ 2YLI NRaAZ2ZYyQ>
0 Unregistered: triggers people who do not belong to any group
A LivelinessDetection: Determines if live or image, set®h F T Q 2 NJ Why Q
T LT WYhyQy aSi W AQStAySaa ¢KNBakKz2ft RQ

o Gomparison: Compare people registered in the selected group
A Min Similarity: Set minimum similarity between person and imdge 99
A LivelinessDetectionY 5SGSN¥YAYSa AT f N BYh NI AYI IS
T LT WYhyQYy aSid W AQStAySaa ¢KNBakKz2tRQ

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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o Face Attribute Filteringfilter by ageandgender
A Age: 0~ 100
A GenderAll, Male,or Femag

1 Clickthe 'Apply button at the bottom tosave and continue

Video Source
Name

Recognition Mode Unregistered

Liveliness Detection OFF

APPLY CLOSE

Face Recognitiarinstallinga camera

1 Install: hstallto a locationin front of the person'sravellingdirection
1 Angles Left andRght: Theangles at whicla camera facesrearound 30 degrees
9 Horizontal Install the camera at an angle of 15 degrees to the human face

ExampleCamera installation to increase accuracy

Increase the accuradyy adding, or confirmingbout 4 seconds from the starand endof the analysis
The lower the camera heighteingcloser to the height of thg@erson,the higher the accuracy

L&

2.4mm LENS
2.7m i
| Analysis completicn peint ~ Analysis start pbint Unanalyzed interval
About 3.5m About 7m
- - - . e
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)852D
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8. Advanced: LPR

License plateacognitionis an Al sourcdunction setunder SETUP/Al SOURCP®ANd striggered whera
license platas detected within a target video source.

1 Click the 'Ald' button at the bottom tocreate alicense plateecognition trigger

SETUP @ English & ADMIN  Logout

Al SECURITY Setup Al Security

I Al Trigger

[& Al Trigger

Genera

Counter Social Distance Face Recognition Mask/Sunglass

License Plate Recognition preset

Channel Video Name No Name Recognition Mode Group/Filter Operation

Add

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 Video SourceSelect the Video sourdeom the available listed video channels
1 Name Title the trigger name according to intent
f Recognition mod¥ { StvwOU2 W ATTSR [t &AQX W[ta Ay DNRdAzZLIA QX
o All Recognized LPEiggerson recognized LPs only
0 LPsin Groups: Triggers on recognized LPs in LP groups only
A Group:Selecf NBY | @l Afl 6fS WDNRdAzZLIQX 2 NJ WDNER dzLJ:
Aal iOKAY3 t2fA0XIAKOESQI ABKBDY PANS NI 2 NXY |
1 LP characters match threshold setting

0 Unregistered LPTriggers on unregistered LPs, not found in any LP group
A DNRBdzLlY { St SOG FTNRY I @FAflrofS WDNRAZLIQI 2

Video Source
Name

Recognition Mode All Recognized LPs

1 Area Box: Drag the points of the boxvithere the license plates the largest
1 Clickthe 'Apply button at the bottom tosave and continue

Import Zone Information New Zone

ttsp://192.168.2.167:5554/live/ch1

m CORP HQ +1 (919) 28000 | WEST COAST +1 (3103829
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LPRinstallinga camera
Example: Improving accuracy when installing a license plate recognition camera

1 Install: Accuracyhighif installed at locationin front of vehicle,roughlylevel with license platebased

on a 10.3mm lens
1 FastVehicle SpeedCameraandlens selected according expectedvehicle speesd, less thar87mph

1 Analysiof LPR process
0 Analysizompletions pointAbout13~16ft
0 Analysis srt point: About 13~16ft ~ about66ft

0 Unanalyzed intervaBeyond &ft

Recommended within
3 ~ 5ft from the ground

2.4mm camera standard

- o). |

‘ Analysis completion point

O™0

Analysis start point Unanalyzed point

0

0 Approx. 13 ~ 16ft Approx. 66ft

==

Example: Improving accuracy when installing a license plate recognition camera

1 Install: Accuracy higlif installat locationin front of thevehicle, roughly level with license plate, based

on a2.4mm lens
1 SlowVehicle SpeedCamera and lens selected accordingkpectedvehicle speesd, less thatbtmph
1 Analysiof LPR process
0 Analysizompletions point About 3~16ft
0 Analysis start pointAbout 3~16ft ~ aboutl6ft
0 Unanalyzed intervaBeyond16ft

Recommended within
3 ~ 5ft from the ground

2.4Amm camera standard

= oWy

' Analysis completion point

0 Approx. 3ft Approx. 5ft

-

O™0

Analysis start point Unanalyzed point

m CORP HQ +1 (919) 2800 | WEST COAST +1 (3103820
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Security Solutions

4. System Trigger

1. Alarmin

User Manual..

Alarm In does not require a separate preset setting. Alarm In can be added directly in Action Rule setting.

To create the Alarm in based System trigger, g8EJ URAI Security/System TriggetAlarm in

St SOG4 w! f I
St SO0 Ww! I
St SOG4 w! f I

Wwr

eled W! £ NY Ay

~ A 2 s A -

AYyQ AT y20 |ftNSFRe &aSt SOGSR

AY mMQ
AY HQ
0Q (2
AY nQ

G2 G233tS 0SG6SSY WbkhQ y
G2 (233tS 0SG6SSY WbkhQ Yy
G233tS 6SUBSSY WbkhQ y2NX¥Y
G2 G233tS o685

GANZ

Security Solutions

Setup Al Security

System Trigger
Alarm In Tamper Detection Recurrence
Alarm In
ermin 1 NO (P NiC
Alarmin2 N/O C) NIC
Alarmin 3 N/O C) NIC
ermind o (P Ne

Virtual Trigger

CORP HQ +1 (919) 2800 | WEST COAST +1 (3103820
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2. Camera Tamper Detection

Camera tamper detectiodoes not require a separate preset settif@amera tamper detectionan be added
directly in Action Rule setting.

To enable the Camera Tamper Detection based System trigger SI6TH0RAI Security/System Trigger
>Tamper Detection

T { St SO0 WeRYIOSNWIFTS Y280l X NBIF Ré aSt SOGSR
9 {SG GKS WLIAY2NAYy3IA AYUSNBItQY

o0 The ignoring interval may be set for 1 second, up to 300 seconds

o Additional temper detection event will be ignored based on the interval setting

9 Click the 'APPLY" button at the bottom to save.

SETUP @ Engish & ADMIN

Setup Al Security

Action Rules SVStem Trlgger
B Al Trigger
Alarm In Recurrence Virtual Trigger
@ System Trigger
B Schedule Camera Tamper Detection
Ignoring Interval 5 ; second(s)
APPLY CANCEL
m CORP HQ +1 (919) 28300 | WEST COAST +1 (310)882D
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3. Recurrence Preset

Recurrentdoes not require a separate preset settiRecurrencean be added directly in Action Rule setting.

To set the recurrence preset based System trigger, ggEOURAI Security/System TriggetRecurrence

YWSDABNS yOB y20 | f NBFReé aSt SO0SR
0KS WIRRQ odzidz2zy 4G GKS o020

uzy
SETUP @ English & ADMIN  Logout
Al SECURITY : Setup - Al Security
pction Ruls System Trigger
B Al Trigger
Alarm In Tamper Detection Recurrence Virtual Trigger

{& System Trigger

Reccurence preset

No Name Pattern Start Time Last Trigger Time Operation

Add

Name: Title the recurrence preset according to intent
Repeat every: 1 to 100 Seconds, Minutes, Hours, or Days
Start Time: Set year, month, day, hour, minute, second
Click the APPLY" button at the bottom to save.

= = =4 =2

Reccurence preset B}

Name
Repeat every 1

Start time 2021-12-16 17:35:10

APPLY CLOSE

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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4. Virtual Trigger Preset

Virtual trigger presetloes not require a separate preset settingrtual trigger presetan be added directly in
Action Rule setting.

To test the virtual triggebased Systertrigger, go toSETURI Security/System TriggetVirtual Trigger

T { St SOG WxANIidzf ¢NARIISND AT y2a | ftNBFRe &aStSO
T ¢2 SRAG | WA NI dz feonlFiNoya TKNED sWhaL SBEING Gk 20/kS O RIAYTY

Al SECURITY Setup - Al Security

Action Rules SyStem Trigger

Alarm In Tamper Detection Recurrence Virtual Trigger

@ System Trigger

Virtual Trigger preset

No Name Method URL Ignoring Interval Event Fire Operation

1 VIRTUAL TRIGGER (1) POST fapifrulefesitriggersivirtual_trigger/1/ 5 sec TEST (4

2 VIRTUAL TRIGGER (2) POST fapifrulefesitriggersivirtual_trigger/2/ 5 sec TEST &

3 VIRTUAL TRIGGER (3) POST fapifrulefesitriggersivirtual_trigger/3/ 5 sec TEST

4 VIRTUAL TRIGGER (4) POST fapifrulefesitriggersivirtual_trigger/df 5 sec TEST [E4

1 Name: Modify the VIRTUAL TRIGGER title if need, to nmact of trigger
9 {SG GKS WLAY2NRAY3I AYISNBIfQY
o The ignoring interval may be set for 1 second, up to 300 seconds

M Click the 'APPLY" button at the bottom to save.

Virtual Trigger preset

Name VIRTUAL TRIGGER (1)

~

Ignoring Interval 5 ~ sec
m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108520
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5. Schedule

The schedule presetoes not require a separate preset settil8chedule presetan be added directly in
Action Rule setting.

To create the schedule preset based System trigger, §EDURAI Security/ScheduleSchedule preset

WIRRQ (G2 ONBIGS I aOKSRdzZ S LINBaSi
SETUP @ English & ADMIN  Logout
Al SECURITY Setup -~ Al Security
Schedule

Action Rules

Schedule preset

Schedule No Name Cycle Schedule Designation Exclusion Operation

rent Action

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 Name: Title the schedule preset according to intent

Schedule Cycle: Set for Weekly, Monthly, or Yearly

1 Schedule Designation: Set for one of the following.
o Daybased: Offers selection of a specific day or days, Week number, and Month
o Datebased: Offers selection of a specific day number or range, and Month

=a

1 Time Range: Set a specific time range from 00:00 to 00:00
Exclusion Schedule: Set this if schedule is meant as exclusion to normal schedule
9 Click the 'APPLY" button at the bottomdave

=

Name Weekly

Schedule Cycle Yearly

Schedule Designation Day-based

Schedule Mon @ Tue ® Wed & Thu &

Fri &
Time Range 00:00 ~ 17.00
Exclusion Schedule Set this as exclusion schedule
APPLY CLOSE
m CORP HQ +1 (919) 28000 | WEST COAST +1 (3108529
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6. Event Action

Event actions define how an event will respond to a trigger.

SETUP @ English & ADMIN | Logout

Al SECURITY : Setup - Al Security
Event Action

System VMS NVR/DVR

HTTP TCP FTP 53 ONVIF

Email preset

No Name From To Provider QOperation

1. Network: BEmail Preset

Email presetioes not require a separate settinghe email presetan be added directly in Action Rsle
To create the Email presétased event action, go t8ETURAI Security/Event Action/NetworkEmail

T {StSOG W' RRQ (2 ONBIGS Iy SYFAf LINBasi

Email preset
No Name From To Provider Cperation
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8%2D
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In the Email preset, set the necessary value for sending email such as SMTP server information. You can als
send a test email to confirm that your settings are correct.

1 Name: Title the email preset according to intent
1 To: Enter an email recipient (Septg by comma if multiple recipients)
9 Attach Snapshot: Check if snapshot is required
o0 Snapshot Time Range: The time a snapshot is taken prior to and after trigger
A From 0 to 10 seconds before
A To 0to 10 seconds after

1 Note: The larger the snapshot size, flegver snapshots the Al Box can hold.
o0 Fewer snapshots may be attached then the time range that is set.
0 The snapshot size can be adjuste GETUMISPLAY/Snapshotnapshot Size
A Options: 640x360, 1280x720, 1920x1080

Name Send email

To bdenmeade@cbcamerica.com

Multiple names separated by commas(,)

Attach Snapshot

Snapshot Time Range From 2 secs before To 5 secs after

The configured snapshot size is 1920x1080. The larger the snapshot
size, the fewer snapshots the device can hold. In this case, fewer
snapshots may be aftached than the time range you set.

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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1 Provider: Select themail service provider
o hLliaAz2ya AyOfdzRS WDYFAfT QS WI 20YFAf QY W, I K22
o0 St SO0 W/ dzad2YQ AT (GKS aSNWAOS LINPJARSNJI &2d

1 SMTP Server: Input the SMTP server address, and communication port
0 Example: smtp.gmail.com
A SMTP port (Default): 25
A SMTP port (TLS): 587
A SMTP port (SSL): 465

1 Encryption: The encryption is predetermined by the SMTP port requirement
0 ¢KS aSYRAY3I SYIAf YIé& o0& SYONEBLINISR a Wb2y

T £+ fARIFGS {SNBSNJ/SNIAFAOIFIGSY aStSOG wYhyQ 2N V¥
ot SNF2NX¥a | @It ARIGAZY 2y We[{QZ YR W{{[Q

1 From email: email address used to indicate who is sending the email
o Does not have to be the SMTP email address
o Email sender should denote person of authority behind Al Box administration

1 SMTP Authentication: Check box if SMTP email account user credentials are required
0 When box is checked; SMTP account Username, and Password are required

Provider Gmail

SMTP Server  smtp.gmail.com 587
Encryption TLS
Validate Server Certificate ~ On
From email
SMTP Authentication
Username

Password

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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1 Event Action Messagé&dit theeventaction message
0 Use template: @Gnfigure the message by usingeanplate
A IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list
A {StSO0 W aSQ G2 IRR GSYLXIGS G2 WORAUGLOG

o Addattribute token See Email Attribute Tokens list at end of section
o {StSOG W RRQ (2 I'RR FGONROGdzGS G21Sy G2 WIOR

1 Editable Box: Editable preview of theessagedo be sent

Event Action Message IMMIX Monitoring Template Use

TRIGGER NO ‘

Editable Box <Alarm>
<Inputl>{{CH}}</Inputl>
<EventType>{{TRIGGER TYPE}}</EventType>
<ExtraText>NAME={{TRIGGER NAME}}; CH={{CH}}; MAC={{MAC}};
OBJ_LISTS={{LIST OBJECTS[PARAM=COMMA]}}{{::0BI[CLASS]}}H{LIST
OBJECTS[PARAM=COMMA] } }</ExtraText>
<DateTime>{{SYSTEM TIME ISO86@1}}</DateTime>
</Alarm>

{{TRIGGER NO}}

Message Example

 Send example messagef A O1 W¢9{¢Q (G2 O2yFANY GKS 9YIFAf Q&
¢ /ftA0]1 GKS Witt[,Q odzitG2y 4 GKS 02002 -

Send example message

APPLY CLOSE

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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2. Network: HTTP Preset

The HTTP presedbes not require a sepate setting.HTTP presetan be added directly in Action Rule setting.
To create the HTTP preseased event action, go tSETURAI Security/Event Action/NetworkHTTP
T { St SOG WIRRQ (2 ONBFIGS Fy 1 ¢¢t LINBaSH

SETUP @ English & ADMIN | Logout

Al SECURITY Setup - Al Security
Event Action

System VMS NVR/DVR

Action Rules

Email HTTP TCP FTP 83 ONVIF
[@ Event Action a—
Ll Statistics HTTP preset
No Name Method Protocol URL QOperation

1 Name: Title the HTTP presatcording to intent

T tNRPG202FfY {SEtSOG SAGKSNI WI¢c¢ctQ 2N Wlecet {Q

T aSUK2RY {SftSOG SAGUKSNI wD9¢Q> Wth{¢Q 2NJ Wt! ¢Q

1 URL: Enter the target IP address, or URL of the HTTP receiving device

§ dziKSYGAOlFI GA2yY {SEtSOG Wb2ySQs WwW. aArA0Qs 2N W5
o Note: Basic and Digest reilgel user credentials for HTTP receiving device account

1 Customer Header: Allows for the creation and use of a customer HTTP(s) header
o Note: Alphanumeric characters and hyphendan be used
A Other characters are removed
A Space characters are replaced by hgp )

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 ContentType: Default multipart/form-data (Currently not modifiable)
9 Attach Snapshot: Check if snapshot is required
o0 Snapshot Time Range: The time a snapshot is taken prior to and after trigger
A From 0 to 10 seconds before
A To 0to 10 seconds it

1 Note: The larger the snapshot size, the fewer snapshots the Al Box can hold.
o Fewer snapshots may be attached then the time range that is set.
0 The snapshot size can be adjuste GETUMISPLAY/Snapshotnapshot Size
A Options: 640x3601280x720, 1920x1080

1 Action Delay: Adds a delay time from O to 10 seconds
o b20SY W Gl OK {ylLlAK20Q RAalof SR gKSy WwW! Of

Name Send HTTP
Protocol HTTP
Method POST
URL http://
Authentication None
Custom Header Add
Content-Type multipart/form-data
Attach Snapshot

Snapshot Time Range From 2 secs before To 5 secs after

The configured snapshot size is 1920x1080. The larger the
snapshot size, the fewer snapshots the device can hold. In this
case, fewer snapshots may be attached than the time range you
set.

Action Delay 0 - second(s)

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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2l diaredt
1 Event Action Messagé&dit theeventaction message
0 Use template: @Gnfigure the message by using a template
A IMMIX, Sentinel, Sureview, JSON, Simple & Basic msg, Object list
A {StSO0 W aSQ G2 IRR GSYLXIGS G2 WORAUGLOG

o Addattribute token See Attribute Tokens list at end of section
o {StSOG W RRQ (2 I'RR FGONROGdzGS G21Sy G2 WIOR

1 Editable BoxEditable preview of thenessagedo be sent

Event Action Message IMMIX Monitoring Template Use

TRIGGER NO |

Editable Box <Alarm>
<Inputl>{{CH}}</Inputl>
<EventType>{{TRIGGER TYPE}}</EventType>
<ExtraText>NAME={{TRIGGER NAME}}; CH={{CH}}; MAC={{MAC}};
OBJ_LISTS={{LIST OBJECTS[PARAM=COMMA]}}{{::0BI[CLASS]}}H{LIST
OBJECTS[PARAM=COMMA]}}</ExtraText>
<DateTime>{{SYSTEM TIME ISO86@1}}</DateTime>
</Alarm>

{{TRIGGER NO}}

Message Example

f Sendexample messagef A O1 We¢9{¢Q G2 O2yFANXY (GUKS 9YIAf Q&
¢ /fA01 GKS Witt[,Q odzitG2y 4 GKS 062002 -

Send example message

APPLEY CLOSE
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3. Network: TCP Preset
The TCP presebes not require a separate settingCRoresetcan be added directly in Action Rule setting.
To create the TCP preseased event action, go tSETURI Security/Event Action/NetworkTCP
T { St SOG WIRRQ (G2 ONBFIGS Fy ¢/t LINBaSi

SETUP @ English & ADMIN | Logout

Al SECURITY : Setup Al Security
Event Action

Action Rules

System VMS NVR/DVR
s
Emall HTTP FTP S3 ONVIF
@ EventAction
il Statistics TCP preset
No Name Host Port Operation

Add

1 Name:Title the TCP preset according to intent
1 Host: Entethe target TCP receiving device or server IP address
1 Port: Enter the target communications port receiving device or server require

Name Send TCP

Host 192.168.2.12

Port 31 -
[+
m CORP HQ +1 (919) 28300 | WEST COAST +1 (3108529
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1 Event Action Messagé&dit theeventaction message
0 Use template: @Gnfigure the message by using a template
A IMMIX, Satinel, Sureview, JSON, Simple & Basic msg, Object list
A{StSO0 w aSqQ (2 ITRR GSYLIXIGS G2 WORAGLE

o Addattribute token See Attribute Tokens list at end of section
o {StSOG W RRQ (2 FTRR FGONROGdzGS G21Sy G2 WIR

1 Editable Box: Editable previev ihe messagedo be sent

Event Action Message IMMIX Monitoring Template Use

TRIGGER NO |

Editable Box <Alarm>
<Inputl>{{CH}}</Inputl>
<EventType>{{TRIGGER TYPE}}</EventType>
<ExtraText>NAME={{TRIGGER NAME}}; CH={{CH}}; MAC={{MAC}};
OBJ_LISTS={{LIST OBJECTS[PARAM=COMMA]}}{{::OBI[CLASS]}}H{LIST
OBIECTS[PARAM=COMMA]}}</ExtraText>
<DateTime>{{SYSTEM TIME ISO8601}}</DateTime>
</Alarm>

{{TRIGGER NO}}

Message Example

f  Send example messagef A O1 W¢ 9 { ¢ TCRsétihgs@ yolrdctNY (G K S
¢ /fA0]1 GKS Witt[,Q odzitG2y 4 GKS 062002

Send example message

APPLY CLOSE

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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4. Network: FTP Preset

The FTP presekoes not require a separate settingI P presetan be added directly in Action Rule setting.

To create the FTP preskased event action, go t8SETURI Security/Event Action/NetworkFTP

WIRRQ G2 ONBIOS Iy C¢t LINBasSi

SETUP @ English & ADMIN | Logout

Setup Al Security

Event Action

System VMS NVR/IDVR

Email HTTP TCP 33 ONVIF
[@ EventAction
Ll Statistics FTP preset
No Name Host Port Operation
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8%2D
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1 Name: Title the FTP preset according to intent

1 Snapshot Time Range: The time a snapshot is taken prior to and after trigger
A From 0 to 10 seconds before
A To 0to 10 seconds after

1 Note: The larger the snapshot size, the fewer snapshots the Al Box can hold.
o Fewer snapshots may be attached then the time range that is set.
0 The snapshot size can be adjuste GETUMISPLAY/Snapshotnapshot Size
A Options: 640x360, 1280x720, 1920x1080

Name

Snapshot Time Range From 2 secs before To 5 secs after

The configured snapshot size is 1920x1080. The larger the snapshot size, the fewer snapshots

the device can hold. In this case, fewer snapshots may be attached than the time range you set.

f ¢2LISY {SftSOG WwWCetQ 2N Ww{C¢tQ

1 Name: Title of FTP connection

1 Host: IPaddress of target FTP server

1 Port: Communications port of target FTP server

1 Username: User credentials with account access right to FTP server
1 Password: User credentials with account access right to FTP server
1 Passive Mode: Check box if passive modeatepted for FTP connection

FTP Server New Recently Added
Type @ FTP SFTP
Name
Host
Port 21 -

Username
Password

Passive Mode

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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1 File Path Format: Enter the FTP file path format, or use a template
0 Use template: @Gnfigure theFTP file patlby using a template

A ¢CSYLX FGSY [/ dNNByiafte 2yfe W |
A{StSO0 wH aSq (2 I RR
o Addattribute tokert See Attribute Tokens list at end of section
o {StSOG W RRQ (2 I'RR FGONROGdzGS G21Sy (G2 WIOR
1 Editable preview of théile path formatto be sent

File Path Format Basic file path template

Use
TRIGGER NO &

Add

{{TRIGGER NO}}{{SYSTEM TIME %vYY¥}}/{{SYSTEM TIME %mm}}/{{SYSTEM TIME
%dd}}/{{SYSTEM TIME %HH}}/{{MAC}}_{{CH}}_{{TRIGGER NAME}} {{SYSTEM TIME
%YYYY}}{{SYSTEM TIME %mm}}{{SYSTEM TIME %dd}}{{SYSTEM TIME %HH}}{{SYSTEM

TIME %MM}}{{SYSTEM TIME %55}}.{{SYSTEM TIME %MS}}_{{VIDEO
TIMESTAMP}}.jpg

f Send example filg: £ A O1 W¢ 9 { ¢ EXPsétithgs@r gomectNIY
¢ /fA01 GKS Witt[,Q odzitd2y 4 GKS o

cn
D A
o O

Send example file TEST

GANZ
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5. Network: S3 Preset

The S3 presaloes not require a separate settinghe S3 presatan be added directlio Action Ruls.
To create the ONVIF preseased event action, gm SETURI Security/Event Action/NetworkS3
T {StSOG W' RRQ (2 ONBIGS Iy {o LINBasi

SETUP @ English & ADMIN | Logout

Al SECURITY a Setup - Al Security
Event Action

m System VMS NVR/DVR

Email HTTP TCP FTP 53 ONVIF

Action Rules

S§3 preset

No Name Region Bucket Qperation

1 Name: Title the FTP preset according to intent
1 Snapshot Time Range: The time a snapshot is taken prior to and after trigger
A From 0 to 10 seconds befotélo 0 to 10seconds after

1 Note: The larger the snapshot size, the fewer snapshots the Al Box can hold.
o Fewer snapshots may be attached then the time range that is set.
0 The snapshot size can be adjuste S&TUBISPLAY/Snapshetnapshot Size
A Options:640x360, 1280x720, 1920x1080

Name
Snapshot Time Range From 2 secs before To 5 secs after
The configured snapshot size is 1920x1080. The larger the snapshot size, the fewer snapshots
the device can hold. In this case, fewer snapshots may be attached than the time range you set.
m CORP HQ +1 (919) 28G00 | WEST COAST +1 (310)858D

Security Solutions ganzsecurity.com ©2018 CBEMERICA LLC. All Rights Reserved. 04/18



GQANZ Al Box-4Ch/8Ch/ 16Ch
e User Manual.

AR B o2

Name: Title of S3 connection

YSe& CAfS 6fFd0a@oy {StSOG W/ K22aS8S FAESQ yR Yyl
Access Key: Enter the S3 access key

Secret Key: Enter the S3 secret key

Region: Select the S3 server regional location

Budet: Enter the bucket information

=4 =4 =8 -8 -8 A

S3 Server New Recently Added

Name
Key File (*.csv) ‘ Choose File | No file chosen
Access Key
Secret Key
Region US East (Ohio)

Bucket

1 File Path Format: Enter the S3 file path format, or use a template
0 Use template: @Gnfigure theS3 file pathoy using a template
A ¢SYLIX FGSY / dNNByaGte 2yte W. Iarxo FAES LI
A{StSOout w asSo 2 I RR
o0 Addattribute token See Attribute Tokens list at end of section
o { St SO0 W RRQ (G2 IRR FOGGNROGdDzIS G21Sy (G2 WIOR

1 Editable preview of théile path formatto be sent

File Path Format Basic file path template Use
TRIGGER NO & Add

{{TRIGGER NO}}{{SYSTEM TIME %v¥¥¥}}/{{SYSTEM TIME %mm}}/{{SYSTEM TIME
%dd}}/{{SYSTEM TIME %HH}}/{{MAC}}_{{CH}}_{{TRIGGER NAME}} {{SYSTEM TIME
%BYYYY}H{{SYSTEM TIME %mm}}{{SYSTEM TIME %dd}}{{SYSTEM TIME %HH}}{{SYSTEM
TIME %MM}}{{SYSTEM TIME %SS}}.{{SYSTEM TIME %MS}} {{VIDEO
TIMESTAMP}}.jpg

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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 Send example filg: £ A O1 W¢ 9 { ¢ SBseitidgs ade2cgireak N G K S
 ClickKS Wltt[,Q odzidz2y i GKS o62dGdG42Y G2 al gSo

Send example file TEST

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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6. Network: ONVIF Preset

The ONVIF presebes not require a separate settinQNVIF presetan be added directlio Action Ruls.
To create the ONVIF preskeased event action, go t8SETURAI Security/Event Action/NetworeONVIF

System VMS NVR/DVR

ﬁ Schedule
Emal  HTTP TGP FTP 83

[@ Event Action

il St 5 ONVIF

ONVIF Event Transmission

Mation Cnly (For clients experiencing problems when receiving 'Custom Al Event')

CHO Encoding Profile

Disabled L}

ONVIF Event Topics

Intrusion Topic tns1:RuleEngine/FieldDetectar/ObjectsInside

Occupancy Topic tns1:RuleEngine/FieldDetector/Objectsinside
Loitering Tepic tns1:RuleEngine/LoiteringDetector/ObjectisLoitering
Stopping Topic tns1:RuleEngine/LoiteringDetector/ObjectlsLoitering

Enter/Exit Topic tns1:RuleEngine/FieldDetector/Objectsinside

Line Crossing Topic tns1:RuleEngine/LineDetector/Crossed

APPLY CANCEL

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 ONVIF Event Transmission:
0 Customer Al Event + Motion

o a2liAz2y hyté o00fASylia SELSNASYyOAYy3dI LINRo6f SYA
A b20SY Wseds§the2AleQent as an Onvif motion detection event
9 /71 n 9YO2RAY3I tNRFAESY WOyl oftSRQ 2N Ws5AxAalof SRQ

o0 CHO displays multi layout video stream

ONVIF

ONVIF Event Transmission @ Custom Al Event + Motion

Motion Only (For clients experiencing problems when receiving 'Custom Al Event')

Motion' means it sends the Al event as an Onvif motion detection event

CHO Encoding Profile @ Enabled

Disabled l}

1 ONVIF Event Topics:

0 Intrusion Topidnsl:RuleEngine/FieldDetector/Objectsinside
Occupancy Topinsl:RuleEngine/FieldDetector/Objectsinside
Loitering Topitns1:RuleEngine/LoiteringDetector/ObjectisLoitering
Stopping Topitns1:RuleEngineloiteringDetector/ObjectisLoitering
Enter/Exit Topitnsl:RuleEngine/FieldDetector/Objectsinside
Line Crossingopic: tns1:RuleEngine/ LineDetector/Crossed

O O O O O

ONVIF Event Topics

Intrusion Topic
Occupancy Topic
Loitering Topic
Stopping Topic
Enter/Exit Topic

Line Crossing Topic

GANZ

Security Solutions

tns1:RuleEngine/FieldDetector/ObjectsInside
tns1:RuleEngine/FieldDetector/ObjectsInside
tns1:RuleEngine/LoiteringDetector/ObjectlsLeitering
tns1:RuleEngine/LoiteringDetector/ObjectisLoitering
tns1:RuleEngine/FieldDetector/ObjectsInside

tns1:RuleEngine/LineDetector/Crossed

APPLY CANCEL
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7. System Disarm

AIBOXs an ARM state that can generate an alarm action event at any time. However, the connected
controller can be changed to DISARM state to prevent alarm action event.

For example, alarmavents are not important during system checks, so you can create and work with the
DISARM state as shown above.

¢2 O2yFTAIdZNE (KS W5 A i SEIMAI SebulitgAEvent A0 SysterDisainis@uyp > 3 2

O {GFGdzay 2 Af {WE5RARE LNEMQR oW!aNSYRQ 22yNJa G | ( dza
1 Connected Control: Options include the following
o Manual / HTTP API
o Alarminl
o Alarmin?2
o Alarmin 3
o Alarmin4

T /ftA01 GKS Wltt[,Q odzitdz2y G GKS o2dGd0d2Y (2 al o

Al Box SETUP @ Englsh & ADMIN | Logout

Al SOURCES

Al SECURITY Setup Al Security
Event Action

Network VMS NVR/DVR

Disarm Alarm Out Audio Back Channel Video Popup RS485 Counter Reset
[@ EventAction —

Action Rules

Il Statistics Disarm setup

Al MARKETING

Status

Connected Contral Manual / HTTP API

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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8. System Alarm Out

It is possible to set how long it will activdtem the Alarm Out Duration when the Alarm Out action is
activated.

= A . A £ A 1% AL £ S AasA A
¢2 O2yFAIdNNB G KS W! fIENIAI SdnitWEvedtA&igniSyste@laim2Oltpresee (i 2
T {St SO0 WIRRQ 02 ONBFIOGS |y Pt FN)Y 2dzu0 LINBasSiu
SETUP @ English & ADMIN | Logout
Setup Al Security
Event Action
Network VIS NVR/DVR
Disarm Audio Back Channel Yideo Popup RS485 Counter Reset
[ EventAction
Ll S 5 Alarm Out preset
Al MARKETING
No Name Type Duration Priority QOperation
1 ON for 5 secs On for Duration 5 second(s) High
2 ON ON Normal
3 OFF OFF Normal
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)8%2D
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1 Name: Title thealarm out preset according to intent

91 Output Type: Options include the following

A On for Duratior;, High Priority (0 to 300 seconds duration)
Off for Durationg High Priority (0 to 300 seconds duration)
On¢ Normal Priority

Off ¢ Normal Priority

> > > >

f ClickiKS W!ltt[,Q odzid2y Fd GKS o620G02Y (G2 al @S

Name

Qutput Type

APPLY CLOSE

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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9. System Audio Back Channel

It is possible to sedn audio file to play through a video sources audio channel out channel.

¢2 02y FTAIdzZNE (G KS W! dzRA 2 SEFUR] Sedulity/Eyefitttion/Sgs@@Aldio | O G A
Back Channel

T {36800 W RRQ (G2 ONBFGS 'y I dzRA2 o6F 01 OKIyySst

SETUP @ English & ADMIN ogout

Al SOURCES
Al SECURITY ‘ Setup Al Security

retion Bulee Event Action

Netwaork VMS NVR/IDVR
Disarm Alarm Out Video Popup RS485 Counter Reset
[ EventAction

lul Statistics Audio Back Channel

Al MARKETING
No Name Target Channel Audio File Operation

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 Target Channel: Select the video source from the dtogn list
0 Video source should support audio back channel
0 Video source devicghould have a speaker attached

1 Name: Title the audio back channel according to intent
T ' dzZRA2 CAfSOYLIoksgl @oyY {StSOG W LX2FIRQ YR yI @A
o Both mp3 and wav audio formats supported

T /ftA01 GKS Wltt[,Q odzitdz2y G GKS o2dGd0d2Y (2 al o

Target Channel CH 5 - Hallway

Name [CH 5]Audio Back Channel-01

Audio File(mp3/wav) UPLOAD

Send audio data

APPLY CLOSE

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)882D
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10. System Video Popup

Set action rule. If you add the video popup in the action setting, the channel where the event occurred on the
live screen pops up for the set time.

¢2 02y FTAIdZNE (KS Wi A REFURI Setldy/FEvenSAgtidnBtemi>\0ded Py 3 2

9 Video Popup Duration: This is the duration of time the popup will be presented
0 Duration time is between 0 and 300 seconds

T /tA01 GKS Wltt[,Q odzit2y G GKS o2dGd2Y (2 &l @

SETUP & English & ADMIN | Logout

Setup Al Security
Event Action

MNetwork VMS NVR/DVR
Disarm Alarm Qut Audic Back Channel RS485 Counter Reset
Video Popup
Video Popup Duration 5 : second(s)
APPLY CANCEL
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)850D
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11. System RS485

RS485 exports action messagesjuentially without using a separate protocol. This can be used by setting the
default baud rate and editing the action message.

¢2 02y FTAIdzNBE (KS YGSHTUR Seuriy/Bvent Actioh/SyatérRS$485 32 (2
SETUP @ English & ADMIN  Logout

Setup Al Security

Event Action

Network VMS NVR/DVR
Disarm Alarm Out Audic Back Channel Video Popup Counter Reset
RS485

[ < Baud Rate 115200 bps

Event Action Message

Editable Box

Message Example

Send example message

APPLY | CANCEL

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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1 Baud Rate: This ike rate of communications to take place on the RS485 port
0 Baud rates range between 2400 bps, and 115200 bps

1 Event Action Message: Enter a custom, or use a template
0 Use template: @Gnfigure the message by using a template
A IMMIX, Sentinel, Sureview, JSOM)@e & Basic msg, Object list
A {StSO0 W aSQ G2 IRR GSYLXIGS G2 WORAUL O
0 Addattribute token See Attribute Tokens list at end of section
o { St SO0 W RRQ (G2 IRR FOGGNROGDzGS G21Sy G2 WIOR

1 Editable Box: Editable preview of theessagdo be sent

1 Send example messagé:t A O]1 We¢9{ ¢ Q
T /7€ftA01 GKS WwWitt[,Q odzitdzy G GKS o262y (2 &4t @
Baud Rate 115200 bps
Event Action Message IMMIX Monitoring Template Use
TRIGGER NO ‘
Editable Box <Alarm>
<Inputl>{{CH}}</Inputl>
<EventType>{{TRIGGER TYPE}}</EventType>
<ExtraText>NAME={{TRIGGER NAME}}; CH={{CH}}; MAC={{MAC}}; OBJI_LISTS={{LIST
OBJIECTS[PARAM=COMMA]}}{{: :0BI[CLASS]}}{{LIST OBIECTS[PARAM=COMMA]}}
</ExtraText>
<DateTime>{{SYSTEM TIME ISO86@1}}</DateTime>
</Alarm>
{{TRIGGER NO}}
Message Example
Send example message TEST
APPLY CANCEL
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3822
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12.System Counter Reset

¢ KS W/ 2 dzadiicéhbgfinesSaie it Bction to reset an existing counter action.
¢2 O2yFTAIdINE (KS W/ 2 dzSETURI SecSriyfiet ASE/SyserCbudtar Résgt > 3

T { St SOG WIRRQ (G2 ONBFGS F /2dzyiSNI wSasSid | OGAzy
SETUP @ English = ADMIN | Logout
Al SECURITY 3 Setup - Al Security
et Bl Event Action
Network VMS NVR/DVR
E Schedule
Disarm Alarm Out Audio Back Channel Video Popup RS485

@ Event Action

Counter Reset

No Name Counter Name Reset Count Qperation

1 Name: Title the Counter reset according to intent
1 Target Counter: Select the count trigger from the dugwn list of available
1 Reset Count: select fno 0 up to 9999999
T /tA01 GKS Wltt[,Q odzitdz2y G GKS o2dGd0d2Y (2 al o
Name
Target Counter Entering
Reset Count 0 £
m CORP HQ +1 (919) 28300 | WEST COAST +1 (3108529
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¢ KS W/ metignadiifean event action to handshake with CORTROL.

¢2 O2yFTAIdzNBE (KS W/ ISEWAKSEQrityEZREACIon/MMSICORTRAL 32 (2

T { St SO0 WI RRQ (42 ONBFGS + /hwewh|[ S@Syid | OGAz2y

SETUP @ English & ADMIN | Logout
Al SOURCES
Al SECURITY Setup - Al Security
R Event Action

Network System NYR/DVR
Cortrol External Service Cenetec™ Nx Plugin Nx(Legacy)
Cortrol
No Name Event Channel Title Description Operation
Add

GANZ

Security Solutions
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Name: Title the CORTROL event action according to intent
Host: Enter the IP address of the target CORTROL server
Port: Enter the communications port of the targ@ORTROL server
Username: Enter the user credentials with CORTROL authentication
PasswordEnter the user credentials with CORTROL authentication
9SSyl [/ KFEyStyYy {StSOG W LRFIGS [AadQ
o Event channel will update to present a list of available CORTROL channels

= =2 = 4 5 2

Title: Select fromthedrofR2 6y f A &> SEIF YL S wdzZ S bl YSE /1 X
1 DescriptionSelect fromthedrolR2 6y f A &G SEIFYLX S wdzZ S bl YSZ /|

=

1 / f A O to &Bkfiem CORTROL/Al Box communications
9 /7tA01 GKS WHtt[,Q odzid2y Fd GKS o242y (2 al @
Name CORTROL
Host 192.168.2.141
Port 8080
Username admin
Password =~ sessssssssss
Event Channel ZN-MD1243M-IR Update List
Title Face Name
Description Face Group Name
Send example message TEST
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3822
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14.VMS CORTROL External Service

¢ KS W/ hwe¢wh|[ ackohdeinyslad evgntSdtihikohandshake with CORTROL.

¢2 O2yFAIdzNBE G(GKS W/ hwe¢wh|[ SEUMS SaCUrify/EVer\NENAVIS Q SOSy
>CORTROL External Service

T {StSO0G W' RRQ G2 ONBFGS I /hwewh|[ 9EGSNYyIf { SN
SETUP 3 English ; ADMIN  Logout
ES
Al SECURITY . Setup Al Security
Event Action
Network System NVR/DVR
Cortrol Genetec™ N Plugin Nx(Legacy)

Cortrol External Service

Al MARKETING
External Service Title AIBOX-162.168.2.167

SEARCH

Host  192.168.2.141
DISPLAY - .
Username  AlBox
Password ~ weseasnens

Connection

Service Type
License Plate Recognition
Channel Mapping

If you do not set the mapping, it does not work properly,

m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3529
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External Service Title: Title the CORTROL External Service according to intent
Host: Enter the IP address of the target CORTROL server
Port: Ente the communications port of the target CORTROL server
Username: Enter the user credentials with CORTROL authentication
PasswordEnter the user credentials with CORTROL authentication
/| 2yySOGA2yY {SEtSO0G W/ 19/YQ
o W/ 19/YQ gAft O2yTANORTROLYadyARBOY GA2ya o0SG6SS

= =2 = 4 5 2

1 Service Type: Select either Al Detector, or License Plate Recognition
o Currently only one service type per instance is supported
A Only one instance is currently support for CORTROL External Service

 Channel MappingSelectVa | LILIAY I Q F2NJ I ftAadAy3 2F | @I At of

1 / t A O to &befien{ CORTROL/AI Box communications
T /tA01 GKS WwWitt[, K Q odzidizy |G GKS o622y G2 &4l @
External Service Title AIBOX-192.168.2.167
Host 192 168.2. 141
Port 8080
Username AlBox
Password sssssssses
Connection CHECK
Service Type @ Al Detector
License Plate Recognition
Channel Mapping Mapping
If you do not set the mapping, it does not work properly.
Send example message TEST
APPLY CANCEL
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)3822
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15.VMS Genetec
¢ KS WD&toBdefds @n event action to handshake with Genetec.
ToO2y FA3IdzNB (1 KS WDS ySETHOSecUBEghiiActiorDiMBGeyelec 32 (1 2
9 {StSOG W' RRQ G2 ONBIFIGS 'y DSySGSO S@Syid | OlGAz

Al Box SETUP @ English & ADMIN  Logout

Al SECURITY Setup Al Security

Action Rules Event ACtion

& Al Trigger
MNetwark System NVR/DVR

Cortrol Cortrol External Service Nx Plugin Nx(Legacy)
@ EventAction

Ll Statistics Genetec

No Name Event Channel Base URI Event Value Operation
m CORP HQ +1 (919) 28000 | WEST COAST +1 (310)850D
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Name: Title the Genetec event action according to intent

Host: Enter the IP address of tterget Genetec server

Port: Enter the communications port of the target Genetec server
Base URI: Input the Genetec base URI

Use SSL connection: Select if the target Genetec server is using SSL
First Logical ID: Input the first logical ID for Genetec server

Last Logical ID: Input the last logical ID for Genetec server
Username: Enter the user credentials with Genetec authentication
PasswordEnter the user credentials with Genetec authentication

/ £ A O1 to &pefiem{ Gerdtec/Al Box communications

ClicktheW! t t [ , Q odzid2y 4 GKS o020G2Y G2 - S o

== —a —& —a _a _a _a _a _a _a _a
Qx

Name

Host
Port 4590

Base URI

Use SSL connection (D

First Logical ID 1 8 Range Setup

A~

Last Logical ID 16 o
Create presets with Logical IDs from 1 to 16 at once.
Username

Password

Send example message TEST

APPLY CLOSE
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User Manual..

¢ KS Wb ctiontledir@shayl €vent action to handshake via the Nx Plugin.
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SETUP

Al SECURITY Setup Al Security

Event Action

Action Rules

MNetwork System
Cortrol Cortrol External Service
Nx Plugin

Host

Web Service Port

Plugin Service Port

Username

Password

Connection

Channel Mapping

ROI

Metadata Enabled

GANZ

Security Solutions

@ English ; ADMIN Logout

Nx{Legacy)

If you do not set the mapping, it does not work properly.

Send example message

APPLY CANCEL
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1 Host: Enter the IP address or domain name of the target Nx server

1 Web Service Port: Enter the web communications port of the target Nx server

1 Plugin Service Port: Enter the plugin communications port of the target Nx server

1 Username: Enter the user credeals with Nx authentication

1 PasswordEnter the user credentials with Nx authentication
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